
 
 
 
 
 
 

  

SEMINAR SEMINAR 
 
 

THURSDAY
OCTOBER 4, 2007

Scaife Hall Auditorium
Room 125

4:30 p.m.
Refreshments—4:00 p.m.

 
 
 

                         
     
 

 
 
 
 

 
 

Botnet 
Detection and 

Response 
 

 
 
 

 
 
 
 
 
 
 
 

 
     

A Botnet is a network of 
compromised computers 
(or bots) commandeered
by an adversary. Botnets
have already become the
platform of choice for
launching attacks and
committing frauds on the
Internet. In this talk, I will
first discuss the research
challenges in botnet
detection and response,
and outline a 
compehensive framework. 
I will then describe
KarstNet, which is a
component(s) of this
framework. KarstNet uses
DNS monitoring to identify
domains associated with
botnet command and
control activities, and
sinkholes such domains. If
time permits, I will also 
discuss some preliminary
work in P2P botnet
detection. 
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