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BIOMETRIC RECOGNITION:
How DO | KNOw
WHO YOU ARE?

A wide variety of systems require reliable personal
recognition schemes to either confirm or determine the
identity of an individual requesting their services. The
purpose of such schemes is to ensure that only a
legitimate user, and not anyone else, accesses the
rendered services. Examples of such applications include
(i) secure access to buildings, computer systems, ATMs,
and cellular phones, (ii) obtaining driver licenses and
welfare benefits, and (iii) issuing passports and visas.
Biometric recognition, or simply biometrics, refers to the
automatic recognition of individuals based on their
physiological and/or behavioral characteristics (e.g.,
fingerprint, face, iris, voice). Biometrics allows us to
confirm or establish an individual's identity based on "who
she is", rather than by "what she possesses” (e.g.,an ID
card) or "what she remembers" (e.g., a password).
Biometric systems also introduce an aspect of user
convenience; they alleviate the need for a user to
"remember" multiple passwords associated with different
applications. However, a biometric system has to contend
with problems related to non-universality of the trait,
limited degrees of freedom, large intra-class variability,
and spoof attacks. Some of these problems can be
addressed by multimodal biometric systems that fuse the
evidence presented by multiple identity traits of a user. In
spite of the fact that the first Automatic Fingerprint
|dentification System (AFIS) was installed around 1965,
biometric recognition remains a difficult pattern
recognition problem. In this talk, we will give an overview
of biometrics, representation and matching algorithms for
fingerprints, state-of-the-art performance figures and the
associated system security and privacy issues.
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