Title: Cybersecurity for the smart-grid: Manhattan Case Study

Abstract: Critical infrastructure operations and control systems have become increasingly
automated, incorporate two-way communications, and may also be connected to the
Internet or other computer networks. While these improvements have allowed for
modernization of critical infrastructures, this increased interconnectivity has made the
infrastructure more vulnerable to remote cyber-attacks. Cyber-attacks can create instant
effects at very low cost, and are very difficult to positively attribute back to the attacker.
There are numerous examples of such cyber-attacks, and their rate against corporate and
government infrastructure is on the rise and unlikely to abate. A major contributor to the
increase of cyber-attacks, is the recent shift to ”smart” devices. These devices provide
numerous capabilities to the owners, but serve as points of entry to adversaries. In this
talk, we will provide a smart-grid case study, discussing the security of typical controllers
using a red-team/blue-team approach on a testbed developed at NYU, as well as
presenting low-cost intrusion detection methodologies for embedded controllers.
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