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Abstract

Diminutive devices and high clock frequency of future microprocessor generations are causing increased
concerns for transient soft failures in hardware, necessitating fault detection and recovery mechanisms even
in commodity processors. In this paper, we propose a fault-tolerant extension for modern superscalar out-of-
order datapath. We argue that a single processor that can selectively deliver fault-tolerance when required
and can otherwise revert to full performance will be an important design point in the transitional phase when
transient failure rates are just becoming unacceptable for some applications. This dual-functionality will
enable both vendors and end-users to trade-off performance for fault-protection depending on applications.
In the proposed extensions, error-detection is achieved by verifying the redundant results of dynamically
replicated threads of executions, while the error-recovery scheme employs the branch-rewind mechanism to
restart at a failed instruction. The proposed scheme can be supported by only modest additional hardware.
Nevertheless, it delivers comparable performance and fault coverage as static fully-replicated solutions.

We study the performance impact of augmenting superscalar microarchitectures with fault tolerance ca-
pabilities. An analytical performance model is used in conjunction with a performance simulator. The
simulation results of 11 SPEC95 and SPEC2000 benchmarks show that in the absence of faults, error detec-
tion causes a 2% to 45% reduction in throughput, which is comparable to the previously proposed schemes.
In the presence of transient faults, the fast error recovery scheme contributes very little additional slow-
down. The low-impact in performance and the low hardware overhead make our proposed scheme a viable
extension to current superscalar processors for transient-fault tolerance.
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Figure 1. The three steps of fine-grain concurrent error detection and recovery on a super scalar
processor .

1 Intr oduction

Following thecurrenttrendsin transistorsize,voltageandclock frequency, futuremicroprocessorswill
becomeincreasinglysusceptibleto transienthardwarefailures(a.k.a.single-event upsets(SEU)or soft er-
rors)[3, 7]. Recently, researchershaveproposedtechniquesto makeuseof inherenthardwareredundancies
of multithreadedandchip-multiprocessorarchitecturesin concurrenterrordetection[14, 15, 19]. In thispa-
perwepresenta transient-fault tolerantdesignthattakesadvantageof theredundanciesfoundin superscalar
processors.In addition to concurrenterror detection,we proposeto make useof pre-existing “branch-
rewind” mechanismsfor recovery. A fault-tolerantsuperscalarprocessoris in an importantdesignspace
becauseamicroprocessorthatcandelivermaximumsingle-threadperformanceatagivencostwill continue
to be themainstayin commodityPC andembeddedprocessormarkets. Backed by tremendouseconomic
momentum,a singledesignthatcandeliver maximumeveryday-useperformanceandalternatively provide
mission-criticalreliability will have a profoundimpacton the affordability of reliablecomputing.On the
onehand,high-reliability serversandmainframescould leveragetheeconomyof scaleof mass-market PC
processors.While on the other hand,everydayPC userscan have the option of selectively trading off
performancefor reliability dependingon their customizedusageandrequirements.

Thesamemechanismsfor speculative out-of-ordersuperscalarexecution,commonin thecurrentgener-
ation of microprocessors,canalsobe appliedto both detectionandrecovery of transientfaults. Figure1
illustratesthe actionsof error detectionandrecovery in a superscalardatapath.(1) By adaptingregister
renamingcapabilities,instructionsfetchedfrom a singlestreamcanbe issuedredundantlyastwo or more
data-independentthreadsin thedynamicexecutionpath.(2) For errordetection,theredundantlycomputed
resultsfrom multiple threadscanbecheckedagainsteachotherprior to committingtheeffectof aninstruc-
tion. (3) Any inconsistency betweentheredundantresultstriggersthebranch-rewind mechanismto restart
programexecutionfrom thefailedinstruction;theexecutioncanbecontinuedin a seamless,timely fashion
if theerroris non-recurring.
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This paperexplorestheabove fault-tolerantframework in depthandpaysparticularattentionto the is-
suesof transient-fault recovery. Earlierwork on fault-tolerantsuperscalardesign(suchas[8]) concentrates
on concurrenterror detectionof irrecoverablehardfailuresanddoesnot considerthe possibility of using
branch-rewind asa recovery mechanism.Themorerecentefforts in themultithreaded/multiprocessor con-
textsalsodonotdiscussthemechanismsfor efficiently recoveringfrom a transientfault andinsteadrely on
coarse-graincheckpointing.Coarse-grainrecovery schemesseverelydisruptprogramprogressandareonly
acceptablefor non-interactive data-processingapplications.Fine-grainrecovery is amustfor bothreal-time
or interactive applications.Furthermore,in our proposedfault-tolerantsuperscalardesign,onceconcurrent
errordetectionis in place,recovery canbeimplementedatnearlyno hardwareor performancecost.

Whentheproposedfault-tolerantmechanismis in effect,somefractionof theoriginalprocessorthrough-
put is lost to redundantprocessing,but whenprotectionis not needed,the modifieddatapathcanstill be
returnedto theperformanceof anoptimally-tunedsuperscalardesignbecauseour extensionrequiresonly
smalldeviationsfrom a standarddesign.To betterunderstandtheperformancecostof reliability, we have
developedbothasimpleanalyticalmodelandaSimpleScalar-derivedperformancesimulator. In mostcases,
the performancelossin a two-way redundantexecutionis muchlessthan50% comparedto normalnon-
redundantexecutionson comparablehardwareresources.For the11 SPEC95andSPEC2000benchmarks
westudied,thethroughput(IPC)penaltydueto two-wayredundantexecutionrangesfrom 2%to 45%(32%
average)on an 8-way superscalardatapath.This throughputpenaltyis inline with other reportedresults
for concurrenterror detectionby redundantinstructionprocessing.We have determinedthat the overall
throughputremainsunaffectedby evena high frequency of faultsbecauseof the low costof rewind-based
recovery. In this paper, we alsodiscussthetrade-offs andtherangeof applicabilityof differentimplemen-
tationdecisions.

Paper Outline: Theremainderof this paperis organizedasfollows. Section2 providesadditionalback-
groundon thenatureof transientfaultsandrelatesoureffort to prior work in fault-tolerance(bothhardand
soft errors). Section3 presentsthe detailsof our proposedtransientfault detectionandrecovery mecha-
nisms.Section4 presentsa simpleanalyticalperformancemodelfor a fault-tolerantsuperscalarprocessor
andappliesit in ananalysis.Section5 presentstheresultsof our simulation-basedperformanceevaluation.
Section6 summarizesthecontributionsof thispaperanddiscussesfuturedirectionsof ourefforts.
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2 Background

2.1 Transient HardwareFaults

Transientfaultshave traditionally beenassociatedwith the corruptionof storeddatavalues. This phe-
nomenonhasbeenreportedasearlyas1954in adverseoperatingconditionssuchasnearnuclearbombtest
sitesandlaterin spaceapplications[22, 12]. Since1978,densememorycircuits,bothDRAM andSRAM,
havebeenknown to besusceptibleto softerrorscausedby alpha-particlesfrom IC packagings[11] andcos-
mic rays[21]. By definition,a hardwaredevice canrecover its full capabilityfollowing a transientfailure,
but suchfailuresareno lesscatastrophicfor thecorrectexecutionof a programbecausea corruptedinter-
mediatevalue,if nothandled,cancorruptall subsequentcomputations.Over theyears,measuresto protect
againstsofterrorsin memorydeviceshaveevolvedto includephysicaltechniquesin cell/gatedesign[1] and
packagingmaterials[9], aswell aserrorcorrectioncodes(ECC).Today, thesetechniquesarecommonplace
evenin commodityPCmemories,but, exceptin extremelycritical applications,protectionagainsttransient
failureshasreceivedlittle commercialattentionoutsideof thememorysubsystem.

In aneffort to keepupwith Moore’sLaw, microprocessorimplementationshaverequiredeverdecreasing
featuresizeandsupplyvoltage.As a consequenceof thereducedcapacitive nodechargeandnoisemargin,
evenflip-flop circuitswill inevitably becomesusceptibleto soft-errors[6]. Thehigh clock rateof modern
processorsfurtherexacerbatestheproblemby increasingtheprobabilityof anew failuremechanismwhere
amomentarilycorruptedcombinational signalis latchedby aflip-flop. Thesenecessaryevils of continually
pushingtheprocessorperformanceenvelopewill shortly1 placeus in anunfamiliar realmwherelogically
correctimplementationsalonecannotensurecorrectprogramexecutionwith sufficient confidence.

2.2 Fault-Tolerant Computing

It shouldnotbesurprisingthateventodaynocommercialICsareguaranteedto operateperfectly. In fact,
internationalstandardsexist to prescribewhat is anacceptable,albeita very low, frequency of failure[18].
When additionalconfidencein reliability is called for, vendorsof high-availability platformshave long
incorporatedexplicit errordetectionandcorrectiontechniquesin their architectures.Thebasictechniques
involve informationredundancy, spaceredundancy andtimeredundancy.

Protectingdatawordswith informationredundantcoding,suchasparityor Hammingcode,allows some
numberof bit errorsto bedetectableor correctable.Informationredundancy comesat thecostof additional
storagefor the codingoverhead,aswell asthe costof the encodingandcheckinglogic. Memory arrays
canbeECC-protectedrelatively efficiently becausethecostof thecodinglogic canbeamortizedover the
array. Applying ECC to individual registersin a processorcaninvolve an exorbitantamountof overhead
andalsoincreasesthecritical pathdelay. Typically, informationredundancy is reservedfor memory, caches
and perhapsregister files, whereasspaceand time redundanttechniquesare employed elsewherein the
processor.

Spaceredundancy is achievedby carryingout thesamecomputationon multiple independenthardware
at the sametime. Errorsareexposedby corroboratingthe redundantresults. For systemswith triple (or
higher)redundancy, acorrectanswercanbeobtainedby amajorityelectionschemein certainfailuremodes.
For duplex system,computationmustbe restartablein orderto recover from an error. To avoid the large
hardwareoverheadof spaceredundancy, analternative is time redundancy whereredundantcomputationis
obtainedby repeatingthesameoperationsmultiple timeson thesamehardware. Time redundancy hasthe
shortcomingthatpersistenthardwarefaultsmay introduceidenticalerrorsto all redundantresults,making

1Intel speculatesthatby 2007they wouldhaveproductionmicroprocessorswith 0.045� technologyoperatingat lessthan1 volt
andclockedat 20GHz[10].
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errorsindiscernible. A proposedworkaroundinvolves transformingthe input operands(suchas rotating
theoperandsfor bit-wiselogicaloperations)betweenredundantexecutionsto exposeapersistentfault [13].
Spaceredundancy hasacomplementaryshortcomingthatatransientfailuremechanismmayaffect thespace
redundanthardwareidentically, againmakingerrorsindiscernible.

Due to the high costof fault toleranceandthe relatively low likelihoodfor errorsin present-daytech-
nologies,fault-tolerantprocessordesignshave only beenjustified in specialtysystemsandvery high-end
mainframes/servers intendedfor mission-criticalapplications.Examplesof commercialfault-tolerantpro-
cessingsystemsare IBM z900 [16] andCompaqNonStopHimalaya[5]; both employ a combinationof
redundancy techniquesdescribedabove.

IBM z900(previously S/390)employs extensive fault-tolerantmechanismsthroughoutthe system,ac-
countingfor approximately20% to 30% of all logic. In particular, sinceG4, microprocessorsfor IBM
mainframeshaveemployedtwo fully-duplicatedlock-steppipelines.Whenthetwo pipelinesdisagreein an
instruction’s result,theprocessorrevertsto millicode to carryout extensive hardwarechecks,and,on tran-
sienterrors,it canrestoretheprogramstatefrom aspecialhardwarecheckpointmodule.Thewholeprocess
cantake up to several thousandprocessorcycles. Although theseprocessorsoffer superbfault-tolerance,
they arehigh-endspecialtyitemsbecausetheirdesigntrade-offs aresubstantiallydifferentfrom commodity
microprocessors.

CompaqNonStopHimalayacomprisesof two stockAlphaprocessorsrunningthesameprogramin com-
pletelocked step. Faultsaredetectedby comparingthe outputof the two processorsat the externalpins
on every clock cycle. The two processorsarehaltedimmediatelyif they disagreeto prevent errorsfrom
corruptingthe memoryandstoragesubsystems.Although Compaqis able to leveragetheir commodity
workstationprocessorsin their NonStopHimalayasystems,they arenot ableto provide hardwaresupport
for seamlessrecovery following a transientfailure.

2.3 RelatedWork in Transient-Fault Tolerance

In thecomingparagraphs,we describesomerecentwork in addressingtheproblemof transient-faultsin
futurecommodityprocessors.Our work sharesmany of thecommonelementsexaminedby theseclosely-
relatedefforts. However, our investigation,basedon a superscalardatapath,attemptsto provide a design
thatcanoptionallydivert its full resourcestowardsingle-threadperformanceor reliability . Ourwork also
integratesrecovery into fault tolerancewith very little additionalcost.

Theinherenthardwareredundancy in simultaneousmultithreading(SMT) [20] andthechipmulti-processor
(CMP) architecturesmake themidealbasesfor spaceandtime redundantfault-tolerantdesigns.However,
in normaloperation,thesemultithreaded/multiprocessor architecturesarethroughput-optimizedanddepend
on theexistenceof multiple threadsfor maximumperformance.We believe theratio of single-threadper-
formanceover costwill remainanimportantfactorin PCandembeddedmarkets. Rotenberg is thefirst to
suggestusinganSMT architectureto executetwo copiesof thesameprogramfor fault-tolerance[15]. The
two copies,known astheA-threadandtheR-thread,proceedwith a slight lag. Mechanismsareintroduced
to verify theoutcomeof the two threadson an instruction-by-instruction basis.In thesamepaper, Roten-
berg alsodescribesmechanismsto reducethethroughputpenaltyof redundantexecutionby expeditingthe
R-threadusing A-thread-assistedcontrol and datapredictions. The paperdid not discussthe meansfor
recovery. A laterpaperdevelopssimilar conceptsin thecontext of CMPs[19].

ReinhardtandMukherjeehave improved uponSMT-basedfault-tolerantdesignsby checkingonly in-
structionsthatexit theprocessorcore,permittingloosercouplingbetweentheredundantthreads[14]. They
have alsosuggestedmechanismsto speedupthedelayedthreadsusinginformationfrom theleadingthread.
No recovery schemeis suggestedto complementthiscoarse-graindetectionscheme.Theirpaperpresentsa
thoroughexaminationof theissuesin SMT-basedfault-tolerance.In particular, they describetheconceptof
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sphere of replication for aidingthedesignanddiscussionof fault-tolerantprocessors.In short,thepartsof
theprocessorthatfall outsideof thespherearenot replicatedandmustbeprotectedvia meanssuchasinfor-
mationredundancy; componentsinsidethespheremusteitherbephysicallyreplicatedfor spaceredundancy
or logically replicatedvia time redundancy.

Austin proposesa very differentfault-tolerantschemein theDIVA architecture[2]. DIVA comprisesof
anaggressive out-of-ordersuperscalarprocessorand,on thesamedie,a simplein-orderchecker processor.
The checker processorverifies the outputof the complex out-of-orderprocessorand triggersa recovery
actionwhenaninconsistency is found.Besidestransientfault-tolerance,assumingthesimpleDIVA checker
processoris freeof errors,it is alsoableto correcterrorsdueto designmistakesin theaggressive front-end
processor. DIVA offersaninterestingsolutiontocombatprocessordesigncomplexity, but thestaticnatureof
its hardwareredundancy preventsit from regainingadditionalperformancewhenreliability is notwarranted.

6



3 Transient-Fault Tolerant Superscalar

This sectionpresentsourproposalfor a fault-tolerantsuperscalarprocessor. (In therestof this paper, we
usefault-toleranceto meantransient-fault tolerance.)Our objective is to develop a setof extensionsthat
leveragepre-existing speculative out-of-orderhardwareandminimizesdisturbancesto modernsuperscalar
designs.

3.1 BaselineProcessorand Assumptions

Earlier proposalsfor aggressive superscalardesignshave employed centralizedbookkeepingstructures
suchas RUU [17]. Most recentimplementationshave adopteda more decentralizedorganizationwith
distributedreservation stations,reorderbuffer (ROB) andrenameregisterfile. Our proposalis compatible
with bothschemes.In thefollowing paragraphs,we briefly describethemainarchitecturalassumptionsfor
thebaselinesuperscalarprocessor.

For concurrenterrordetection,we rely on registerrenaminghardwareto temporarilysplit aninstruction
streaminto multiple data-independentthreads. In our baselinearchitecture,renameregistersresidewith
ROB entries;speculative valuesaretransferredto a separatecommittedregisterfile uponan instruction’s
retirement. A map table maintainsmappingfrom logical register namesto physical register locations.
We will alsoconsiderthealternative whererenamingis carriedout by associatively searchingthe “logical
destination”column of ROB and the casewherecommittedregistersand renameregistersareheld in a
unifiedpoolof physicalregisters.

For error recovery, we rely on speculative executionhardwareto maintainboth in-order(or committed)
andout-of-order(or speculative) statessuchthat theprocessorcanalwaysrevert to theknown-to-be-good
committedstateafterencounteringanexception.In our baselinearchitecture,ROB recordsall outstanding
instructionsin programorderandtrackstheir executionstatus.While in ROB, instructionsareconsidered
speculative; their side-effectson committedprogramstatesaredelayedin ROB until retirement.Although
instructionexecutionsaredynamicallyreordered,instructionsretirefrom ROB in strict programorder.

In comingmicroprocessorgenerations,memorycell arraysarelikely to experienceanunacceptablerate
of transientfailuressoonerthantherestof theprocessor. Thereforewe anticipateall or mostof theon-chip
storagearraysto beECCprotected.In this paper, we assumeECCprotectionis viable for all simplearray
structures,i.e., onesthatonly supportbasicindexed readandwrite accessto a wholeentry. In particular,
we assumeall committedprogramstates(including register files, caches,main memoryand TLBs) are
ECCprotected.Internalstateregistersandcomplex-accessstructureslike ROB cannotbeefficiently ECC
protected.Thus,speculativestateandintermediateexecutionresultsmustbecoveredby eitherspaceor time
redundantprocessing.In short,thesphere of replication in our designseparatescommittedprogramstates
from speculative executionstates.

3.2 Fault ToleranceMechanisms

The proposedfault toleranceextensionsconsistof threeparts: instructioninjection (replication),fault
detectionandtransientfault recovery.

Instruction Injection
The instructioninjection logic in the decodestagetemporarilycreatesmultiple redundantthreadsfrom a
singleinstructionstream.Standardsuperscalardesignscandecodeanddispatchmultiple instructionscon-
currently. Thesamecapabilitycouldbeborrowedto redundantlydecodeanddispatchthesameinstruction
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�
numberof times, where

�
is the desireddegreeof redundancy. The

�
decodedcopiesof the same

instructionareallocatedto consecutive ROB entries.
The complicationin this stepis in separatingthe datadependencebetweenthe

�
threads.By always

storingredundantcopiesof an instructionin consecutive ROB entries,if theROB sizeis a multiple of
�

,
wecaninsisttwo activeROB entrieswith indices� and � belongto thesamethreadonly if �����
	���
�� ��� .
Thus,if renamingis achievedby associatively searchingthe“logical destination”columnof ROB thenthe
above conditioncanbe addedto thematchcriteria. If an operandof entry � is renamedto the instruction
resultin entry � , and ����������	���
�� ��� , thenthecorrespondingoperandof entry ����� mustberenamed
to theentry ����� for ��� �!� � . In otherwords,for eachnew instruction,we only needto renamethe
operandsfor thefirst copy, andtherenametagsfor theremainingcopiescanbededucedby addinganoffset� . Thus,only onemap table is neededregardlessof

�
. The contentsof the sole renametablemustbe

protectedby ECC,however. In somearchitectures,both thecommittedregistersandrenameregistersare
heldin a unifiedpool of physicalregisters.In this case,copiesof thesameinstructionneedto beallocated
analignedblockof consecutive renameregisters.

Whenredundantinstructioninjection is in effect, theeffective dispatchbandwidthof a processoris re-
ducedby afactorof

�
, andtheeffectivecapacitiesof ROB andtherenameregisterfile aresimilarly reduced

by a factor of
�

. Furthermore,the peakexecutionstagethroughputis also reducedby approximatelya
factorof

�
becauseeachinstructionis executed

�
times. Theeffective throughput,however, degradesby

a lesseramountif somefunctionalunit types(integerALUs, memoryport, etc.) werenot fully utilized in
normal(non-redundant)operation.In general,increasing

�
reducesperformancebut providesbettercover-

ageagainsttransientfaults. We expect
�

to beeither2 or 3 in mostdesigns.Sections4 and5 discussthe
performanceimpactof redundantinstructioninjectionin greaterdetail.

Fault Detection
The redundancy betweenthreadsonly exists temporarilyduring speculative execution— the threadsare
re-mergedinto a singlecommittinginstructionstreambeforeupdatingthecommittedprogramstate.After
redundantcopiesof thesameinstructionareinjectedduringdecode,theirexecutionsproceednormallyuntil
thecommitstage.Whenall copiesof thesameinstructionhave beenexecutedandaretheoldestentriesin
ROB, the

�
entriesarecross-checked. If all entriesagree,thenthey arefreedfrom ROB, retiring a single

instruction.If any fieldsof theentriesdisagree,thenanerrorhasoccurredandrecovery is required.Under
ourcurrentproposal,checksareonly performedwhentheentriesareretiring. Thereis asmallperformance
advantageto detectandrecover from afault sooner, suchasright afterall copiesof aninstructionhavebeen
executedbut arenot yet theoldest.However, the improvementis too smallat any reasonableerror rateto
justify thedrasticincreasein hardwarecomplexity, andfurthermore,thecopiesof an instructionmuststill
berecheckedat committime in caseavaluebecomescorruptedwhile waiting to commit.

Control flow instructionsarealsoredundantlyissued,but assoonasonecopy of a branchinstruction
evaluatesanddisagreeswith thepredictedbranchdirectionor target,branchrewind is triggeredimmediately
basedon this singularresult.Only redundantcopiesof a correctlypredictedbranch,or a correctedbranch,
will eventually reachthe commit stage. At which point, the redundantlyevaluatedbranchdecisionsand
targetsarecross-checked. Toensurethecorrectnessof control-flow, anECC-protectedregistermustholdthe
next-PCof thelastcommittedinstructionaspartof thecommittedprogramstate.Everyretiringinstruction’s
PCmustbecheckedagainstthelastcommittednext-PC.

To corroboratetheretiringresults,
�

accessesto ROB is neededto retireasingleinstruction,andthusthe
effectivecommit/retirebandwidthis reducedby afactorof

�
. Thememoryandregisterfile write portsmay

becomeunder-utilized relative to the restof thesystembecausewe only performonewrite per
�

retiring
ROB entries. However, the numberregister file and memoryports cannotbe reducedsincethe overall
processordesignmustremainbalancedfor normaloperationin theunprotectedmode.Whena unifiedpool
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of physicalregistersis usedfor bothcommittedregistersandrenameregisters,corroboratingtheresultsof
differentthreadsrequirestwo additionalregisterfile readaccessesper retiring instruction. In addition,the
redundantrenameregisterscannotbeeasilycoalescedinto onecommittedregister. Thus,theperformance
of fault-tolerantsuperscalarderived from a microarchitecturewith a unifiedregisterfile will be lower then
reportedin Section5.

Recovery
Oncetheconcurrenterrordetectionmechanismis in place,recovery canbeachieved at nearlyno cost,in
termsof both hardware andperformance,using the pre-existing executionrewind mechanism.After an
inconsistency is detectedbetweenredundantlyexecutedcopiesof a retiring instruction,thedefault actionis
to completelyrewind theROB, i.e. discardtheentireROB contentsandrestartexecutionby refetchingfrom
thecommittednext-PCregister. If theerror is non-persistent,theprogramexecutioncanproceedcorrectly
on thenext attempt.A rewind-basedrecovery only introducesa penaltyon theorderof tensof cyclesand
hasanegligible effecton throughputfor eventhehighestexpectederrorrate.

For designswith
�#"%$

, inconsistency betweenredundantcopiesof a retiring instructioncouldalsobe
resolved by a majority election. Under this scheme,an extra degreeof designchoiceis the correctness
acceptancethreshold,i.e. how many copiesmustagreebeforeoneacceptsthemajority resultascorrect.If
anacceptablemajority exists, thenan instructionis allowed to commit even if discrepanciesaredetected;
otherwisea completerewind is invoked. In Section5, we will show that an ‘

�
=
$
’ designwith majority

electionperformsbetterthanan ‘
�

= & ’ rewind-baseddesignonly whentheerror rateis exceedinglyhigh.
Thuswe conclude‘

�(' & ’ designsareonly usefulin increasingtheconfidencein fault coverage.

3.3 Fault Coverage

This fault-tolerantsuperscalardesignassumesthecommittedprocessorstatesareprotectedby traditional
informationredundanttechniques.Assumingthecommittedstatesareadequatelyprotected,a single-event
upsetwithin thespeculative portionsof a processorcanalwaysbecorrectedby revertingto a known-to-be-
correctcommittedpreviousstate.

Instructionreplicationbeginsat decode,andindependencebetweenthe redundantcopiesis maintained
throughoutuntil thetemporarythreadsarere-mergedinto a singlecommittingstreamin thecommitstage.
All informationbetweenthedecodestageandthecommitstageare

�
-redundantin storageandcomputation.

In otherwords,every intermediateresultis representedby andstoredas
�

separatecopies.The
�

copies
aretheresultsof

�
space-independentor time-independentcomputations,andtheredundantcomputations

do not shareany commoninput. A single-eventupsetthatcausesanintermediateerrorwith anobservable
endeffect will bedetectedduringcorroborationagainstotherunaffectedthreadsin thecommitstage.Only
“proven”-to-be-goodresultsareallowedto updatethecommittedstates.

An instructionleavestheprotectionof ECC-protectedI-cacheat fetchtime. Thereis awindow of vulner-
ability betweenfetchanddecode,while aninstructionresidesin thefetchqueue.Dueto thesimplenatureof
fetchqueueaccessesandits essentiallyRAM-basedimplementation,it is feasibleto useECCto protectthe
buffer contents.Tracecachesalsofalls in thesamecategory andmustbeECCprotectedaswell. Another
point of vulnerability is thePCregisterwhich is not duplicated.However, any error in a program’s control
flow sequencewouldbedetectedatretirementbecausewecheckthecontrolflow relationshipbetweenevery
pairof consecutive retiring instructions.For thesamereason,BTB arraysdo notneedto beprotected.

Figure?? shows theadditionalhardwarerequiredto implementour scheme.The dark gray blocksare
new to superscalararchitecturewhile thelight grayblocksrequiresECCbits for protection.
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3.4 Other DesignConsiderations

Below we discusssomeof theissuesthatareconsideredbut not incorporatedinto ourdesign.

Granularity of Err or Checking: The proposedfault-tolerantsuperscalardesignis basedon fine-grain
checkingat thecommit stageof every instructionsuchthat theexecutionof redundantthreadsaretightly
coupled. In the context of an SMT architecture,ReinhardtandMukherjeeproposedto let the redundant
threadsrun unchecked exceptwheninformationis aboutto exit theprocessorcore[14]. Theadvantageof
coarse-graincheckingis thatthreadsdo notneedto besynchronizedin thepipelineandtheregisterfiles do
notneedto beECCprotected.However, muchadditionalhardwareis neededto reconciletheresultsbetween
two far flung threads.Recovery (not specifiedin thepaper)for this schemewould conceivably requirean
elaborateprocessinvolving a large amountof history. The coarse-grainmodel is naturalfor SMT-based
designs,but theextra hardwarerequirementto supportmultiple truly-independentthreadcontexts conflicts
with thegoalto preserve maximumnormalsingle-threadperformance.

Staggered Thr eadExecutions: ReinhardtandMukherjeealsosuggestedthatallowing theexecutionof
the redundantthreadsto be staggeredover time canimprove performanceover moretightly coupledex-
ecutions.The performancegain of staggeredexecutiondoesnot comefrom smoothingcontentionsfor a
particularfunctionalunit type;asufficiently largeROB canserve thatpurpose.Rather, in anSMT-basedre-
dundantscheme,theimprovementis dueto reducedcachemissesandbranchmispredictionsin thedelayed
thread.A fault-tolerantsuperscalardoesnot needto recover thecostassociatedwith redundantinstruction
fetches,and,thus,it doesnot needto useprioritizedschedulingto createanartificial staggerbetweenthe
redundantthreads.

Multi-cycle and CorrelatedFaults: Transientfaultsthatlastmultiplecyclescouldcauseidenticalerrors
to time-redundantoperations,leaving theerrorindiscernible.Increasingthestaggerbetweentime-redundant
operationsgivesadditionalsafe-guardsagainstthisfailuremode.Althoughradiationandnoise-relatedfaults
typically do not lead to this failure mode,this is a conceivable scenariofor failure mechanisms(suchas
overheating)with slower transients.Our designlimits theamountof drift betweenthe redundantthreads,
but thiscoupledexecutionstylecanbeusedto ouradvantageby co-schedulingredundantcopiesof thesame
instructionsuchthatthey areexecutedon differentphysicalfunctionalunitswhenever possible.
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4 PerformanceImplications

TheIPCpenaltyof fault-tolerantsuperscalarexecutionscanbeattributedto two sources:

1. Steadystatepenaltydueto redundantinstructionprocessing

2. Error recovery overheadthatis a functionof transientfailurefrequency

In this section,we developanalyticalmodelsto understandandpredicttheperformancecostof reliability.
In the models,

�
is the degreeof redundancy; )+*-,/. is IPC of the unmodifiedsuperscalardatapath;and)+*-,10 is IPC of thesamedatapathmodifiedto support

�
redundantthreads.,2*�) . and ,2*�)30 aredefined

correspondingly.

4.1 SteadyStatePenalty

To thefirst order, )+*4,10 canbeapproximatedby 57698;:0 . In otherwords,thethroughputof theprocessoris
reducedby a factorof

�
wheneachinstructionmustbeprocessed

�
timesandthereforeconsumes

�
times

asmuchresourcesandbandwidth.In practice,)<*-,10 sometimesfaresbetterthan 57698;:0 because)<*-, . is not
alwayslimited by thepeakthroughputof theprocessor. )+*4, . achieved by anapplicationis alsostrongly
determinedby the application’s instruction-level parallelism(ILP). When we create

�
data-independent

threadsfrom a singleinstructionstream,we have effectively increasedtheavailableILP by a factorof
�

.
Ideally, until theprocessorresourcesbecomesaturated,theextra dataindependentoperationsconsumethe
previously unusedcapacitiesandincur little cost.Thiscanbecapturedby thefollowing equation,

)<*-,10>=�)+*-, .1? ��@<ACB 09D 57698;:FEHG0 I �KJ
wherethe subtrahendcorrespondsto the redundantprocessingpenalty.2 The term L representsthe first
resourcebottleneckexercisedby an application,typically the numberof functional units of a particular
type.

4.2 Recovery Penalty

In the following discussion,let M be the averagetransientfailure frequency (in termsof failuresper
instruction3) for an unmodifiedsuperscalardatapath.Converting to an

�
-redundantsuperscalardatapath,

theaveragefrequency at which oneof the
�

copiesof aninstructionbecomescorruptedis
�CN M . Whenever

theredundantcopiesdisagree,theprocessormustdiscardits speculative stateandrewind to theknown-to-
be-goodcommittedstate.Let O betheaveragerewind penaltyin termsof thenumberof cyclesaddedto the
execution.Onaverage,asuperscalarprocessorin fault-tolerantmodewill take O morecyclesto commit P0�D Q
instructions.Thus, ,2*�)30 asa functionof M canbeapproximatedby

,R*R)30 ( M ) = ,2*R)30 EHSTS � U VW;X Y
where,R*R) 0 EHSZS is theerror-freesteady-stateCPIdiscussedin Section4.1.Converting ,R*R) 0 ( M ) to )+*-, 0 ( M ),
weget,

)<*-,10 ( M ) = 57698 W;[]\^\PZ_ U D 09D Q�D 57698 W;[]\^\
Theseequationsarenot accuratefor very high error frequency (i.e. PQa` O ) becauseat suchfrequencies,
rapidsuccessionsof faultsmayonly incuronerewind penalty.

2Simply put, if b3ced :gf�hW then b3ced W = b3ced : elseb3ced W = h W .
3In otherwords,we expect1 instructionexecutionto produceanincorrectresultin

VY instructions.
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4.3 Applying the Models

Figure 2 plots idealized )+*-,10jilk ( M ) and )+*-,10jilm ( M ) wherewe assume)<*-, . = L and is normalized
to 1. )+*-, . = L representsthecasewhensingle-threadexecutionsalreadyhave sufficient ILP to saturatethe
bottleneckL andthus )<*-, 0 = 57698;:0 . Both

�
=2 and

�
=3 userewind for recovery, andO is assumedto be20

cyclesin bothcases.FromFigure2, we seethat IPC of ‘
�

=2’ and‘
�

=3’ staysrelative constantuntil PQ is
within two ordersof magnitudeof O , atwhichpoint rewind penaltiesconstitutesasignificantfractionof the
total executiontime. We do not intendour designto beoperatedundersuchhigh errorrates.A third curve
shows )+*4,10 vs. M for a ‘

�
=3’ designthatusesmajority-electionaswell asrewind.

Figure3 plots thesameinformationasFigure2 except O hasbeenincreasedto 2000cyclesto reflecta
muchcoarsergrainerrordetectionandrecovery scheme.ComparingFigures2 and3, O hasonly a minimal
effect on the averageIPC for any reasonablevaluesof M . However, O hasanotherimportanteffect if a
processorneedsto maintainareal-timeguaranteeof executingacertainnumberof instructionswithin some
window of time. A large O canonly be amortizedover a correspondinglarge window, makingfine-grain
real-timeguaranteesimpossible.
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Figure 2. IPC vs. fault frequenc y for On=�&��

Figure 3. IPC vs. fault frequenc y for Oo=p&��]�]�
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5 PerformanceSimulation and Evaluation

In this section,we presenta moredetailedperformanceevaluationbasedon cycle-accurateperformance
simulationsof 11 benchmarksfrom the SPEC95andSPEC2000.We begin by describingthe simulation
environment,simulatedmicroarchitecturesandselectedbenchmarks.

5.1 Experimental Setup

5.1.1 Performance/FunctionalSimulator

Weuseamodifiedversionof SimpleScalar[4] for bothperformanceandfunctionalsimulations.Wemodify
thestockout-of-ordersimulatorto implementinstructionreplication,fault detectionandrecovery schemes
describedin Sections3. We also introducea “f ault injection” modulethat can randomlycorrupt some
instructionsbasedon a user-specifiedprobabilitydistribution function. Becauseour fault injectionmodule
maydecideto corruptsomepartof aninstructionatany stageof thepipeline,significantchangeshave to be
madeto thestocksim-outorder’s branchrewind codeto allow rewinds to bedecidedlater thanthedecode
stage.

Ourmodifiedsimulatormaintainstwosetsof committedregisterfile andmemorystate.Onesetisupdated
by instructionsthathave successfullygraduatedthroughthecommit stageafter faithfully passingthrough
theout-of-orderpipeline.Theotherset,concurrentlymaintainedasasanitycheck,is updatedby executing
theprogramin anin-order, non-speculative manner. During simulations,we have theoptionto periodically
drain thepipelineto comparethe two setsof statesto ensureour error detectionschemehascapturedthe
randomlyinjectedfaultsandtherecovery schemehascorrectlyrestoredtheprocessorto a goodstateafter
aninjectedfault.

5.1.2 Simulated Machine Parameters

For our main performanceresults,we simulatedthreemachinemodels. The baselinemachine(SS-1) is
a single-threadout-of-order, superscalarprocessorsimulatedusingthe stocksim-outorder simulator. The
salientmachineparametersaresummarizedin Table1. Theparametersarechosento reflectanaggressive
but contemporaryprocessordesignpoint. Thesamemachinedescriptionsaregivento ourmodifiedsimula-
tor to simulatea 2-way-redundantfault-tolerantsuperscalarprocessor(SS-2). To ensurea fair comparison,
extra resourceusagesare carefully accountedfor as to not exceedthe capacityavailable to the baseline
model. In the redundantexecutionof memoryinstructions(both loadsandstores),thememoryaddresses
arecomputedredundantly, but only onememoryaccessis performed.Thelastmodel(Static-2) in ourstudy
reflectsa statically-redundant processorwith two identicalandindependentpipelinesthat run two copies
of theprogramin locked-step(suchasIBM G4/G5/G6).Static-2 is modeledusingthestocksim-outorder
simulatorwith half of the resources(exceptcachesandBP hardware)asin Table1. This correspondsto
staticallydividing thebaselineresourcesequallyinto two pipelines.4

5.1.3 Benchmarks

Thesimulationresultsarebasedon11benchmarksselectedfrom SPEC95andSPEC2000.Thebenchmarks
arecompiledfor PISA ISA usinggcc -O2 -funroll-loops. Thereferenceinputsareusedfor each
benchmark.For eachbenchmarkmeasurement,theresultstypically areaveragedovera1-billion-instruction
simulation(afterskippingthefirst 1 billion instructionswhenappropriate).Table2 givesa summaryof the
benchmarksin termsof their dynamicinstructionprofile.

4EachredundantpipelinehasanFPMult/Div unit. Thus,Static-2 in effect hastheadvantageof anextra FPMult/Div unit.
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Fetch/Decode/DispatchWidth 8
Issuewidth 8
RUU/LSQsize 128/64
BranchPredictor Combinedpredictorthatselectsbetweena2K bimodalanda2-level pre-

dictor. The2-level predictorconsistsof a 2-entryL1 (10-bit history),an
1024-entryL2, and1-bit xor. Oneprediction per cycle.

InstructionL1 cache 64KBytes,2 wayassociative.
DataL1 cache 32KBytes,2-wayassociative,2 R/W ports.
UnifiedL2 cache 512KBytes,4-wayassociative.
FunctionalUnit Mix 4 Int ALU, 2 Int Mult, 2 FPAdd and1 FPMult/Div.

All FU operationsarepipelined exceptfor division.

Table 1. sim-outorder machine parameter s for the baseline super scalar model

Benchmark Inst Inst % % % % %
Skipped Simulated MemOps Int Ops. FPAdd FPMult FPDiv

gcc 1073741824 1073741824 74.55 25.45 0 0 0
vortex 1073741824 1073741824 54.56 45.44 0 0 0

go 1073741824 1073741824 29.49 70.50 0 0 0
bzip 1073741824 1073741824 29.84 70.16 0 0 0
ijpeg 0 1073741824 26.06 73.94 0 0 0
vpr 1073741824 1073741824 31.30 63.61 3.57 1.38 0.15

equake 1073741824 1073741824 34.55 52.82 6.06 6.41 0.16
ammp 1073741824 1073741824 41.35 56.64 1.49 0.50 0.02
fpppp 1073741824 1073741824 52.43 15.03 15.53 16.84 0.16
swim 1073741824 1073741824 32.71 37.41 19.31 10.12 0.47
art 1073741824 268435456 35.29 43.50 11.07 8.39 1.36

Table 2. Summar y of Benc hmark Characteristics
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Figure 4. Steady-State IPC Comparison

5.2 IPC PerformanceComparisons

Figure4 comparesIPCof thethreeprocessormodels(SS-1, Static-2 andSS-2) for eachof the11bench-
marks. On average,the 2-way dynamicredundantsuperscalar(SS-2) achieves 30% lower IPC than the
baselineprocessor(SS-1). For comparablehardwareconfigurations,SS-2 shouldperformcomparablyto
the resultsreportedfor the SMT-basedfault-tolerancewith slack-fetch and branch-outcome queue [14].
Overall, the 2-way dynamicredundantsuperscalar(SS-2) performscomparablyto the statictwo-pipeline
processor(Static-2). For fppp, swim, andart Static-2 significantlyout performsSS-2 dueto the extra FP
Mult/Div unit.

Thebenchmarksammp, go andvpr suffer lessIPC penaltyin SS-2 thentherestof thebenchmarks.To
helpunderstandthis, we testthebenchmark’s sensitivity to varyingnumbersof functionalunits (0.5x, 2x,
infinite) andRUU sizes(0.5x,2x, infinite). Fromtheresultsof theseexperiments,we areableto determine
that theseotherbenchmarkswith higher IPC penaltiesarealreadyfunctional-unitlimited in the baseline
configuration.(swim is alsoRUU-limited.) In otherwords,thesingle-threadthroughput( )+*-,/. ) is already
exercisingsomehardware bottleneck( L ). Therefore,injecting a secondthreadhasa big impacton the
effective IPC ( )+*-,10 ). On the otherhand,go andvpr arealmostinsensitive to the amountof resources
available. This is anindicationthat their )+*4, . is determinedby ILP, andthereforetheextra ILP from the
secondthreadhasfreeuseof previously under-utilized resources.ammp is anextremecasewhereits )<*-, .
is limited by a largenumberof divisionsin its critical path.

5.3 Fault Recovery Performance

This sectionpresentsthe recovery costsof fault-tolerantsuperscalarexecution. For theseexperiments,
the fault-injectionmodulein our modifiedsimulatoris enabledto randomlycorruptsomeinstructionsat
varyingfrequencies.Usingthesamemachineparametersasin Table1, wehavesimulatedtwo designswith�

=2 and
�

=3, respectively. For the ‘
�

=3’ design,majority-electionis usedto recover from a corrupted
instructionwhenever possible.

Figure5 comparestheobserved )+*-,10 for fpppp on thetwo designsoverdifferentfault frequencies.The
X-axis is the averagefault frequency given in faultsper onemillion instructions,while the Y-axis is the
corresponding)<*-,10 . This plot correspondscloselyto the analyticalmodel in Section4.2. As expected,
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Figure 5. IPC vs. fault-frequenc y for fpppp

IPC of the ‘
�

=2’ designdropssharplywhenfaultsaresufficiently frequentfor recovery penaltiesto be a
significantpart of the executiontime. Typical recovery costsobserved in fppp simulationsarearound30
cycles. IPC of the ‘

�
=3’ designis lower but remainsunaffecteduntil muchhigher frequenciesbecause

thereis no rewind penaltyuntil 2 out of 3 copiesof aninstructionarecorrupted.IPC of themoreefficient
‘
�

=2’ designeventuallydropsbelow the ‘
�

=3’ design,but the cross-over occursat a muchhigher fault
frequency thanwhat our designis intendedfor. (At suchhigh fault-frequencies,fundamentallydifferent
solutionsin termsof architectureor implementationtechnologyis called for.) In our intendedrangeof
error frequency, ‘

�
=2’ offers a clearperformanceadvantage. ‘

�
=3’ designsareonly applicableif extra

redundancy is desiredfor higherconfidencein fault-coverage,or if theapplicationcannottolerateeventhe
smallperformancehiccups of rewind recovery.
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6 Conclusions

The pushtoward deepsubmicrondevicesis a key enablerin thecontinuedexponentialincreasein mi-
croprocessorperformance.Given theanticipatedfeaturesize,noisemargin andclock rate,it is inevitable
thatprocessorswill begin to experienceanunacceptablelevel of transienthardwarefaultsin bothlogic and
memory. An effective microarchitecturalcounter-measuremustincludebothdetectionandrecovery.

In thispaper, wehavepresentedanefficient fault-tolerancetechniquefor currentout-of-ordersuperscalar
microarchitectures.Theproposalrelieson threekey elementsto provide transient-fault tolerancethrough
hardware redundancy: (1) dynamicinstructioninjection that createsredundantthreadsof executions,(2)
valuesynchronizationthat comparesredundantlyexecutedinstructionresultsto detecterrors,and(3) re-
covery by reverting to a known-to-be-correctprevious stateusingthe samemechanismasbranchrewind.
Thesenew functionalitiesrequireonly minimal extensionsto pre-existing mechanismsthat alreadyserve
otherusefulpurposes.Redundantinstructionexecutionincursa noticeableperformancepenaltybut there-
sultsareinline with otherredundantexecutiontechniques.Theperformancepenaltyof rewind-basederror
recovery is negligible until exceedinglyhigherrorrates.

Thiscurrentdesignis mostusefulduringa transitionalperiodwhentransientfailureratesareonly begin-
ningto beunacceptablefor someapplications.Theflexibility of thisfault-tolerantapproachallowsincreased
protectionwhenreliability is absolutelycritical but at the sametime allows the hardwareto returnto full
performancefor gamingandmultimediascenarios.We plan to expandour investigationto includefault-
tolerancetechniquesthatareapplicableto superscalarmicroarchitecturesandthreadedarchitecturessuchas
SMT andCMP. Thegoalis to developafamily of soft-errorprotectionmechanismsthatcanbecombinedor
appliedindependentlyto ensureoptimal instructionthroughputunderdifferentreliability requirementsand
varyingfault frequencies.
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