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Abstract

Diminutive devices and high clock frequency of future microprocessor generations are causing increased
concernsfor transient soft failures in hardware, necessitating fault detection and recovery mechanisms even
in commodity processors. In this paper, we propose a fault-tolerant extension for modern superscalar out-of-
order datapath. We argue that a single processor that can selectively deliver fault-tolerance when required
and can otherwise revert to full performancewill bean important design point in the transitional phase when
transient failure rates are just becoming unacceptable for some applications. This dual-functionality will
enable both vendors and end-users to trade-off performance for fault-protection depending on applications.
In the proposed extensions, error-detection is achieved by verifying the redundant results of dynamically
replicated threads of executions, while the error-recovery scheme employs the branch-rewind mechanismto
restart at a failed instruction. The proposed scheme can be supported by only modest additional hardware.
Nevertheless, it delivers comparable performance and fault coverage as static fully-replicated solutions.

We study the performance impact of augmenting superscalar microarchitectures with fault tolerance ca-
pabilities. An analytical performance model is used in conjunction with a performance simulator. The
simulation results of 11 SPEC95 and SPEC2000 benchmar ks show that in the absence of faults, error detec-
tion causes a 2% to 45% reduction in throughput, which is comparable to the previously proposed schemes.
In the presence of transient faults, the fast error recovery scheme contributes very little additional slow-
down. The low-impact in performance and the low hardware overhead make our proposed scheme a viable
extension to current superscalar processors for transient-fault tolerance.

keywords: fault-tolerance, superscalar, transient fault, detection, recovery
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Figure 1. The three steps of fine-grain concurrent error detection and recovery on a super scalar
processor .

1 Intr oduction

Following the currenttrendsin transistorsize,voltageandclock frequeng, future microprocessorwiill
becomencreasinglysusceptibldo transienthardwarefailures(a.k.a. single-eent upsetg SEU) or soft er-
rors)[3, 7]. Recentlyresearcherhave proposedechniqueso make useof inherenthardwareredundancies
of multithreadedandchip-multiprocessoarchitecturesn concurrenerrordetection14, 15, 19. In this pa-
perwe presengtransient-ault tolerantdesignthattakesadwantageof theredundancie®undin superscalar
processors.In additionto concurrenterror detection,we proposeto make use of pre-&isting “branch-
rewind” mechanismdgor recorery. A fault-tolerantsuperscalaprocessois in animportantdesignspace
becaus@ microprocessathatcandeliver maximumsingle-threagperformancetagivencostwill continue
to be the mainstayin commodityPC andembeddegrocessomarkets. Backed by tremendougconomic
momentuma singledesignthat candeliver maximumeveryday-useerformancendalternatvely provide
mission-criticalreliability will have a profoundimpacton the affordability of reliablecomputing. On the
onehand,high-reliability senersandmainframescould leveragethe economyof scaleof mass-marét PC
processors.While on the other hand, everyday PC userscan have the option of selectvely trading off
performancdor reliability dependingn their customizedisageandrequirements.

The samemechanisms$or speculatie out-of-ordersuperscalaexecution,commonin the currentgener
ation of microprocessors;analsobe appliedto both detectionandrecovery of transientfaults. Figure 1
illustratesthe actionsof error detectionandrecovery in a superscaladatapath. (1) By adaptingregister
renamingcapabilities,instructionsfetchedfrom a single streamcanbe issuedredundantlyastwo or more
data-independerihreadsn the dynamicexecutionpath. (2) For error detectionthe redundantlycomputed
resultsfrom multiple threadscanbe checled againsieachotherprior to committingthe effect of aninstruc-
tion. (3) Any inconsisteng betweerthe redundantesultstriggersthe branch-revind mechanisno restart
programexecutionfrom thefailedinstruction;the executioncanbe continuedn a seamlesgjmely fashion
if theerroris non-recurring.



This paperexploresthe above fault-tolerantframewvork in depthandpaysparticularattentionto the is-
suesof transient-ault recovery. Earlierwork on fault-tolerantsuperscaladesign(suchas[8]) concentrates
on concurrenterror detectionof irrecoverablehardfailuresand doesnot considerthe possibility of using
branch-revind asa recorery mechanismThe morerecentefforts in the multithreaded/multipraes®r con-
texts alsodo notdiscusghe mechanismésor efficiently recoreringfrom atransienfaultandinsteadrely on
coarse-graitheckpointing Coarse-graimecorery schemeseverelydisruptprogramprogressandareonly
acceptabldéor non-interactre data-processingpplications Fine-grainrecovery is amustfor bothreal-time
or interactve applications.Furthermorein our proposedault-tolerantsuperscaladesign,onceconcurrent
errordetectionis in place recorery canbeimplementedht nearlyno hardwareor performanceost.

Whentheproposedault-tolerantmechanisnis in effect, somefractionof the original processothrough-
putis lost to redundaniprocessingbut when protectionis not neededthe modified datapathcansstill be
returnedto the performanceof an optimally-tunedsuperscaladesignbecauseur extensionrequiresonly
smalldeviationsfrom a standarddesign. To betterunderstandhe performancecostof reliability, we have
developedbothasimpleanalyticalmodelanda SimpleScaladerived performanceimulator In mostcases,
the performancdossin a two-way redundanexecutionis muchlessthan50% comparedo normalnon-
redundanexecutionson comparablénardwareresourceskFor the 11 SPEC95and SPEC200(enchmarks
we studied thethroughpu{(IPC) penaltydueto two-way redundanexecutionrangedrom 2%to 45% (32%
average)on an 8-way superscaladatapath. This throughputpenaltyis inline with otherreportedresults
for concurrenterror detectionby redundantnstruction processing.We have determinedhat the overall
throughputremainsunafectedby evena high frequeng of faultsbecausef the low costof rewind-based
recovery. In this paper we alsodiscusghetrade-ofs andtherangeof applicability of differentimplemen-
tationdecisions.

Paper Outline: Theremaindeof this paperis organizedasfollows. Section2 providesadditionalback-

groundon the natureof transientaultsandrelatesour effort to prior work in fault-tolerancé€both hardand

soft errors). Section3 presentghe detailsof our proposedransientfault detectionandrecorery mecha-
nisms. Section4 presents simpleanalyticalperformancenodelfor a fault-tolerantsuperscalaprocessor
andappliesit in ananalysis.Section5 presentsheresultsof our simulation-basegerformancevaluation.

Section6 summarizeshe contritutionsof this paperanddiscusse$uture directionsof our efforts.



2 Background
2.1 Transient Hardware Faults

Transientfaults have traditionally beenassociatedvith the corruptionof storeddatavalues. This phe-
nomenorhasbeenreportedasearlyas1954in adwerseoperatingconditionssuchasnearnuclearbombtest
sitesandlaterin spaceapplicationg22, 12]. Sincel978,densememorycircuits,bothDRAM andSRAM,
have beenknown to be susceptibldo softerrorscausedy alpha-particle$rom IC packaging$11] andcos-
mic rays[21]. By definition,a hardware device canrecover its full capabilityfollowing a transientfailure,
but suchfailuresareno lesscatastrophidor the correctexecutionof a programbecause corruptedinter
mediatevalue,if nothandledcancorruptall subsequentomputationsOvertheyearsmeasureso protect
againssofterrorsin memorydeviceshave evolvedto includephysicaltechniquesn cell/gatedesign[1] and
packagingnateriald9], aswell aserrorcorrectioncodeg ECC). Today thesetechniquesrecommonplace
evenin commodityPC memorieshut, exceptin extremelycritical applicationsprotectionagainstransient
failureshasrecevedlittle commercialttentionoutsideof the memorysubsystem.

In aneffort to keepupwith Moore’s Law, microprocessoimplementationfiave requiredever decreasing
featuresizeandsupplyvoltage.As a consequencef thereducedcapacitve nodechage andnoisemagin,
evenflip-flop circuits will inevitably becomesusceptibldo soft-errors[6]. The high clock rate of modern
processorfurtherexacerbateshe problemby increasinghe probability of a new failure mechanismwhere
amomentarilycorruptedcombinational signalis latchedby aflip-flop. Thesenecessargvils of continually
pushingthe processoperformanceenvelopewill shortly* placeusin anunfamiliar realmwherelogically
correctimplementationglonecannotensurecorrectprogramexecutionwith suficient confidence.

2.2 Fault-Tolerant Computing

It shouldnotbe surprisingthateventodayno commercialCs areguaranteetb operateperfectly In fact,
internationalstandardexist to prescribewhatis anacceptablealbeita very low, frequeng of failure[18].
When additional confidencein reliability is called for, vendorsof high-availability platformshave long
incorporatedexplicit error detectionandcorrectiontechniquesn their architecturesThe basictechniques
involve informationredundany, spacaedundang andtime redundang.

Protectingdatawordswith informationredundantoding,suchasparity or Hammingcode,allows some
numberof bit errorsto be detectabler correctablelnformationredundang comesatthe costof additional
storagefor the codingoverhead,aswell asthe costof the encodingand checkinglogic. Memory arrays
canbe ECC-protectedelatively efficiently becausehe costof the codinglogic canbe amortizedover the
array Applying ECCto individual registersin a processorcaninvolve an exorbitantamountof overhead
andalsoincreaseshecritical pathdelay Typically, informationredundang is reseredfor memory caches
and perhapsregister files, whereasspaceand time redundantechniquesare emplog/ed elsavherein the
processor

Spaceredundang is achieved by carryingout the samecomputationon multiple independenhardware
at the sametime. Errorsare exposedby corroboratingthe redundantesults. For systemswith triple (or
higher)redundany, acorrectanswercanbeobtainedoy amajority electionschemen certainfailuremodes.
For duplex system,computationmustbe restartablan orderto recover from anerror To avoid the large
hardwareoverheadf spacaedundany, analternatve is time redundang whereredundantomputations
obtainedby repeatinghe sameoperationgnultiple timeson the samehardware. Time redundang hasthe
shortcominghat persistenhardware faultsmay introduceidenticalerrorsto all redundantesults,making

!Intel speculatethatby 2007they would have productionmicroprocessorwith 0.045, technologyoperatingatlessthan1 volt
andclockedat 20GHz[10].



errorsindiscernible. A proposedworkaroundinvolves transformingthe input operandgsuchas rotating
theoperandsgor bit-wiselogical operationshetweernredundantxecutionsto exposea persistenfault[13].
Spaceedundang hasacomplementarghortcominghatatransienfailuremechanisrmayaffectthespace
redundanhardwareidentically againmakingerrorsindiscernible.

Due to the high costof fault toleranceandthe relatively low likelihoodfor errorsin present-dayech-
nologies,fault-tolerantprocessodesignshave only beenjustifiedin specialtysystemsandvery high-end
mainframes/seerrsintendedfor mission-criticalapplications.Examplesof commercialfault-tolerantpro-
cessingsystemsare IBM z900[16] and CompagNonStopHimalaya[5]; both employ a combinationof
redundang techniqueslescribedabove.

IBM z900 (previously S/390)emplgys extensie fault-tolerantmechanismshroughoutthe system,ac-
countingfor approximately20% to 30% of all logic. In particular since G4, microprocessorfor IBM
mainframesave emplgo/edtwo fully-duplicatedlock-steppipelines.Whenthetwo pipelinesdisagreen an
instructions result,the processorevertsto millicode to carry out extensve hardware checks,and,on tran-
sienterrors,it canrestorethe programstatefrom a specialhardwarecheckpointmodule. Thewholeprocess
cantake up to several thousandorocessorcycles. Although theseprocessor®ffer superbfault-tolerance,
they arehigh-endspecialtyitemsbecauséeheir designtrade-ofs aresubstantiallydifferentfrom commodity
Microprocessors.

CompagNonStopHimalayacomprisef two stockAlpha processorsunningthe sameprogramin com-
pletelocked step. Faultsare detectedby comparingthe outputof the two processorst the external pins
on every clock cycle. Thetwo processorare haltedimmediatelyif they disagreeo prevent errorsfrom
corruptingthe memoryand storagesubsystems.Although Compagis ableto leveragetheir commodity
workstationprocessorén their NonStopHimalayasystemsthey arenot ableto provide hardware support
for seamlessecovery following atransientfailure.

2.3 RelatedWork in Transient-Fault Tolerance

In the comingparagraphsye describesomerecentwork in addressinghe problemof transient-fultsin
future commodityprocessorsQur work sharesnary of the commonelementsxaminedby theseclosely-
relatedefforts. However, our investigation,basedon a superscaladatapathattemptsto provide a design
thatcanoptionallydivertits full resourcesowardsingle-thread performanceor reliability . Ourwork also
integratesrecovery into faulttolerancewith very little additionalcost.

Theinherenthardwareredundang in simultaneousnultithreading(SMT) [20] andthechipmulti-processor
(CMP) architecturesnalke themideal basedor spaceandtime redundanfault-tolerantdesigns.However,
in normaloperationthesemultithreaded/multipro@=or architecturesrethroughput-optimizeanddepend
on the existenceof multiple threadsfor maximumperformance We believe the ratio of single-threader
formanceover costwill remainanimportantfactorin PC andembeddednarkets. Rotenbeg is the first to
suggestisingan SMT architecturdo executetwo copiesof the sameprogramfor fault-tolerancg15]. The
two copies knowvn asthe A-threadandthe R-thread proceedwith aslightlag. Mechanismsreintroduced
to verify the outcomeof the two threadson aninstruction-by-istruction basis. In the samepaper Roten-
beg alsodescribesnechanismso reducethe throughputpenaltyof redundantxecutionby expeditingthe
R-threadusing A-thread-assistedontrol and datapredictions. The paperdid not discussthe meansfor
recovery. A laterpaperdevelopssimilar conceptsn the context of CMPs[19].

Reinhardtand Mukherjeehave improved upon SMT-basedfault-tolerantdesignsby checkingonly in-
structionghatexit the processocore,permittingloosercouplingbetweertheredundanthreadq414]. They
have alsosuggesteanechanism$o speedupihe delayedthreadsusinginformationfrom the leadingthread.
No recorery schemes suggestedo complementhis coarse-graimetectionschemeTheir paperpresent&
thoroughexaminationof theissuesn SMT-basedault-toleranceln particular they describethe conceptof



sphere of replication for aidingthe designanddiscussiorof fault-tolerantprocessorsln short,the partsof
theprocessothatfall outsideof the spherearenotreplicatedandmustbe protectedria meanssuchasinfor-
mationredundang, componentinsidethespheranusteitherbephysicallyreplicatedor spacaedundang
or logically replicatedvia time redundang

Austin proposes very differentfault-tolerantscheman the DIVA architecturg2]. DIVA comprisef
anaggressie out-of-ordersuperscalaprocessoand,on the samedie, a simplein-orderchecker processor
The checler processowerifies the output of the complex out-of-orderprocessomlandtriggersa recovery
actionwhenaninconsisteng is found. Besidedransienfault-toleranceassuminghe simpleDIVA checler
processors freeof errors,it is alsoableto correcterrorsdueto designmistalesin the aggressie front-end
processarDIVA offersaninterestingsolutionto combatprocessodesigncompleity, but thestaticnatureof
its hardwareredundang preventsit from regainingadditionalperformancavhenreliability is notwarranted.



3 Transient-Fault Tolerant Superscalar

This sectionpresent®ur proposalfor afault-tolerantsuperscalaprocessor(ln therestof this paperwe
usefault-tolerancego meantransient-fult tolerance.)Our objectie is to develop a setof extensionsthat
leveragepre-«isting speculatre out-of-orderhardwareandminimizesdisturbance$o modernsuperscalar
designs.

3.1 BaselineProcessorand Assumptions

Earlier proposaldor aggressie superscaladesignshave emplo/ed centralizedoookkeepingstructures
suchas RUU [17]. Most recentimplementationshave adopteda more decentralizedbrganizationwith
distributedresenration stations reorderbuffer (ROB) andrenameregisterfile. Our proposalis compatible
with bothschemesln thefollowing paragraphsye briefly describethe mainarchitecturabhssumptionsor
thebaselinesuperscalaprocessor

For concurrenerrordetectionwe rely on registerrenaminghardwareto temporarilysplit aninstruction
streaminto multiple data-independerthreads. In our baselinearchitecture renameregistersresidewith
ROB entries;speculatre valuesaretransferredo a separatecommittedregisterfile uponan instructions
retirement. A map table maintainsmappingfrom logical register namesto physicalregister locations.
We will alsoconsiderthe alternatve whererenamingis carriedout by associatiely searchinghe “logical
destination”column of ROB andthe casewhere committedregistersand renameregistersare held in a
unified pool of physicalregisters.

For errorrecovery, we rely on speculatie executionhardwareto maintainbothin-order(or committed)
andout-of-order(or speculatre) statessuchthatthe processorcanalwaysrevert to the knowvn-to-be-good
committedstateafter encountering@nexception.In our baselinearchitectureROB recordsall outstanding
instructionsin programorderandtrackstheir executionstatus.While in ROB, instructionsare considered
speculatie; their side-efectson committedprogramstatesaredelayedin ROB until retirement.Although
instructionexecutionsaredynamicallyreorderedinstructionsretirefrom ROB in strict programordet

In comingmicroprocessogenerationsmmemorycell arraysarelikely to experiencean unacceptableate
of transienffailuressoonerthantherestof the processorThereforewe anticipateall or mostof the on-chip
storagearraysto be ECC protected.In this papey we assumeeCC protectionis viable for all simplearray
structuresj.e., onesthat only supportbasicindexed readandwrite accesgo a whole entry In particular
we assumeall committed programstates(including registerfiles, caches,main memoryand TLBs) are
ECC protected.Internal stateregistersand comple-accesstructuredike ROB cannotbe efficiently ECC
protected Thus,speculatie stateandintermediatexecutionresultsmustbe coveredby eitherspaceor time
redundanprocessingln short,the sphere of replication in our designseparatesommittedprogramstates
from speculaire executionstates.

3.2 Fault ToleranceMechanisms

The proposedault toleranceextensionsconsistof threeparts: instructioninjection (replication),fault
detectiomandtransienfault recovery.

Instruction Injection

The instructioninjection logic in the decodestagetemporarilycreatesmultiple redundanthreadsfrom a
singleinstructionstream.Standardsuperscaladesignscandecodeanddispatchmultiple instructionscon-
currently The samecapabilitycould be borrovedto redundantlydecodeanddispatchthe sameinstruction



R numberof times, where R is the desireddegree of redundang The R decodedcopiesof the same
instructionareallocatedto consecutie ROB entries.

The complicationin this stepis in separatinghe datadependencéetweenthe R threads. By always
storingredundantopiesof aninstructionin consecutie ROB entries,if the ROB sizeis a multiple of R,
we caninsisttwo active ROB entrieswith indicesi and; belongto thesamethreadonly if i = j (mod R).
Thus,if renamingis achieved by associatiely searchinghe “logical destination"columnof ROB thenthe
above conditioncanbe addedto the matchcriteria. If an operandof entry: is renamedo the instruction
resultin entry j, andi = j = 0 (mod R), thenthe corresponding@perandof entry: + k£ mustberenamed
totheentryj + k for 0 < k£ < R. In otherwords,for eachnew instruction,we only needto renamethe
operanddor thefirst copy, andtherenameagsfor theremainingcopiescanbededucedy addinganoffset
k. Thus,only onemaptableis neededregardlessof R. The contentsof the sole renametable mustbe
protectedoy ECC, however. In somearchitecturesboth the committedregistersandrenameregistersare
heldin a unified pool of physicalregisters.In this case copiesof the sameinstructionneedto be allocated
analignedblock of consecutie renameregisters.

Whenredundaninstructioninjectionis in effect, the effective dispatchbandwidthof a processois re-
ducedby afactorof R, andtheeffective capacitie®f ROB andtherenameaegisterfile aresimilarly reduced
by a factorof R. Furthermorethe peakexecutionstagethroughputis alsoreducedby approximatelya
factorof R becausesachinstructionis executedR times. The effective throughputhowever, degradesby
alesseramountif somefunctionalunit types(integer ALUs, memoryport, etc.) werenot fully utilizedin
normal(non-redundantpperation.In generaljncreasingR reducegerformanceut providesbettercover
ageagainsttransientfaults. We expect R to be either2 or 3 in mostdesigns.Sections4 and5 discusshe
performancémpactof redundantnstructioninjectionin greaterdetail.

Fault Detection

The redundang betweenthreadsonly exists temporarilyduring speculatie execution— the threadsare
re-megedinto a singlecommittinginstructionstreambeforeupdatingthe committedprogramstate. After
redundantopiesof the samenstructionareinjectedduringdecodetheir executiongproceechormally until
the commitstage.Whenall copiesof the sameinstructionhave beenexecutedandarethe oldestentriesin
ROB, the R entriesarecross-cheakd. If all entriesagree thenthey arefreedfrom ROB, retiring a single
instruction.If ary fields of the entriesdisagreethenan errorhasoccurredandrecovery is required.Under
our currentproposal checksareonly performedwhenthe entriesareretiring. Thereis a smallperformance
advantageto detectandrecover from afault soonersuchasright afterall copiesof aninstructionhave been
executedbut arenot yet the oldest. However, the improvementis too smallat ary reasonablerrorrateto
justify the drasticincreasdn hardware compleity, andfurthermore the copiesof aninstructionmuststill
berecheckdat committime in casea valuebecomesorruptedwhile waiting to commit.

Control flow instructionsare also redundantlyissued,but as soonasone copy of a branchinstruction
evaluatesanddisagreesvith thepredictedoranchdirectionor tamget,branchrewind is triggeredmmediately
basedon this singularresult. Only redundantopiesof a correctlypredictedbranch,or a correctedoranch,
will eventually reachthe commit stage. At which point, the redundantlyevaluatedbranchdecisionsand
targetsarecross-cheakd. To ensurghecorrectnessf control-flav, anECC-protectedegistermustholdthe
next-PCof thelastcommittedinstructionaspartof thecommittedprogramstate.Everyretiring instructions
PCmustbe checledagainsthelastcommittednext-PC.

To corroborateheretiring results,R accesset® ROB is neededo retirea singleinstruction,andthusthe
effective commit/retirebandwidthis reducedoy afactorof R. Thememoryandregisterfile write portsmay
becomeunderutilized relative to the restof the systembecauseave only performonewrite per R retiring
ROB entries. However, the numberregister file and memory ports cannotbe reducedsincethe overall
processodesignmustremainbalancedor normaloperationin the unprotectednode.Whena unified pool



of physicalregistersis usedfor bothcommittedregistersandrenameregisters,corroboratinghe resultsof
differentthreadsrequirestwo additionalregisterfile readaccesseperretiring instruction. In addition,the
redundantenameregisterscannotbe easily coalescednto onecommittedregister Thus,the performance
of fault-tolerantsuperscaladerived from a microarchitecturevith a unified registerfile will belowerthen
reportedn Sectionb.

Recovery

Oncethe concurrenterror detectionmechanismis in place,recovery canbe achiezed at nearlyno cost,in
termsof both hardware and performanceusing the pre-«isting executionrewind mechanism.After an
inconsisteny is detecteetweerredundantlyexecutedcopiesof aretiring instruction the default actionis
to completelyrewind the ROB, i.e. discardtheentireROB contentsandrestartexecutionby refetchingfrom
the committednext-PCregister If the erroris non-persistenthe programexecutioncanproceedcorrectly
onthenext attempt. A rewind-basedecovery only introducesa penaltyon the orderof tensof cyclesand
hasa negligible effect onthroughpufor eventhe highestexpectederrorrate.

For designswith R > 3, inconsisteng betweerredundantopiesof a retiring instructioncould alsobe
resohed by a majority election. Underthis schemean extra degree of designchoiceis the correctness
acceptancéhreshold].e. howv mary copiesmustagreebeforeoneacceptdshe majority resultascorrect. If
an acceptablenajority exists, thenaninstructionis allowedto commitevenif discrepanciesaredetected,;
otherwisea completerewind is invoked. In Section5, we will shav thatan‘R=3" designwith majority
electionperformsbetterthanan‘ R=2" rewind-basedlesignonly whenthe errorrateis exceedinglyhigh.
Thuswe conclude R>2" designsareonly usefulin increasinghe confidencen fault coverage.

3.3 Fault Coverage

Thisfault-toleransuperscaladesignassumeshe committedprocessostatesareprotectediy traditional
informationredundantechniques Assumingthe committedstatesareadequatel\protecteda single-eent
upsetwithin the speculatie portionsof a processocanalwaysbe correctedby revertingto a known-to-be-
correctcommittedprevious state.

Instructionreplicationbegins at decode andindependencbetweenthe redundantopiesis maintained
throughoutuntil thetemporarythreadsarere-mepgedinto a singlecommittingstreamin the commitstage.
All informationbetweerthedecodestageandthecommitstageare R-redundanin storageandcomputation.
In otherwords, every intermediataesultis representethy andstoredas R separateopies. The R copies
aretheresultsof R space-independent time-independentomputationsandthe redundantomputations
do not shareary commoninput. A single-&ent upsetthat causesnintermediatesrrorwith anobserable
endeffectwill be detectedduringcorroboratioragainsiotherunafectedthreadsn the commitstage.Only
“proven”-to-be-goodesultsareallowedto updatethe committedstates.

An instructionleavesthe protectionof ECC-protected-cacheatfetchtime. Thereis awindow of vulner
ability betweerfetchanddecodewhile aninstructionresidesn thefetchqueue Dueto thesimplenatureof
fetchqueueaccesseandits essentialyRAM-basedmplementationit is feasibleto useECCto protectthe
buffer contents.Tracecacheslsofalls in the samecateyory andmustbe ECC protectedaswell. Another
point of vulnerabilityis the PCregisterwhich is not duplicated.However, ary errorin a programs control
flow sequencavould bedetectedatretirementbecauseve checkthecontrolflow relationshipbetweerevery
pair of consecutie retiring instructions.For thesamereasonBTB arraysdo not needto be protected.

Figure ?? shavs the additionalhardware requiredto implementour scheme.The dark gray blocksare
new to superscalaarchitecturevhile thellight gray blocksrequiresECC bits for protection.



3.4 Other DesignConsiderations

Below we discusssomeof theissueghatareconsideredut notincorporatednto our design.

Granularity of Error Checking: The proposedault-tolerantsuperscaladesignis basedon fine-grain
checkingat the commit stageof every instructionsuchthat the executionof redundanthreadsaretightly
coupled. In the contet of an SMT architecture Reinhardtand Mukherjeeproposedo let the redundant
threadsun uncheclkd exceptwheninformationis aboutto exit the processocore[14]. The adwvantageof
coarse-grairtheckingis thatthreadsdo not needto be synchronizedn the pipelineandtheregisterfiles do
notneedo beECCprotected However, muchadditionalhardwareis neededo reconciletheresultsbetween
two far flung threads.Recwery (not specifiedin the paper)for this schemewould concevably requirean
elaborateprocesdnvolving a large amountof history The coarse-grairmodelis naturalfor SMT-based
designshut the extra hardwarerequiremento supportmultiple truly-independenthreadcontexts conflicts
with the goalto presere maximumnormalsingle-threaderformance.

Staggeed Thread Executions: Reinhardtand Mukherjeealsosuggestedhat allowing the executionof

the redundanthreadsto be staggeredver time canimprove performanceover moretightly coupledex-

ecutions. The performanceagain of staggeredxecutiondoesnot comefrom smoothingcontentionsor a
particularfunctionalunit type;asuficiently large ROB cansene thatpurpose Ratheyin anSMT-basede-
dundantschemetheimprovementis dueto reducedcachemissesandbranchmispredictionsn thedelayed
thread.A fault-tolerantsuperscaladoesnot needto recorer the costassociateavith redundantnstruction
fetches,and,thus,it doesnot needto useprioritized schedulingto createan artificial staggetetweenthe
redundanthreads.

Multi-cycle and CorrelatedFaults: Transienfaultsthatlastmultiple cyclescould causddenticalerrors

totime-redundantperationsleaving theerrorindiscernible.Increasinghestaggebetweertime-redundant
operationgjivesadditionalsafe-guardagainsthisfailuremode.Althoughradiationandnoise-relatedaults

typically do not leadto this failure mode, this is a concevable scenaricfor failure mechanismgsuchas

overheatingwith slower transients.Our designlimits the amountof drift betweenthe redundanthreads,
but this coupledexecutionstyle canbeusedto our advantageby co-schedulingedundantopiesof thesame
instructionsuchthatthey areexecutedon differentphysicalfunctionalunitswheneer possible.
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4 Performancelmplications

ThelPC penaltyof fault-tolerantsuperscalagxecutionscanbe attributedto two sources:
1. Steadystatepenaltydueto redundantnstructionprocessing
2. Errorrecorery overheadhatis afunctionof transienffailurefrequeny

In this section,we develop analyticalmodelsto understanagndpredictthe performancecostof reliability.
In the models, R is the degreeof redundang, 1PC, is IPC of the unmodifiedsuperscaladatapath;and
IPCRp is IPC of the samedatapatimodifiedto supportR redundanthreads.C'P1, andC'PIy aredefined
correspondingly

4.1 SteadyStatePenalty

Tothefirst order I PCr canbeapproximatedby LRCO. In otherwords,thethroughpubf theprocessors
reduceddy afactorof R wheneachinstructionmustbe processedr timesandthereforeconsumedk times
asmuchresourceandbandwidth.In practice I PCr sometimesﬁaresbetterthan% becausd PC, is not
alwayslimited by the peakthroughputof the processor I PC, achiered by an applicationis alsostrongly
determinedby the application$ instruction-leel parallelism(ILP). Whenwe createR data-independent
threadsfrom a singleinstructionstream,we have effectively increasedhe available ILP by a factorof R.
Ideally, until the processoresourcedecomesaturatedihe extra dataindependenbperationcconsumehe

previously unusedccapacitiesandincur little cost. This canbe capturedoy thefollowing equation,
IPCgr =1PC, — max {W,O}

wherethe subtrahendorrespondso the redundaniprocessingpenalty’ The term B representshe first
resourcebottleneckexercisedby an application,typically the numberof functional units of a particular

type.
4.2 Recovery Penalty

In the following discussionjet f be the averagetransientfailure frequeng (in termsof failuresper
instructior?) for an unmodifiedsuperscaladatapath.Converting to an R-redundansuperscaladatapath,
theaveragefrequeny atwhich oneof the R copiesof aninstructionbecomesorrupteds R: f. Wheneer
theredundantopiesdisagreethe processomustdiscardits speculatre stateandrewind to the knovn-to-
be-goodcommittedstate.Let p betheaveragerewind penaltyin termsof the numberof cyclesaddedo the
execution.Onaverageasuperscalaprocessom fault-toleranimodewill take p morecyclesto commitRL_f
instructions.Thus,C PIg asafunctionof f canbeapproximatedy

CPIgr(f) = CPIg_ss + 2
R-

f

whereC' PIg . istheerrorfreesteady-stat€PIldiscusseih Sectiord.1. ConvertingC PIg(f) to IPCr(f),
weget,

_ TPCR—ss
IPCg(f)= 1+p-R-f-+cR,ss

Theseequationsare not accuratefor very high error frequeng (i.e. & ~ p) becauset suchfrequencies,

f
rapidsuccessionef faultsmayonly incur onerewind penalty

ZSimply put,if IPC,< £ thenIPCr=IPC, else] PCr=2%.
3In otherwords,we expect1 instructionexecutionto produceanincorrectresultin % instructions.
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4.3 Applying the Models

Figure 2 plots idealizedIPCr—s(f) and IPCr—_3(f) wherewe assumel PC,=B andis normalized
to 1. IPC,=B representthe casewhensingle-threadxecutionsalreadyhave sufiicient ILP to saturatahe
bottleneckB andthusI PCr=25¢=. Both R=2 and R=3 userewind for recosery, andp is assumedo be 20
cyclesin bothcases FromFigure2, we seethatIPC of ' R=2’ and‘ R=3’ staysrelative constanuntil 1 is
within two ordersof magnitudeof p, atwhich pointrewind penaltiesconstitutesa significantfractionof the
total executiontime. We do notintendour designto be operatedundersuchhigh errorrates.A third curve
shavs IPCg vs. f for a* R=3" designthatusesmajority-electionaswell asrewind.

Figure 3 plotsthe sameinformationasFigure 2 exceptp hasbeenincreasedo 2000cyclesto reflecta
muchcoarsegrainerrordetectiomrandrecorery schemeComparingrFigures2 and3, p hasonly aminimal
effect on the averagelPC for ary reasonablevaluesof f. However, p hasanotherimportanteffect if a
processoneeddo maintainareal-timeguarante®f executinga certainnumberof instructionswithin some
window of time. A large p canonly be amortizedover a correspondindarge window, makingfine-grain
real-timeguaranteesnpossible.
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5 Performance Simulation and Evaluation

In this section,we presenta moredetailedperformancevaluationbasedn cycle-accuratgerformance
simulationsof 11 benchmarkdgrom the SPEC95and SPEC2000.We begin by describingthe simulation
ernvironment,simulatedmicroarchitectureandselectecbenchmarks.

5.1 Experimental Setup

5.1.1 Performance/Functional Simulator

We usea modifiedversionof SimpleScalaf4] for bothperformancendfunctionalsimulations We modify
the stockout-of-ordersimulatorto implementinstructionreplication,fault detectionandrecosery schemes
describedin Sections3. We alsointroducea “fault injection” modulethat can randomly corrupt some
instructionsbasedon a userspecifiedprobability distribution function. Becauseur fault injection module
maydecideto corruptsomepartof aninstructionat ary stageof the pipeline,significantchange$have to be
madeto the stocksim-outorder’s branchrewind codeto allow rewindsto be decidedaterthanthe decode
stage.

Ourmodifiedsimulatomrmaintaindwo setsof committedregisterfile andmemorystate.Onesetis updated
by instructionsthat have successfullygraduatedhroughthe commit stageafter faithfully passingthrough
the out-of-ordemipeline. The otherset,concurrentlymaintainedasa sanitycheck,is updatedoy executing
the programin anin-order hon-speculatie manner During simulationswe have the optionto periodically
drain the pipelineto comparethe two setsof statesto ensureour error detectionschemehascapturedthe
randomlyinjectedfaultsandthe recorery schemehascorrectlyrestoredhe processoto a goodstateafter
aninjectedfault.

5.1.2 Simulated Machine Parameters

For our main performanceaesults,we simulatedthreemachinemodels. The baselinemachine(SSs-1) is
a single-threadut-of-ordey superscalaprocessosimulatedusingthe stock sim-outorder simulator The
salientmachineparameteraresummarizedn Table1. The parameterarechoseno reflectan aggressie
but contemporaryrocessodesignpoint. The samemachinedescriptionsaregivento our modifiedsimula-
tor to simulatea 2-way-redundantault-tolerantsuperscalaprocesso(SS-2). To ensurea fair comparison,
extra resourceusagesare carefully accountedor asto not exceedthe capacityavailable to the baseline
model. In the redundanexecutionof memoryinstructions(both loadsandstores) the memoryaddresses
arecomputededundantlybut only onememoryaccesss performed.Thelastmodel(Static-2) in our study
reflectsa statically-redundanprocessomwith two identicalandindependenpipelinesthat run two copies
of the programin locked-step(suchasIBM G4/G5/G6). Static-2 is modeledusingthe stocksim-outorder
simulatorwith half of the resourcegexceptcachesand BP hardware)asin Table 1. This correspondso
staticallydividing the baselineresourcegquallyinto two pipelines?

5.1.3 Benchmarks

Thesimulationresultsarebasedn 11 benchmarkselectedrom SPEC95andSPEC2000Thebenchmarks
arecompiledfor PISAISA usinggcc -2 -funrol |l -1 oops. Thereferencanputsareusedfor each
benchmarkFor eachbenchmarkneasurementheresultstypically areaveragedveral-billion-instructbn
simulation(afterskippingthefirst 1 billion instructionswhenappropriate) Table 2 givesa summaryof the
benchmarkén termsof their dynamicinstructionprofile.

“Eachredundanpipelinehasan FP Mult/Div unit. Thus,Static-2 in effect hasthe advantageof anextra FP Mult/Div unit.
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Fetch/Decode/Dispatdlvidth | 8
Issuewidth 8
RUU/LSQ size 128/64

BranchPredictor

Combinedpredictorthatselectbetweera 2K bimodalanda 2-level pre-
dictor. The 2-level predictorconsistof a 2-entryL1 (10-bit history),an
1024-entryl2, and1-bit xor. One prediction per cycle.

InstructionL1 cache

64 KBytes, 2 way associatie.

DatalL1 cache

32 KBytes, 2-way associatie, 2 R/W ports.

Unified L2 cache

512KBytes,4-way associatie.

FunctionalUnit Mix

4Int ALU, 2 Int Mult, 2 FP Add and1 FP Mult/Div.
All FU operationsare pipelined exceptfor division.

Table 1. simroutorder machine parameter s for the baseline super scalar model

Benchmark Inst Inst % % % % %
Skipped Simulated | MemOps | Int Ops. | FPAdd | FPMult | FPDiv

gcc 1073741824 1073741824, 74.55 25.45 0 0 0

vortex 1073741824 1073741824 54.56 45.44 0 0 0

go 1073741824 1073741824, 29.49 70.50 0 0 0

bzip 1073741824 1073741824 29.84 70.16 0 0 0

ijpeg 0 1073741824, 26.06 73.94 0 0 0
vpr 1073741824 1073741824, 31.30 63.61 3.57 1.38 0.15

equale 1073741824

1073741824) 34.55 52.82 6.06 6.41 0.16

ammp 1073741824

1073741824 41.35 56.64 1.49 0.50 0.02

foppp 1073741824

1073741824 52.43 15.03 15.53 16.84 0.16

swim 1073741824

1073741824 32.71 37.41 19.31 10.12 0.47

art 1073741824

268435456| 35.29 43.50 11.07 8.39 1.36

Table 2.

Summary of Benchmark Characteristics
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Figure 4. Steady-State IPC Comparison

5.2 IPC Performance Comparisons

Figure4 comparesPC of thethreeprocessomodels(SS-1, Static-2 andSS-2) for eachof the 11 bench-
marks. On average,the 2-way dynamicredundantsuperscala(Ss-2) achieves 30% lower IPC thanthe
baselingprocessofSS-1). For comparabldhardvare configurations SS-2 shouldperformcomparablyto
the resultsreportedfor the SMT-basedfault-tolerancewith slack-fetch and branch-outcome queue [14].
Overall, the 2-way dynamicredundansuperscala(SS-2) performscomparablyto the statictwo-pipeline
processo(Static-2). For fppp, swim, andart Static-2 significantly out performsSS-2 dueto the extra FP
Mult/Div unit.

The benchmarksammp, go andvpr suffer lessIPC penaltyin SS-2 thentherestof the benchmarksTo
helpunderstandhis, we testthe benchmarls sensitvity to varying numbersof functionalunits (0.5x, 2x,
infinite) andRUU sizes(0.5x, 2x, infinite). Fromtheresultsof theseexperimentswe areableto determine
that theseother benchmarkswith higherIPC penaltiesare alreadyfunctional-unitlimited in the baseline
configuration.(swimis alsoRUU-limited.) In otherwords,the single-threadhroughput(7 PC,) is already
exercisingsomehardware bottleneck(B). Therefore,injecting a secondthreadhasa big impacton the
effective IPC (IPCg). On the otherhand,go andvpr are almostinsensitve to the amountof resources
available. This is anindicationthattheir I PC, is determinedoy ILP, andthereforethe extra ILP from the
secondhreadhasfreeuseof previously underutilized resourcesammp is anextremecasewhereits I PC,
is limited by alarge numberof divisionsin its critical path.

5.3 Fault Recovery Performance

This sectionpresentghe recovery costsof fault-tolerantsuperscalaexecution. For theseexperiments,
the fault-injectionmodulein our modified simulatoris enabledto randomlycorruptsomeinstructionsat
varyingfrequenciesUsingthe samemachineparameterasin Table1, we have simulatedwo designawith
R=2 and R=3, respectrely. For the‘R=3" design,majority-electionis usedto recover from a corrupted
instructionwheneer possible.

Figure5 comparesheobsered I PC, for fpppp onthetwo designover differentfaultfrequenciesThe
X-axis is the averagefault frequeng given in faults per one million instructions,while the Y-axis is the
corresponding PCr. This plot correspond€loselyto the analyticalmodelin Section4.2. As expected,
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IPC of the* R=2" designdropssharplywhenfaultsare suficiently frequentfor recovery penaltiesto bea
significantpart of the executiontime. Typical recorery costsobsered in fppp simulationsare around30
cycles. IPC of the* R=3" designis lower but remainsunafecteduntil much higher frequenciesbecause
thereis no rewind penaltyuntil 2 out of 3 copiesof aninstructionarecorrupted.IPC of the moreefficient

‘ R=2" designeventuallydropsbelav the* R=3" design,but the cross-@er occursat a much higherfault
frequeny thanwhat our designis intendedfor. (At suchhigh fault-frequenciesfundamentallydifferent
solutionsin termsof architectureor implementationtechnologyis called for.) In our intendedrangeof
error frequeng, ‘ R=2' offers a clear performanceadvantage.‘ R=3" designsare only applicableif extra
redundang is desiredfor higherconfidencen fault-corerage or if the applicationcannottolerateeventhe
smallperformanceniccups of rewind recovery.
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6 Conclusions

The pushtoward deepsubmicrondevicesis a key enablerin the continuedexponentialincreasan mi-
croprocessoperformance.Giventhe anticipatedfeaturesize, noisemaigin andclock rate, it is inevitable
thatprocessorsvill begin to experienceanunacceptabléevel of transienthardwarefaultsin bothlogic and
memory An effective microarchitecturatountermeasurenustincludebothdetectionandrecovery.

In this paperwe have presente@nefficient fault-toleranceechniqudor currentout-of-ordersuperscalar
microarchitecturesThe proposalrelieson threekey elementdo provide transient-fult tolerancethrough
hardware redundang: (1) dynamicinstructioninjection that createsedundanthreadsof executions,(2)
value synchronizatiorthat comparesedundantlyexecutedinstructionresultsto detecterrors,and (3) re-
covery by reverting to a known-to-be-correcprevious stateusingthe samemechanismas branchrewind.
Thesenew functionalitiesrequireonly minimal extensionsto pre-&isting mechanismshat alreadysene
otherusefulpurposesRedundaninstructionexecutionincursa noticeableperformancepenaltybut there-
sultsareinline with otherredundantxecutiontechniquesThe performancepenaltyof rewind-basederror
recovery is nggligible until exceedinglyhigh errorrates.

This currentdesignis mostusefulduringatransitionalperiodwhentransientfailure ratesareonly begin-
ningto beunacceptabléor someapplications Theflexibility of thisfault-toleranapproactallowsincreased
protectionwhenreliability is absolutelycritical but at the sametime allows the hardwareto returnto full
performancdor gamingand multimediascenarios.We planto expandour investigationto includefault-
tolerancdechniqueshatareapplicableto superscalamicroarchitectureandthreadedarchitecturesuchas
SMT andCMP. Thegoalis to developafamily of soft-errorprotectionmechanismghatcanbecombinedor
appliedindependentlyfo ensureoptimalinstructionthroughputunderdifferentreliability requirementsand
varyingfaultfrequencies.
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