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Proposal Contributed by Don Wilson
(Compaq/ Tandem Labs)

Systems are assigned to one of five classes

By meeting the minimum standards for a set of factors
that affect availability

To qualify for a specific rating within the assigned class,
the system must be evaluated, and disclose all results,
against the full list of criteria for each availability factor

Each criteria will be evaluated by using its own appropriate
method, e.g., a standard benchmark, a design audit,
or analysis of field data

Since there are very many criteria to be satisfied,

it is proposed that systems may still be evaluated

for a given class, even if their designs do not meet

all of the criteria, as long as they disclose all exceptions
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Classes

Defines what type of target system and correponding basic requirement

Transparent to User
The system must be able to correctly process every transaction submitted
to it, within the allotted response time, all of the time. (...)

Retryable Workload

The system must be able to correctly process every transaction submitted
to it, either within the allotted response time, or after a brief delay to
recover from a disruptive event. (...

Delayable Workload

The system must be able to recover from disruptive events and be ready
to process transactions within a few minutes (S)

Reduced Impact of Failure
The user can evaluate, for cost and effectiveness, the individual features
that are intended to improve availability

Nothing Special



Availability Factors

Defines the basic impairments/context for behavior characterization

HW Failure

SW Failure

Site or Environmental Failure (e.g, power supply)
HW Repair or Upgrade

SW Repair or Upgrade

Operating Configuration Change

System Maintenance

Capacity Expansion

System Management Skills



Criteria

Defines the basic features supporting the proposed framework

® Minimum Standards: Properties/Assertions

¢ Wrt Basic Requirement: No Single HW(/SW) failure may cause a properly
configured system to violate the Basic Requirement

¢ Generic: No single HW/SW failure may cause an undetected data corruption in
the database nor in an external communication

m Required Disclosures: List of deficiencies
or related measurements

¢ Wrt Minimum Standards: Any exceptions (fo the minimum standards) in the
system design, with quantified impacts and frequency

¢ Wrt Minimum Standards: Rate of user-reported HW/SW defects that violated
minimum standards

¢ Generic: Any risk or exposure of the application to failures, data integrity
errors, or performance impacts during repairs/changes/maintenanceoperations.

m Comparative Measurements
¢ How long can the system maintain the Basic Requirement during a power failure?

¢ How long is the system susceptible to a second (unprotected) failure,
i.e., while the first failure is detected and repaired?

¢ Frequency of failures that cause a recovery process




Ccomments

The proposal for the identification of a limited number of
Dependability Classes and the proposed framework is a very
attractive and pertinent starting point.

Several criteria are generic thanks to the reference to

Criteria

(Class) Basic Requirement —> Minimum Standards

(Availability Factor) Minimum Standards —>|Required Disclosures

Comparative Measurements

Alternative perception of the proposal (Criteria-based)



Comments

Extend the Criteria to other domains beyond database systems
¢ embedded control systems?

¢ internet-related systems?

* .

Consider System Parts (components, layers)?

In the Context of Dependability Benchmarking, the proposed
Criteria (Minimum Standards, Required Disclosures and Comparative
Measurements) should not be meant only to characterize a target
system (belonging to a given Class) wrt to specicific Availability
Factors. they should also be TESTABLE!

Elaborate, refine the testing conditions
¢ Availability Factors (e.g., types, number of faults)

¢ Failure Modes

¢ Error Signaling

> .



Comments

Operator Impact/ Human Interaction ?
Security Issues?

Distributed vs. Localized System?
"Black Box” vs. "White Box"?
Workload?

Faultload?



A Matrix View on the Class/Factor/Criteria Proposal for Availability Characterization
(based on Don Wilson’s Proposal, Compaqg/Tandem Labs)

Classes

Transparent to User

Retryable Workloads

Delayable Workloads

Reduced Impact of Failure

Basic
Requirement

* The system must be able to correctly process
every transaction submitted to it, within the
allotted response time, all of the time.

All single failures, corrective actions,
maintenance, and other potentially disruptive
events are handled by the system without any
noticeable effect on the users

* The system must be able to correctly process
every transaction submitted to it, either within
the allotted response time, or after a brief
delay to recover from a disruptive event.
The brief delay should not exceed a limit which
should be set to a few times the normal
response time (the response time limit may be
set as a probabilistic distribution).

No transactions may be lost nor may the
database be left with inconsistent data due to
incomplete transactions.

The system may request that incomplete
transactions be re-submitted after recovering
from an event, but the total delay in
completing the transaction should not
exceed the limit.

* The system must be able to recover from
disruptive events and be ready to process
transactions within a few minutes, though
system performance may be reduced for a
longer period while the recovery process is
completed (the limits for these time periods
need to be set, possibly varying by Availability
Factor).

*No transactions may be lost nor may the
database be left with inconsistent data due to
the event.

» The users may be required to re-establish
connection to the system and to identify and
re-submit transactions that did not complete
before the event.

*The user can evaluate, for cost and
effectiveness, the individual features that are
intended to improve availability




Availability Factor

HW Failure

Classes Transparent to User Retryable Workloads Delayable Workloads Reduced Impact of Failure
Minimum * No single HW failure may cause a properly configured system to violate the Basic Requirement. * None
Standards |+ No single HW failure may cause an undetected data corruption in the database nor in an
external communication
. * Any exceptions (to the minimum standards) in the system design, with quantified impacts and frequency. * Cost of features to be evaluated
Required . oo — o
Disclosures | What, if anything, is required in the application itself to meet the standards?

* Any cases where the system might lose its ability to recover from a HW failure, but not report this
condition to the user. may cause an undetected data corruption in
» Rate of user-reported HW defects that violated minimum standards. the database or in an external communication.

* Types and predicted rates of HW failures that

Comparative
Measurements

* How long is the system susceptible to a second (unprotected) failure i.e. while the first failure is detected and repaired?

« Frequency of failures that cause a recovery process. * Frequency of failures that may cause the

recovery process

* Frequency of failures that benefit from each
feature

* Duration and performance impact of the

recovery process.

Availability Factor SW Failure
Classes Transparent to User | Retryable Workloads Delayable Workloads Reduced Impact of Failure
Minimum | « No single SW failure may cause a properly configured system to violate the Basic Requirement. * None
Standards | * No single SW failure may cause an undetected data corruption in the database nor in an external communication
Required | = Any exceptions (to the minimum standards) in the system design, with quantified impacts and frequency. « Cost of features to be evaluated
Disclosures | * What, if anything, is required in the application itself to meet the standards?

* Any cases where the system might lose its ability to recover from a SW failure, but not report this
condition to the user.
* Rate of user-reported SW defects that violated minimum standards.

Comparative
Measurements

« How long is the system susceptible to a second (unprotected) failure i.e. while the first failure is detected and repaired?

« Frequency of failures that remove a resource from the system. * Frequency of failures that may cause the
recovery process

* Frequency of failures that benefit from each
feature.

* Duration and performance impact of the

recovery process.

Availability Fact

or

Site or Environmental Failure

Classes Transparent to User Retryable Workloads Delayable Workloads Reduced Impact of Failure
Minimum | ® The system must be capable of meeting the Basic Requirement, in spite of a power failure, given a commercially available backup power source. * None
Standards
Required |* Any exceptions in the system design, with quantified impacts and frequency. « Cost of features to be evaluated
Disclosures | * What, if anything, is required in the application itself to meet the standards?

* What techniques are available to maintain a remote backup of the database?

» What techniques are available to transfer the operation of the application to a remote site?. |

Comparative
Measurements

* How long can the system maintain the Basic Requirement during a power failure?

* How long can the system maintain the Basic Requirement during a power failure with its backup power source?
* How fast can the system recover from a power failure?

* What is the performance impact of maintaining a remote backup of the database?

+ What is the amount of time required to transfer the operation of the application to a remote site?

* Frequency of failures that benefit from each
feature.

* Duration and performance impact of the
recovery process

2




Availability Factor

HW Repair or Upgrade

Classes Transparent to User ‘ Retryable Workloads Delayable Workloads Reduced Impact of Failure
Minimums | * All HW repair actions on a properly configured system may be accomplished without violating the Basic Requirement. » Capabilities should be consistent with features
Standards |« All routine HW version upgrades (same form, fit, function) on a properly configured system may listed under “HW Failure”, i.e., all such features

be accomplished without violating the Basic Requirement must include the repair action as part of the
failure impact

Required | = Any exceptions in the system design, with quantified impacts and frequency.

Disclosures | * What, if anything, is required in the application itself to meet the standards?

» What techniques are available for major HW version upgrades (new form, fit, function) to be accomplished without violating the Basic
Requirement?
* Any risk or exposure of the application to failures, data integrity errors during repairs

+ performance losses (as well) » Which routine HW version upgrades (same
form, fit, function) on a properly configured
system cannot be accomplished without

violating the Basic Requirement?

Comparative
Measurements

 How long is the system susceptible to an unprotected failure because of repair actions, routine HW upgrades?

(a list should be established)

[not “routine HW upgrades”]

* What is the duration and performance impact of representative HW repair actions?

|

Availability Factor

SW Repair or Upgrade

Classes Transparent to User Retryable Workloads Delayable Workloads Reduced Impact of Failure
Minimum | All SW that is necessary for proper operation of the application must be replaceable for repair or routine upgrade (same external interfaces, defect | « None

Standards | repair only) without violating the Basic Requirement.
Required | = Any exceptions in the system design, with quantified impacts and frequency.

Disclosures |« Any risk or exposure of the application to failures, data integrity errors during repairs

+ performance losses (as well) |

* What, if anything, is required in the application itself to meet the standards?
*» What techniques are available for major SW version upgrades (new external interfaces, new function) to be accomplished without violating the
Basic Requirement?

* Cost of features to be evaluated

Comparative
Measurements

« How long is the system susceptible to an unprotected failure because of repair actions, routine SW upgrades?

(a list should be established)

*» What is the duration and performance impact of representative SW repair actions?

|




Availability Fact

or Operating Configuration Change

Classes Transparent to User Retryable Workloads Delayable Workloads Reduced Impact of Failure
Minimum | « All configuration parameters that are reasonably required to maintain effective operation of the application must be adjustable without violating the | « Capabilities should be consistent with features
Standards Basic Requirement. (A specific list should be developed, including performance tuning, network management, user administration, security | listed under all other Factors, i.e., all such
administration, operations policy administration, resource allocation, etc.) features must include any required
configuration changes as part of the failure or
event impact.
Required | *Any exceptions in the system design, with quantified impacts and frequency.
Disclosures | Any risk or exposure of the application to failures, data integrity errors, or performance impacts during changes.

 What, if anything, is required in the application itself to meet the standards?

Comparative
Measurements

EMPTY

Availability Fact

or System Maintenance

Classes Transparent to User Retryable Workloads Delayable Workloads Reduced Impact of Failure
Minimum | « It must be possible to create a backup copy of the active database (including journal or audit files, catalogs, or other ancillary files) without violating | « None
Standards the Basic Requirement. It must be possible to collect any information reasonably required to maintain effective operation of the application without
violating the Basic Requirement. (A specific list should be developed, including performance data, status of backup components, error logs, etc.)
Required | = Any risk or exposure of the application to failures, data integrity errors, or performance impacts during maintenance operations.
Disclosures | ® Any exceptions in the system design, with quantified impacts and frequency. « Cost of features to be evaluated.

» What, if anything, is required in the application itself to meet the standards?

Comparative
Measurements

* How long does it take to create a back up of the database * Duration and performance impact to create a

backup of the database

« Frequency and benefit of each feature.

Availability Fact

or Capacity Expansion

Classes Transparent to User Retryable Workloads Delayable Workloads Reduced Impact of Failure
Minimum | « It must be possible to significantly increase the capacity of the system to process application workload, regardless of which resource might limit | « None

Standards capacity, without violating the Basic Requirement.
Required | = Any risk or exposure of the application to failures, data integrity errors, or performance impacts during the expansion procedure.

Disclosures | Any exceptions in the system design, with quantified impacts and frequency.

» What, if anything, is required in the application itself to meet the standards?

Comparative
Measurements

*» What is the range of expansion that is possible ...
... without violating the Basic Requirement?

|

| » Duration and performance impact to complete an expansion.




Availability Factor

System Management Skills

Classes

Transparent to User Retryable Workloads

Delayable Workloads

Minimum |« Any human activity on the system that can cause a violation of the Basic Requirement must be protected by a meaningful warning and must be

Reduced Impact of Failure
« Capabilities should be consistent with features

Standards capable of limitation to certain users and must be logged automatically. listed under all other Factors, i.e. all such
features must include any required system
management issues as part of the cost and of
the impact of related events.

Required | * Staffing levels required to operate the system ...

Disclosures |*

Training (including time and costs) required to operate the system ...
Non-staff resources required to operate the system ...

... with the Basic Requirement.

Any exceptions in the system design, with quantified impacts and frequency.

... to achieve desired benefits.

Comparative
Measurements

EMPTY




Minimum Standards Transparent Retryable Delayable Reduced. Impact
to User Workloads Workloads of Failure
* No single HW/SW failure may cause a properly configured system to violate the Basic Requirement. X X X
* No single HW failure may cause an undetected data corruption in the database nor in an external communication X X
* No single SW failure may cause an undetected data corruption in the database nor in an external communication X X X
» The system must be capable of meeting the Basic Requirement, in spite of a power failure, given a commercially available backup X X X
power source.
* All HW repair actions on a properly configured system may be accomplished without violating the Basic Requirement. X X X
* All routine HW version upgrades (same form, fit, function) on a properly configured system may be accomplished without violating the X X
Basic Requirement
» Capabilities should be consistent with features listed under “HW Failure”, i.e. all such features must include the repair action as part of X
the failure impact
* All SW that is necessary for proper operation of the application must be replaceable for repair or routine upgrade (same external X X X
interfaces, defect repair only) without violating the Basic Requirement.
* All configuration parameters that are reasonably required to maintain effective operation of the application must be adjustable without X X X
violating the Basic Requirement. (A specific list should be developed, including performance tuning, network management, user
administration, security administration, operations policy administration, resource allocation, etc.)
» Capabilities should be consistent with features listed under “all other Factors”, i.e. all such features must include any required X
configuration changes as part of the failure or event impact.
« It must be possible to create a backup copy of the active database (including journal or audit files, catalogs, or other ancillary files) X X X
without violating the Basic Requirement. It must be possible to collect any information reasonably required to maintain effective
operation of the application without violating the Basic Requirement. (A specific list should be developed, including performance data,
status of backup components, error logs, etc.)
« It must be possible to significantly increase the capacity of the system to process application workload, regardless of which resource X X X
might limit capacity, without violating the Basic Requirement ...
« Any human activity on the system that can cause a violation of the Basic Requirement must be protected by a meaningful warning and X X X
must be capable of limitation to certain users and must be logged automatically.
» Capabilities should be consistent with features listed under all other Factors, i.e., all such features must include any required system X

management issues as part of the cost and of the impact of related events




Required Disclosures

Transparent
to User

Retryable
Workloads

Delayable
Workloads

Reduced Impact
of Failure

* Any exceptions (to the minimum standards) in the system design, with quantified impacts and frequency.

X

» What, if anything, is required in the application itself to meet the standards?

X

* Any cases where the system might lose its ability to recover from a HW/SW failure, but not report this condition to the user.

* Rate of user-reported HW/SW defects that violated minimum standards

XXX | X

XX ([ XX

 Types and predicted rates of HW failures that may cause an undetected data corruption in the database or in an external
communication.

* Cost of features to be evaluated

 What techniques are available to maintain a remote backup of the database?.

» What techniques are available to transfer the operation of the application to a remote site?.

 What techniques are available for major HW/SW version upgrades (new form, fit, function / new external interfaces, new function) to be
accomplished without violating the Basic Requirement?.

* Any risk or exposure of the application to failures, data integrity errors
during repairs

+ performance losses during repairs

+ performance impact during the changes

+ performance impact during maintenance operations

+ performance impact during the expansion procedures

X< X X X

X< X X X

>

» Which routine HW version upgrades (same form, fit, function) on a properly configured system cannot be accomplished without
violating the Basic Requirement?

XX X X

« Staffing levels required to operate the system ...
« Training (including time and costs) required to operate the system ...
* Non-staff resources required to operate the system ...

with the Basic Requirement.

« Staffing levels required to operate the system ...
« Training (including time and costs) required to operate the system ...
* Non-staff resources required to operate the system ...

to achieve desired benefits




Comparative Measurements

Transparent
to User

Retryable
Workloads

Delayable
Workloads

Reduced Impact
of Failure

« How long is the system susceptible to a second (unprotected) failure, i.e., while the first failure is detected and repaired?

X

X

X

X

* Frequency of failures that cause a recovery process.

X

X

* Frequency of failures that may cause a recovery process.

X

* Frequency of failures that remove a resource from the system

* Frequency of failures that benefit from each feature.

* Duration and performance impact of the recovery process

x| >

* How long can the system maintain the Basic Requirement during a power failure
with its backup power source?

* How fast can the system recover from a power failure?

» What is the performance impact of maintaining a remote backup of the database?

» What is the amount of time required to transfer the operation of the application to a remote site?

« How long is the system susceptible to an unprotected failure because of repair actions, routine HW/SW upgrades?

XXX |X|>X X

XXX |X|>X X

XX XXX XX

pa

» What is the duration and performance impact of representative HW/SW repair actions?
(a list should be established)

>

>

* How long does it take to create a backup of the database?

« Duration and performance impact to create a backup of the database

>

» What is the range of expansion that is possible ...
without violating the Basic Requirement?

* Duration and performance impact to complete an expansion

x| X<




