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2YHUYLHZ��(OHFWURQLF�(OHFWULFDO�5HOLDELOLW\
u :K\�GR�HOHFWULFDO�V\VWHPV�IDLO"

u :KDW�GRHVQ¶W�IDLO"��'R�WKH\�µZHDU�RXW¶"�

u /RQJ�WHUP�QRQ�RSHUDWLQJ�UHOLDELOLW\

u +RZ�GRHV�RQH�GHVLJQ�UHOLDEOH�HOHFWURQLF�V\VWHPV"

u 7KH�DXWRPRWLYH�ZRUOG��:LULQJ�+DUQHVVHV

u &RQFOXVLRQV��7+(�%,*�3,&785(
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:K\�GR�HOHFWULFDO�V\VWHPV�IDLO"
u 'ULIW�RI�FRPSRQHQW�SDUDPHWHUV

u (OHFWURPDJQHWLF�LQWHUIHUHQFH

u ³0HFKDQLFDO�)DLOXUHV´
� &RQQHFWRU�EUHDNDJH

� 6ROGHU�MRLQW�IDLOXUHV

� &RUURVLRQ

� 6KRFN�9LEUDWLRQ�6DQG�'XVW

u )DLOXUH�LQGXFHG�E\�WHPSHUDWXUH

u 7UDQVLHQW�HOHFWULFDO�VWUHVVHV
� (OHFWURVWDWLF�'LVFKDUJH��(6'�

� /LJKWQLQJ

u 5DGLDWLRQ
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:KDW�GRHVQ¶W�IDLO"��'R�WKH\�µZHDU�RXW¶"�
u %DWKWXE�FXUYH�DSSOLHV�WR�(OHFWULFDO�(OHFWURQLF
5HOLDELOLW\

u 2QH�FRXOG�DUJXH�WKDW�HOHFWULFDO�HOHFWURQLF�V\VWHPV�ZRQ¶W
UHDFK�WKH�ZHDU�RXW�VWDJH��VWDJH�,,,�
� H[FHSW�PD\EH�(OHFWURPLJUDWLRQ

� VRPH�FRPSRQHQWV�GR�ZHDU�RXW��HOHFWURO\WLF�FDSDFLWRUV�
HOHFWURPHFKDQLFDO�SDUWV

u (OHFWURPLJUDWLRQ���3KHQRPHQRQ�FDXVHG�E\�H[WUHPHO\
KLJK�FXUUHQW�GHQVLWLHV�LQ�RQ�FKLS�LQWHUFRQQHFWV��&DQ
UHVXOW�LQ�HLWKHU�RSHQ�RU�VKRUW�FLUFXLWV�LQ�H[WUHPH�FDVHV�



�

(OHFWURPLJUDWLRQ
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/RQJ�WHUP�QRQ�RSHUDWLQJ�UHOLDELOLW\
u 'RUPDQF\�FDQ�KDYH�DQ�HIIHFW�RQ�HOHFWURQLF�GHYLFHV

u 2IWHQ�YLHZHG�DV�QHJOLJLEOH��EXW�VRPH�VD\�LPSRUWDQW

u /RRNV�LPSRUWDQW�WR�PH��

7\SLFDO�3HUFHQWDJHV�RI�&DOHQGDU�7LPH�IRU�(TXLSPHQW�LQ�'RUPDQF\�>+DUULV������@
&DUV��SHUVRQDO�XVH� ���
7D[LV ���
6DIHW\�HTXLSPHQW ���
6WDQGE\�SRZHU !����
$LU�FRQGLWLRQLQJ ���������
%XLOW�LQ�WHVW�HTXLSPHQW ���
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/RQJ�WHUP�QRQ�RSHUDWLQJ�UHOLDELOLW\��FRQW��
u 'XULQJ�GRUPDQF\��WKH�IROORZLQJ�PD\�RFFXU�

� &RUURVLRQ

� 5DGLDWLRQ��DFFXPXODWLRQ�RI�DOSKD�SDUWLFOHV�
� 9LEUDWLRQ�([WUHPH�7HPSHUDWXUHV

± /RRVHQLQJ�RI�FRQQHFWRUV

± 'DPDJH�WR�SODVWLF�HQFDSVXODWHG�GHYLFHV
± 'HSRO\PHUL]DWLRQ�RI�SULQWHG�FLUFXLW�ERDUGV

± /RVV�RI�+HUPHWLFLW\
ª 0RLVWXUH

ª 2WKHU�FRQWDPLQDQWV

� (OHFWURVWDWLF�'LVFKDUJH��(6'�

� &RQWDPLQDWLRQ�LQGXFHG�SDUDPHWHU�GHJUDGDWLRQ

� ,Q�JHQHUDO��(QYLURQPHQWDO�IDFWRUV�



�

/RQJ�WHUP�QRQ�RSHUDWLQJ�UHOLDELOLW\��FRQW��

u /276�2)�%$'�7+,1*6�&$1�+$33(1���.QRZ�WKH
HQYLURQPHQW�WKDW�\RXU�GHYLFH�LV�JRLQJ�WR�EH�
� XVHG�LQ�

� VWRUHG�LQ�
� OD\�GRUPDQW�LQ�

�WKH�ERWWRP�OLQH�
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��'HVLJQ�3ULQFLSOHV�WR�IROORZ���
u 2Q�WKH�URDG�WR�DFKLHYLQJ�UHOLDEOH�HOHFWURQLF�V\VWHPV�
WKH�DXWRPRWLYH�KDQGERRN�VD\V�³'R�WKH�IROORZLQJ�´

� �3DUW�6HOHFWLRQ��&RQWURO��DQG�'HUDWLQJ

� �5HOLDEOH�&LUFXLW�'HVLJQ
� �5HGXQGDQF\

� �(QYLURQPHQWDO�'HVLJQ

� �+XPDQ�IDFWRUV�'HVLJQ

� �'HVLJQ�5HYLHZV



��

��'HVLJQ�3ULQFLSOHV�WR�IROORZ«���FRQW��
u 3DUW�6HOHFWLRQ��&RQWURO��DQG�'HUDWLQJ

� 5HOLDELOLW\�RI�HQG�LWHP�LV�GHSHQGHQW�XSRQ�WKH�HOHFWURQLF
EXLOGLQJ�EORFNV�WKDW�PDNH�LW�XS���3DUW�VHOHFWLRQ�FDQQRW�EH
RYHUHPSKDVL]HG�

� 7R�QDPH�D�IHZ��\RX�PXVW�FRQVLGHU�
± 3RZHU�GLVVLSDWLRQ

± 7KHUPDO�UHVLVWDQFH��KHDW�GLVVLSDWLRQ�

± 'HYLFH�SDUDPHWHU�GULIW�

± (WF««�

� 'HUDWLQJ���PDNLQJ�VXUH�RSHUDWLQJ�HQYLURQPHQWV�RI�FRPSRQHQWV
QHYHU�H[FHHG�WKHLU�VSHFLILHG�PD[LPXP�VWUHVV�OHYHOV�



��

��'HVLJQ�3ULQFLSOHV�WR�IROORZ«���FRQW��
u 5HOLDEOH�&LUFXLW�'HVLJQ

� 6LPSOLI\�GHVLJQV�DV�PXFK�DV�SRVVLEOH�
± 6LQFH�UHOLDELOLW\�LV�D�IXQFWLRQ�RI�FRPSOH[LW\��DQ\WKLQJ�WKDW�FDQ�EH�GRQH�WR
UHGXFH�FRPSOH[LW\�ZLOO��DV�D�UXOH��LQFUHDVH�UHOLDELOLW\

� 8VH�VWDQGDUG�FRPSRQHQWV�DQG�FLUFXLWV�ZKHQ�SRVVLEOH

� 7UDQVLHQW�DQG�RYHUVWUHVV�SURWHFWLRQ
± &RQVLGHU�WKH�HIIHFWV�RI�(0,��(6'��FDSDFLWDQFH��LQGXFWDQFH

� 3DUDPHWHU�GHJUDGDWLRQ�DQDO\VLV
± 3DUWV�DUH�NQRZQ�WR�FKDQJH�ZLWK�WLPH��PXVW�HQVXUH�WKDW�GLIIHUHQW
WROHUDQFHV�FDQ�QRW�FRPELQH�LQ�VXFK�D�ZD\�WKDW�LQWHUIHUHV�ZLWK�LQWHQGHG
IXQFWLRQ�



��

��'HVLJQ�3ULQFLSOHV�WR�IROORZ«���FRQW��
u 5HGXQGDQF\

� ,QFRUSRUDWH�ZKHQ�QHHGHG�

� $FWLYH�5HGXQGDQF\���HOHPHQWV�QRW�UHTXLUHG�WR�SHUIRUP�IXQFWLRQ
RI�GHWHFWLRQ��GHFLVLRQ�DQG�VZLWFKLQJ�ZKHQ�HOHPHQW�IDLOV�

� 6WDQGE\�5HGXQGDQF\���HOHPHQWV�DUH�UHTXLUHG�WR�GHWHFW��PDNH�D
GHFLVLRQ�DQG�VZLWFK�DV�UHSODFHPHQW�IRU�IDLOHG�HOHPHQW�
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��'HVLJQ�3ULQFLSOHV�WR�IROORZ«���FRQW��
u (QYLURQPHQW�'HVLJQ

� 7HPSHUDWXUH�SURWHFWLRQ
± +HDW�VLQNV��IDQV��WKHUPDO�FRQGXFWLRQ�SODQH�RQ�SULQWHG�FLUFXLW�ERDUGV�
OLTXLG�FRROLQJ�LI�VHYHUH�

� 6KRFN�DQG�YLEUDWLRQ�SURWHFWLRQ
± +HDY\�FRPSRQHQWV�VKRXOG�EH�VXSSRUWHG�PHFKDQLFDOO\�UDWKHU�WKDQ
FRPSOHWHO\�UHO\LQJ�RQ�VROGHU�FRQQHFWLRQV

± 6ROGHU�KDV�SRRU�IDWLJXH�SURSHUWLHV

� 0RLVWXUH�DQG�FKHPLFDO�SURWHFWLRQ

� 6DQG�DQG�GXVW�SURWHFWLRQ
� 9DULDEOH�HOHFWULF�VXSSO\

± 6SLNHV��(6'
± 2SHUDWRU�PLVXVH��LPSURSHU�SRZHULQJ�RI�DXWRPRELOH�EDWWHULHV

� 7UDQVLHQW�QRLVH�DQG�HOHFWURVWDWLF�SURWHFWLRQ
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��'HVLJQ�3ULQFLSOHV�WR�IROORZ«���FRQW��
u +XPDQ�)DFWRUV�'HVLJQ

� 3HRSOH�XVH�V\VWHPV��SHRSOH�FDXVH�SUREOHPV�
± 3HRSOH�RSHUDWH�V\VWHPV��SHRSOH�IL[�V\VWHPV

± 'HVLJQ�VR�IL[DEOH��XVDEOH��HWF��

u 'HVLJQ�5HYLHZV
� &ULWLFDO�DXGLWV�DLPHG�DW�DVVXULQJ�WKDW�WKH�PRVW�VDWLVIDFWRU\
GHVLJQ�KDV�EHHQ�VHOHFWHG�
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7KH�DXWRPRWLYH�ZRUOG��:LULQJ�+DUQHVVHV
u $XWRPRELOHV�SUHWW\�JRRG�ZLWK�GHDOLQJ
ZLWK�WKH�PDMRULW\�RI�HOHFWULFDO�SUREOHPV

u :LULQJ�KDUQHVVHV�PDLQO\�VXVFHSWLEOH�WR
IDLOXUH�IRU�³PHFKDQLFDO�UHDVRQV´
� 2SHQV�RU�VKRUWV�GXH�WR�SK\VLFDO�LQWHUUXSWLRQV

� 'DPDJH�GXULQJ�ZLULQJ�LQVWDOODWLRQ��SLHUFLQJ
ZLWK�VFUHZV�

� (QWUDSPHQW�E\�DQ�DGMDFHQW
FRPSRQHQW�GXULQJ�WRUTXH
GRZQ

� &KDILQJ�GXH�WR�RPLVVLRQ�RI
UHWDLQLQJ�FOLSV
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7KH�DXWRPRWLYH�ZRUOG��:LULQJ�+DUQHVVHV

u /DUJHVW�SRUWLRQV�RI
IDLOXUHV�GXH�WR�
� 6XSSOLHU�TXDOLW\

� 5RXWLQJ

� ,QVWDOODWLRQ
� 6HUYLFH

:LULQJ�+DUQHVV�)DLOXUH�0RGHV�&DXVHV

,QVWDOODWLRQ�
HUURUV�GXH�WR�
DVVHPEO\��

GHVLJQ�SUREOHPV
���

'HDOHU�VHUYLFLQJ
���

6XSSOLHU�TXDOLW\
���
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&RQFOXVLRQV��WKH�ELJ�SLFWXUH�
u $W�ILUVW�JODQFH��HOHFWURQLFV�LV�D�VDIH�PHGLXP�WR�EXLOG
VDIHW\�FULWLFDO�V\VWHPV�

u /LNH�PRVW�DVSHFWV�RI�HQJLQHHULQJ��WKHUH�DUH�D�EXQFK�RI
WKLQJV�WKDW�FDQ�JR�ZURQJ�
� 6RPH�HOHFWURQLF�FRPSRQHQWV�FDQ�ZHDU�RYHU�WLPH

� 2WKHUV�³ZHDU´�E\�KDYLQJ�WKHLU�FRPSRQHQW�SDUDPHWHUV�GULIW

u 6XEV\VWHPV�WHQG�WR�ZHDU�E\�FRUURVLRQ��IUDFWXUH�RI
FRQQHFWRUV��HWF�

u 1RQ�RSHUDWLQJ�IDLOXUHV�FDQ�EH�D�VLJQLILFDQW�SUREOHP

u ([SHULHQFH��PHWKRGRORJ\�DQG�IRUHWKRXJKW�DUH�WKH�NH\V
WR�GHVLJQLQJ�UHOLDEOH�(OHFWURQLF�V\VWHPV�


