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Lame Passwords Are Everywhere!
 PC World 2012 Top 20 passwords

password
123456
12345678
abc123
qwerty
monkey
letmein
dragon
111111
baseball
iloveyou
trustno1
1234567
sunshine
master
123123
welcome
shadow
ashley
football

 Top 30 cracked LinkedIn Passwords
link
1234
work
god
job
12345
angel
the
ilove
sex
jesus
connect
fu*k
monkey
123456
master
b*tch
d*ck
michael
jordan
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http://www.zdnet.co
m/top-25-common-

attackable-
passwords-stop-
using-ninja-and-

jesus-7000006373/

http://mashable.com/2012/0
6/08/linkedin-stolen-

passwords-list/
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Other Possible Internet Home Appliances
 A microwave oven that knows how to cook food

• Feed UPC to oven’s barcode reader and it looks up recipe

 An Internet washing machines
• Control & Monitor laundry

from smart phone App

 Internet fridge
• Contacts grocery store to re-order

 Internet sewing machine
• Design stitch patterns on an iPad
• Or download patterns from Web

http://www.sewingmachines.com.au/janome-
memorycraft-horizon-15000-sewing-machine.html

http://www.samsung.com/uk/consumer/home-
appliances/laundry/washing-machine/WF12F9E6P4W/EU
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Smart Homes/Offices – A good idea?

[Stammberger09]
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http://arstechnica.com/security/2014/0
7/crypto-weakness-in-smart-led-

lightbulbs-exposes-wi-fi-passwords/
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http://www.theregister.co.uk/2013/10/29/dont_b
rew_that_cuppa_your_kettle_could_be_a_spam

bot/

www.toprq.com/iphone
https://www.flickr.com/photos/andy

butkaj/1495901113
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Is Security An Issue For Embedded Systems?
 Potential problems are already there

• Modems that control embedded systems where “security” is an unlisted number
– Example: an unprotected modem controlling a high-voltage power transmission line 

(Shipley & Garfinkel, 2001)
• Stories of insider attacks on critical systems
• User-modified critical systems

– “Hot PROM” approach to modifying automotive engine controllers
• Mostly unpublicized – nobody wants to air their dirty laundry

– Jul 2009: “Meticulously prepared” attack from N. Korea against S. Korea & US
– Nov 2009: 60 Minutes reports two Brazilian power outages due to attacks

 But, why will this be different than, say, bank security?
• Beyond them being mostly 8- & 16-bit CPUs with no OS?
• Beyond controlling safety critical systems?
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Direct Attacks On Infrastructure
 SCADA systems – “Supervisory Control And Data Acquisition”

• Embedded computers that control factories, refineries, power plants, etc.
• Mostly they are Internet-Connected via a firewall

• 2003 – Slammer worm disables a safety monitoring system at Davis-Besse 
nuclear power plant in Ohio

– Access via contractor network connection that bypassed firewall



2012 released SCADA exploit scorecard
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http://www.wired.com/2012/01/scada-exploits/
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http://www.bbc.com/news/technology-30575104
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Risk Due To Attacks Is Increasing Over Time
 More systems are connected and possibly vulnerable
 Attacks are becoming more specifically targeted

• Potential consequences of attack escalating
• Symantec security tools detected

1.6M infections in 2008; 242% CAGR

ATTACK SPECIFICITY AND DAMAGE INCREASING AS CONNECTIVITY RISES
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[Emerson Electric, 2008]



https://community.freescale.com/community/the-embedded-
beat/blog/2012/08/27/securing-robotics-and-automated-systems

 (2012 info)
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https://icsmap.shodan.io/
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http://money.cnn.com/gallery/technology/security/2013/05/01/shodan-most-dangerous-internet-

searches/index.html
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http://money.cnn.com/gallery/technology/security/2013/05/01/shodan-most-dangerous-internet-

searches/index.html
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http://money.cnn.com/gallery/technology/security/2013/05/01/shodan-most-dangerous-internet-

searches/index.html
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Basic Security Concepts
 Confidentiality

• Information is kept secret from those who aren’t supposed to know it
• Privacy is a little different – it is more about association of information with an 

individual
 Integrity

• Unauthorized data alteration is detected (or prevented)
• Includes notion of authentication – making sure a node has proper permissions

 Availability
• Services are available when requested

 Embedded emphasis:
• Confidentiality often matters less for control systems
• Integrity matters a lot for safety critical systems
• Reliability might be more important than availability, but both matter
• (Every system is different; depends on user & context)
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Embedded-Specific Security Issues
 General Internet concerns apply

• But, there are some special embedded concerns too
• And, of course, embedded systems are much more cost sensitive!

 Real time sensitivity
• Even a transient denial of service attack can disrupt real-time operations
• Intrusion detection and reaction might be too slow

 Control vs. transactions
• Much of Internet security is based on transactions (e.g., web purchases)
• Many embedded systems emphasize real time continous process control

 Physical security
• Generally, the person owning the hardware is the good guy for Internet security
• Often, embedded systems are exposed to physical attack directly (e.g., smart 

card)
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Maintenance Issues

 Interfacing to Internet may force
need for embedded software update
• Security fixes
• Compatibility with evolving

middleware & network standards
• Alternately, enterprise systems may

have to drag 5 to 50 years of legacy
interfaces around with them(!)

 Who’s the sysadmin for your house?  For your car?
• Classical embedded systems were shipped with immutable software
• Need to perform configuration management requires sophisticated maintainers

– Can we trust automatic configuration management?
– Do you want vendors able to arbitrarily change software in “your” belongings?

• What happens when there is a software incompatibility?
– If the system stops working, whose responsibility is it to make it work?
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Myth: Techies Are Perfect Sysadmins
 Nov 2, 2009

http://gizmodo.com/5395645/dutch-hacker-holds-jailbroken-iphones-hostage-for-5-ransom-while-exposing-security-vulnerability
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Zombie Copy-Cats
 Don’t try this yourself… it is old and stale by now



25

Safety Criticality => Potential Release Of Energy

[Wired Blog Jan 11, 2008]



Security: Embedded Products “Want” an Internet Connection

http://static2.businessinsider.com/image/5266dc686bb3f78839059251-480/deviceforecast.jpg
http://metiscomm.com/the-internet-of-things-security-swiss-cheese/
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Just How Bad Could It Be?
 Consider the lowly thermostat

• Koopman, P., "Embedded System Security," IEEE Computer, July 2004. 
 Trends:

• Internet-enabled
• Connection to utility companies for grid load management

 Proliphix makes an Internet Thermostat
• But it we’re not saying that

system has these vulnerabilities!
…
however, we’re pretty sure some
existing systems would be
vulnerable to these types of
problems.
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Waste Energy Attack
 “I’m coming home” function

• Ability to tell thermostat to warm up/cool down house if you come home early 
from work, or return from a trip

• Save energy when you’re gone; have a comfy house when you return
• Implement via web interface or SMS gateway

 Attack: send a false “coming home” message
• Causes increase in utility bill for house owner
• If a widespread attack, causes increased US energy usage/cause grid failure
• Easily countered(?) – if designers think to do it!

– Note that playback attack is possible – more than just encryption of an unchanging 
message is required!
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Discomfort Attack
 Remotely activated energy saver function

• Remotely activated energy reduction to avoid grid overload
• Tell house “I’ll be home late”
• Saves energy / prevents grid overload when house empty

 Attack: send a false “energy saver” command
• Will designers think of this one?
• Some utilities broadcast energy saver commands via radio

– In some cases, air conditioning is completely disabled
– Is it secure??

• Consequences higher for individual than for waste energy attack
– Possibly broken pipes from freezing in winter
– Possibly injured/dead pets from overheating in summer
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Energy Auction Scenario
 What if power company optimizes energy use?

• Slightly adjust duty cycles to smooth load (pre-cool/pre-heat in anticipation of 
hotest/coldest daily temperatures)

• Offer everyone the chance to save money if they volunteer for slight cutbacks 
during peak times of day

• Avoid brownouts by implementing heat/cool duty cycle limits for everyone

 You could even do real time energy auctions
• Set thermostat by “dollars per day” instead of by temperature

– More dollars gives more comfort
• Power company adjusts energy cost continuously throughout day
• Thermostats manage house as a thermal reservoir
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Energy Auction Attacks
 What if someone broke into all the thermostats?

• Set dollar per day value to maximum, ignoring user settings
– Surprise! Next utility bill will be unpleasant

• Turn on all thermostats to maximum
– Could overload power grid

• Pulse all thermostats in a synchronized way
– Could synchronized transients destabilize the power grid?

 What if someone just broke into the auction server?
• If you set energy cost to nearly-free, everyone turns on at once to grab the cheap 

power

• Guess what – enterprise computer could have indirect control of thousands of 
embedded systems!

• Someday soon, almost “everything” will be “embedded,” at least indirectly

• Look at it as classical industrial safety – ask:
How can software directly or indirectly control the release of energy?



Example IoT Security Needs [IoT-A]
 Authentication

• Is this user OK?  Is that device I’m talking to OK?
 Authorization

• Which user can perform which functions on a device?
 Identity Management

• Which user is which?  Which device is which?
 Key Management

• Exchange of cryptographic keys; certificate management
 Trust & Reputation

• In a peer-to-peer system, trust based on past behavior
(might not be viable for Emerson systems)

In general this list is incomplete – as are many IoT Security lists!



Possible IoT-Specific Threats [Garcia 2013]
 Cloning of things / substitution after commissioning

• Unauthorized copy of a device (black market; gray market)
• Inferior or subverted copy can lead to reputation loss
• What if you let it connect to your cloud service?

 Eavesdropping
• Especially during commissioning (e.g., sending keys in the clear)

 Man in the middle
• Especially during commissioning to act as a malicious relay

 Firmware replacement
• Malicious content in an automatically pushed firmware update
• Malicious content in update installed by user (intentional or not)

 Privacy threat
• Can your competitor tell your factory production by counting number of 

encrypted messages sent from an area of your plant?

 Denial of service
• Battery drain; network overload



Example IoT Challenges
 Commissioning

• Already difficult – how do you know which node is which?
• Need to distribute cryptographic key information
• Need to manufacture and manage secret key information

 Establishing trust
• Two devices meet for the first time – how can they trust each other?
• A device meets a router for the first time – how can it trust the router if the 

device doesn’t have its own internet connection?
• Can you trust third parties with your key material?

 Revoking trust
• How do you revoke key material if there has been a compromise?
• How do you exclude a retired device to avoid key scavenging?

 Security updates
• How do you know that new patch/key update is authentic?

 Per-device feature activation
• Preventing privilege cloning

http://arcof72.com/pr
otecting-our-privacy/



Security Snake Oil (avoid these!)
 Secret system

• Security claims rest even in part on “we won’t tell you how
we do it” or “we have a proprietary algorithm”

• Good systems are secure even against the actual system designer
• Security should be based on the secret key (which means the

actual system designer can’t know the secret key in all devices)

 Technobabble
• Buzzwords don’t make you secure

 We’re “unbreakable”
• No, they’re not.  Best you can do is a sufficiently high cost to break

 Strong claims about weak systems
• What does the cryptography actually protect?

– 2008 hard drive used AES for encrypting the key – but only XOR data
• Are big keys sent in the clear?
• Does the manufacturer have a back door device key?

http://en.wikipedia.org/wiki/Snake_oil_(cryptography)

http://www.h-online.com/security/features/Enclosed-but-not-encrypted-746199.html
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Myth: Discipline Will Solve Security Worries
 Hacker’s can’t hurt your flight controls if the passenger laptops don’t 

“talk” to the flight controls
• Solution: don’t put a connection passengers and flight controls

• Do seat-back displays “talk” to flight controls?

Delta B757 
(Airbus is 
similar)



http://www.msnbc.msn.com/id/38790670/ns/technology_and_science-security/
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Would You Run Windows As In-Flight Software?
 Safety critical subsystems will be connected to external networks  

(directly or indirectly)
• (Do airplanes run Windows?   Or Linux?)

[Airbus 2004] Airbus 380 uses IP-based flight controls
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A-330 Running Internet Explorer
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Z`

Wargo & Chas, 2003, proposed Airbus A-380 architecture
Passenger laptops are 3 Firewalls away from flight controls!
Internet connects somewhere as well



Automotive Network Attacks
 CAN has no authentication

• You can cause problems
by spoofing CAN messages

42

[Koscher
2000]



43http://www.wired.com/2015/07/hackers-remotely-kill-
jeep-highway/

http://illmatics.com/Remote%20Car
%20Hacking.pdf
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Internet Pacemaker Anyone?

http://www.medtronic.com/carelink/patient/downloads/patient-brochure2712aEN3.pdf
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http://www.wired.com/2015/06/hackers-can-

send-fatal-doses-hospital-drug-pumps/



LG Smart TV Privacy Issue, Nov 2013
 Summary:

• LG TVs support “Smart Ads” by monitoring your viewing habits
• Turned off viewing data collection (on by default)
• But, TV still sent viewing information back to LG servers anyway
• AND, snooped file names on a USB flash drive and sent them in too

 LG Initial Response: “… as you
accepted the Terms and Conditions
on your TV, your concerns would be
best directed to the retailer. ”

 Further question: do you think Netflix
Streaming monitors your viewing
habits?
• They do!
• What happens with that info?

46
http://doctorbeet.blogspot.com.au/2013/11/lg-smart-tvs-logging-usb-filenames-and.html



47

Intellectual Property Protection
 How easy is it for someone to steal your design?

• Hardware design
• Software design

 Chip peels are no big deal
• Can recover hardware schematics from silicon
• Can recover software from memory
• “Tamper resistant” slows down attacks; doesn’t really stop them

http://www.scienceprog.com/safety-protection-guides-and-fact-about-microcontroller-you-should-know/
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Counterfeit Systems
 How do you know components are legitimate?

• Often chips fail to meet specifications, but are superficially the same function
• What if such a chip finds its way into a critical application?
• US Customs seizes perhaps 1-2million fake ICs per year (others get by)

 What if someone wants to clone your whole product?
• “Tamper-proofing” may help, but not if lots of money is to be made
• Clones might be built in part via scavanging authentic components
• Will need to have some way to authenticate and track serial numbers

http://www.eetimes.com/electronics-news/4229964/Chip-counterfeiting-case-exposes-defense-supply-chain-flaw?pageNumber=3



Example Security Pitfalls
 Security via obscurity

• Secret designs never stay secret

 Cheesy cryptography
• Use full-strength crypto & keys
• Kids: don’t try this at home

 Assuming tamper-proofing really works
• It mostly works, but chip peels aren’t that expensive

 Back doors, manufacturer passwords, master keys
• What will you do when someone finds out the master password?

 Using encryption when what you want is integrity
• Especially if you want to export a device (authentication is easier)

 Forgetting to plan for patches/updates
• Can you trust the owner to keep up with patches?  Who gets sued if they don’t?

 Forgetting that the owner of the device is an attacker
http://betterembsw.blogspot.com/2011/10/embedded-security-pitfalls.html

http://www.deseretnews.com/art
icle/865591266/Truck-driver-
crashes-through-airport-fence-

and-flees-on-foot-with-
passenger.html?pg=all



Security Big Picture
 Getting embedded security right is hard work

• Getting embedded-to-cloud security is harder

 Embedded security is immature
• Most security folks don’t understand embedded
• Most embedded systems folks don’t understand security
• Thus … there will be a lot of snake oil out there for a while

– Get some help sorting out the real stuff from the snake oil

 Have a Security Plan as part of your system design
• Security goals (how much security do you need?)
• Plausible attacks
• Failure criticality if attacks succeed
• Countermeasures to mitigate the most critical attacks
• Update & monitoring strategy



51

Summary
 Embedded Internet is more than just adding an Internet connection

• Embedded systems have different characteristics than desktop systems

 As difficult as security for desktop systems is, embedded might be 
harder
• Harsher operating environment
• Can have high consequences for failure
• Lower availability of trained maintenance personnel
• …

 This talk is largely motivation/horror stories
• Book chapter presents a more typical overview of security


