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ABSTRACT
Weaddresstheproblemof replayinganapplicationdialogbetween
two hosts. The ability to accuratelyreplayapplicationdialogsis
usefulin many security-orientedapplications,suchasreplayingan
exploit for forensicanalysisor demonstratinganexploit to a third
party.

A centralchallengein applicationdialogreplayis thatthedialog
intendedfor theoriginalhostwill likely notbeacceptedby another
without modi�cation. For example,thedialogmayincludeor rely
on statespeci�c to theoriginal hostsuchasits hostname,a known
cookie,etc. In suchcases,astraight-forwardbyte-by-bytereplayto
adifferenthostwith adifferentstate(e.g.,differenthostname)than
theoriginalobserveddialogparticipantwill likely fail. Thesestate-
dependentprotocol �elds mustbe updatedto re�ect the different
stateof thedifferenthostfor replayto succeed.

We formally de�ne the replayproblem. We presenta solution
which makesnovel useof programveri�cation techniquessuchas
theoremproving andweakestpre-condition.By employing these
techniques,wecreatethe�rst soundsolutionto thereplayproblem:
replaysucceedswheneverourapproachyieldsananswer. Previous
techniques,thoughuseful, are basedon unsoundheuristics. We
implementa prototypeof our techniquescalled Replayer, which
weuseto demonstratetheviability of ourapproach.

Categoriesand SubjectDescriptors
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NICATION NETWORKS
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1. INTRODUCTION
In many scenarios,it would be extremely useful to automati-

cally replayanapplicationdialogasseenby oneof theparticipants.
This problemis termedthe replayof applicationdialog [8]. Sce-
narioswhich bene�t from automaticapplicationdialog replayin-
cludedynamicallyanalyzingprogramsthroughrepeatedexecution
in uniqueenvironments,demonstratingobserved softwarevulner-
abilities to interestedparties,forensics,anddeterminingtherange
of softwareversionsvulnerableto anexploit.

However, as shown in [8], automaticreplay of an application
dialog is a challengingtask. A primary issueis that a success-
ful dialog may rely on statespeci�c to the participants,suchas
hostnames,sharedcookies,etc. Thesestate-speci�cprotocol�elds
causeproblemswhenreplayingthedialog to a differenthost. Cui
et.al. recentlyproposedusingmachinelearningto identify certain
�elds suchasIP addresses,hostnames,etc.,andthenmodify them
accordinglyto replay the applicationdialog [8]. They show that
theirapproachworksfor many interestingprotocols.However, this
approachis intrinsically heuristics-basedandcannotguaranteethe
correctnessof thereplay.

In this paper, we �rst developa formal de�nition for the replay
problem.Theformalde�nition providesnew insightinto theprob-
lem, and opensthe door to using formal techniquesto solve the
probleminsteadof relyingonheuristics.

Basedon our formal de�nition, we designanapproachto solve
the applicationreplay problemby making novel useof existing
programveri�cation techniques.At a high level, we �rst build a
symbolicformula of how the original hostprocessedthe applica-
tion dialog. We thenuseanoff-the-shelfdecisionprocedureto de-
riveaninput tailoredto adifferenthostfrom thesymbolicformula.
Thisapproachprovidesasoundsolutionto theapplicationprotocol
replayproblem. Unlike previous,heuristic-basedapproaches,our
approachis general,andcanhandleunanticipatedtypesof state-
dependentprotocol�elds.

For example,successfullyreplayinga dialogmayrequiremod-
ifying partsof the applicationdialog speci�c to the original host.
However, changingthe tracemay result in an inconsistentdialog,
e.g., check-sumson protocol messagesmay be incorrect. Thus,
automaticallydeterminingwhich partsof a dialogto change,auto-
matically changingthem,andsubsequentlymakingthe messages
consistentin anautomatedfashionis dif�cult. Our techniquescan



soundlyhandlesuchcases,while previouswork requiredmanually
applyingdomain-speci�cknowledge.

We describeand evaluateour implementationof Replayer, a
working prototypeof our approachfor automaticprotocolreplay.
We useReplayerto solve severalexamplesof theautomaticproto-
col replayproblem.

Speci�cally, thispapermakesthefollowing contributions:
� We provide the �rst formal de�nition of the generalreplay

problem.
� We show how to make novel useof the conceptof weakest

pre-conditionandtheoremproving to solve thereplayprob-
lem. Our adaptationof thesetechniquesresultsin the �rst
soundsolutionto thereplayproblem.

� Our approachis generaland enablessuccessfulreplay in
casesthatthepreviousapproachcouldnothandle.For exam-
ple, our replaycanhandleprotocolmessageswhich include
check-sums.

� We have implementedour approachin a systemcalledRe-
player. Ourexperimentsdemonstratetheviability of thisap-
proach.

2. PROBLEM STATEMENT

Example1 ProgramP
1: session.cookie:= counter
2: counter:= counter+ 1
3: send(session.cookie)
4: recv(request)
5: if (request.data.cookie!= session.cookie)then
6: fail()
7: elseif (request.data.hostname!= gethostname())then
8: fail()
9: elseif (request.cksum!= cksum(request.data))then

10: fail()
11: else
12: process(request)
13: end if

Consideran applicationdialog betweentwo hosts:an initiator
andhostA . Theproblemweaddressis how to replaytheinitiator's
sideof thenetwork dialogto anotherparty—hostB. For non-trivial
network protocols,it is insuf�cient to simply replaytheexactinput
sentby the initiator. Certainprotocol �elds must be updatedto
re�ect the stateof hostB for the replayedinput to have the same
effectonhostB asit did on thehostA.

Example1 demonstratesthreecommontypesof protocol�elds
thatmustbeupdatedto successfullyreplaya network dialog. The
�eld checkedon line 5 in theexampleis a cookie,which is anex-
ampleof asession-speci�c protocol�eld. Cookiesareopaquebyte
stringsgeneratedby onedialog participant,sentto the other, and
thenincludedin subsequentmessages.They areused,for example,
to identify a particularsessionor resource.Replayinga network
dialog requiresupdatingsession-speci�cprotocol �elds to match
theactualvaluethatwassentby hostB.

The�eld checkedonline 7 of Example1 is thehostnameof host
B. This is an exampleof a con�guration-speci�c protocol �eld.
This type of protocol �eld is normally �lled in usingknowledge
obtainedby someout-of-bandmechanism.Otherexamplesof such
stateareusercredentials,namesof sharedresources,etc. Replay-
ing a network dialogrequiresupdatingcon�guration-speci�cpro-
tocol �elds to re�ect thecon�gurationof hostB.

The �eld checked on line 9 of Example1 is a checksumover
the rest of the requestdata, including the cookie and host-name

Term De�nition
S Setof possibleprocessstates
sa;sb;so;sv 2 S Initial stateof hostA, hostB,

observer,andveri�er
sa;sb;so;sv 2 S Post-stateof host A, host B, observer,

andveri�er
I Setof possibleprocessinputs
ia; ib; io; iv 2 I Input sentto host A, host B, observer,

andveri�er
P : S� I ProgramexecutedonhostA, hostB,

observer,andveri�er
Q Setof possiblepost-conditions
q 2 Q Post-conditionthatis beingsatis�ed
F : S! Q Functionto de�ne apost-condition

Table1: Terminology

�elds. This is an exampleof a consistencyprotocol �eld. This
typeof protocol�eld is normally �lled in usingknowledgeof the
protocol.Anotherexampleof this typeof protocol�eld is a length
�eld—that is onespecifyingthe numberof bytesof oneor more
otherprotocol �elds. If replay requiresmodifying otherpartsof
themessageto re�ect hostB'sstate,thecorrespondingconsistency
�elds mustbeupdated.

We next provide a formal andgeneralde�nition of theprotocol
replayproblem,whichwill leadto a formalandgeneralsolution.

2.1 Formal De�nition
Wede�ne theproblemof applicationprotocolreplayasfollows.

Let Srepresentthespaceof possibleprocessstates,andI represent
the spaceof possiblenetwork inputs. A processwith states 2 S
andinput i 2 I , executinga deterministic1 programP : S� I ! S,
will resultin a post-states 2 S. Thestates includestheprogram
counter(the next instructionto be executedin the program),val-
uesof processorregistersandmemory, thestateof the�le system,
etc. The input i is datawritten into theprocessvia thenetwork 2.
For simplicity, the �nal states alsospeci�esthe outputproduced
duringtheexecution.

A processon hostA is executingthe programP. While in ini-
tial statesa, the processreceives input ia, and after continuing
executionof the program,reachesa later states a 2 S, for which
somepost-conditionq 2 Q is true, whereQ is the setof all post-
conditionsde�ned asQ = f BjB : S! f T;Fgg. Thatis, q(s a) = T.
Intuitively, thepost-conditionwill bea function that is true if and
only if theinputhasa“similar” effectonhostB asit did onhostA.
Wediscusshow to setthepost-conditionlaterin this section.

We wish to provide an input to Host B, who is alsorunninga
processexecutingprogramP, suchthat it reachesa states b that
satis�es the post-condition. I.e., suchthat q(s b) = T. However,
the processbeingrun by hostB will be in a different initial state
sb. As a result, the input ia seenby host A may not causethe
post-conditionto besatis�ed.Thatis, it maybethatq(P(sb; ia)) =
F. In Example1, the original input ia will have incorrectvalues
for thecookieandhostnameprotocol�elds, assumingthatstatesb
speci�esa differentcookieandhostname.Dependingon theexact
post-conditionq beingused,ia will likely notsatisfyq(P(sb; ia)) as
a result.

The protocolreplayproblemis to modify the previous input to

1In Section6.5we discusshow to dealwith nondeterminismsuch
asscheduling,otherinputs,etc.
2We refer to i asbeinga single input for simplicity. However, i
couldreferto multiplenetwork messages.
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Figure1: Our replaysetting.

reacha sb s.t. q(sb) = T. More speci�cally, the protocolreplay
problemis given input ia, a post-conditionq suchthatq(sa) = T,
andan initial statesb, �nd a new input ib suchthatq(P(sb; ib)) =
T.3

Settingthe post-condition Intuitively, thepost-conditionq is true
if andonly if thereplayeddialoghasa“similar” resultonhostB as
it did on hostA. Exactlywhat is meantby “similar” will vary, de-
pendingon thepurposeof performingapplicationprotocolreplay.

In our approach,we de�ne a function F : S ! Q. That is, F
takes the �nal statesa 2 S andreturnsthe post-conditionq 2 Q.
This formulationis illustratedin Figure1. F , in turn, is dictated
by the speci�c goal of the entity performingreplay. Naively, one
might specifyF to producea q that is satis�ed if andonly if the
�nal states is the exact �nal statethat was reachedby host A,
sa. However, sincethestatepotentiallyencapsulatesnot only ev-
ery memoryvalueof theprocess,but thestateof themachineit is
runningon,suchapostconditionis likely to beunsatis�able.

A genericreplayapplicationmayspecifyF to produceq that is
trueif andonly if sb includesthesameoutputassa. This typeof
F wouldbesuitablefor many applications,asit wouldresultin the
sameobservablebehavior onhostB aswasseenonhostA.

MorespecializedapplicationsmayuseamorespecializedF . For
example,oneof theapplicationsfor protocolreplayis to allow an
exploit to bereplayedto verify thata vulnerabilityexistsand/orto
furtherstudythevulnerability. For this application,F might be“q
returnsT if andonly if thesecuritypropertythatwasviolatedin s a
is alsoviolatedin sb,” with asecurityviolationsuchas“instruction
x overwritesreturnaddressatmemoryaddressy.”

3. OUR APPROACH
In thissectionwedescribethedesignof oursolutionto theappli-

cationprotocolreplayproblem.Throughoutthe remainderof this
paper, wereferto thehostthatreceivedtheoriginal inputastheob-
server, andthehostto whomweareattemptingto replaythatinput
astheveri�er. Oursolutionis illustratedin Figure2. We�rst create
a symbolicformula from theprogramP andthepost-conditionq.
Theresultingformularelatestheinputandtheinitial stateto the�-
nal programstate.We thensubstitutetheveri�er' s initial stateinto
theformula,andusea decisionprocedure to derive iv for replayto
theveri�er.

3.1 Creating Symbolic Formulas for Applica­
tion Replay

To replayan applicationdialog, we mustdeterminewhat con-
ditionsarenecessaryfor a hostto acceptthedialogandterminate

3In themostgeneralsense,wecouldalsoconsideralteringthepro-
gramP or thehostB's initial statesb. While theseapproachesmay
beusefulfor somespecializedapplications,wedonotaddressthem
in thiswork.

in the a �nal statesatisfyingthe post-condition.The programit-
self calculatesa function from the initial stateand input to a �-
nal state.This calculationcanbeexpressedasa symbolicformula
over the programstatespaceandthe input. We canfurther re�ne
thesymbolicformula to includeonly those�nal statesthatsatisfy
the post-condition.For example,the symbolicformula would in-
cludeclausesthatcheckfor self-consistency, the relationbetween
session-speci�cprotocol�elds, andrelationshipson thecon�gura-
tion state.

Therearemultipleapproachesfor computingasymbolicformula
that representsa hostacceptingthereplayeddialog. For example,
onepopularapproachfor this sortof problemis forwardsymbolic
execution[16]. Forward symbolic executionentails“executing”
the programon symbolic inputs,which resultsin a symbolicfor-
mulafor thatprogrampath.If wesymbolicallyexecuteall program
paths,wecouldcombinetheformulasfor eachprogrampathinto a
singleformulafor theentireprogram.We couldthenaugmentthe
symbolicformulafor theprogramsuchthattheformulais satis�ed
iff theprogramwouldacceptthereplayeddialog.

P
f

Calculate
Symbolic Decision

ProcedureFormula
q Sv

iv

Figure2: Our approach.

Our approach We take a differentapproach,wherewe compute
the weakestpre-conditionfor a programP to terminatein a state
satisfyingpost-conditionq. A weakestpre-conditionwith respect
to a post-conditionq is a Booleanformula that characterizesthe
inputsandinitial stateswhich resultin theprogramsatisfyingthe
post-condition.In our context, theweakestpre-conditionformula
characterizestheinputsandinitial statesthatwill causetheveri�er
to satisfy the desiredpost-condition. A satisfyingassignmentof
valuesto variablesin theweakestpre-conditionproducesaninput
thatallows theveri�er to reachthedesiredpost-state.

The advantageof usingthe weakestpre-conditionis that there
areknown methodsfor ef�ciently generatinga singleformulathat
considersmultiple executionpaths. In contrast,prior work em-
ploying forward symbolicexecutiongeneratesa separateformula
for eachexecutionpath.

More formally, theweakestpre-conditionwp(P;q) characterizes
all inputs to the programP that executionwill result in a termi-
natingstatesatisfyingq. At a high level, wp(P;q) is the weakest
pre-conditionon iv which implies executingP on iv from initial
statesv will terminatein astatesatisfyingq.
Computing the WeakestPre-Condition We computetheweak-
estpre-conditiononP by:



1. TranslateP into theguardedcommandlanguage(GCL). The
GCL program,denotedPg, is semanticallyequivilant to P,
but muchsimplerfor analysis.

2. Computetheweakestpre-conditionf = wp(Pg;q) in asyntax-
directedfashion.Theresultingformula f is a Booleanpred-
icateover (veri�er) programstatesandinputs.

3. Simplify the weakestpre-conditionso it is moreef�ciently
solvedby thedecisionprocedurein thenext step.

Translating to GCL To calculatethe weakestpre-conditionfor
a program,we must �rst de�ne how eachinstructionmay affect
programstate. To simplify this task,we �rst translatethe assem-
bly instructionsof P into asimpli�ed language,calledtheguarded
commandlanguage (GCL). The GCL hasa relatively small num-
ber of distinct instructions,makingit simpler to analyze.During
this transformation,we alsomake all implicit modi�cations to the
programstate,suchasprocessorstatus�ags, explicit. The result-
ing programPg is semanticallyequivalentto P, but canbereasoned
aboutin asyntax-directedmanner.

TheGCL languageconstructswe useareshown in Table2. Al-
thoughGCL may look unimpressive, it is suf�ciently expressive
for reasoningaboutcomplex programs[9, 10,13,15] 4. GCL is
quitesimpleto understand.Statementsin GCL mirror statements
in assembly, e.g.,store,load, assign,etc. Statementsconsistof a
side-effect freerhsexpression,andalhs locationto storetheresult.
The lhs is alwaysa variablename(i.e., a register)or memorylo-
cation(both stackandheaplocationsaretreateduniformly). A;B
denotesa sequencewherestatementA is executed,thenstatement
B. A2 B is a choicestatementwhereeitherA is executedor B, and
correspondslooselyto a conditionaljump statement.assumee as-
sumesa particular(side-effect free)expressionis true,andis used
to reasonaboutconditional jump predicates.skip is a semantic
no-op,andprovidedto make subsequentanalysissimpler. lhs:= e
denotesan assignmentof the expressione to location lhs. true
andfalse arethe logical constants(andwe alsoallow for normal
Booleanoperatorssuchasnegation(: )).

GCL isbestdemonstratedwith asimpleexample.Thestatement:

if (x < 0) thenx := x� 1 elsex := x+ 1;

is translatedas:

(assumex < 0;x := x� 1)2 (assume: (x < 0);x := x+ 1;)

Systemcallscanbetranslatedinto aseriesof assignmentsto spe-
cial variables.For example,input into the programvia the recv
systemcall canbe written asa seriesof assignmentsto memory
from input i , for i = 0 to len, wherelen is theparameterpassed
to thesystemcall specifyingthemaximumnumberof bytesread.

Likewise,datawritten into memoryby othersystemcalls,such
asgettimeofday , readsfrom �les or othersockets,etc., canbe
representedas assignmentsto memoryvia speciallynamedvari-
ables. The valuesof suchvariablescanbe consideredpart of the
initial statesv. We further discusshow to set thesevariablesin
Section3.2.
Computing the weakest pre-condition We computethe weak-
est pre-conditionfor Pg in a syntaxdirectedmanner. The rules
for computingthe weakest pre-conditionare shown in Table 2.
Most rulesareself-explanatory, e.g.,to calculatetheweakestpre-
condition
wp(A;B;Q), wecalculatewp(A;wp(B;Q)) . Similarly
wp(assumee;Q) � e) Q.

4TheGCL de�nesa few additionalcommandssuchasa do-while
loop,whichwedonotuse.

Theonetricky rule is for assignment,i.e.,calculatingwp(lhs:=
e;Q) wherelhs is a variablenameor memoryreferenceande is
an expression.The rule Q[lhs=e] speci�es that all occurrencesof
lhs in the post-conditionQ aresubstitutedfor e. If lhs is a vari-
able, then we substituteall occurrencesof lhs in Q for e. For
example,wp( j := i + 1; j < 3) � i + 1 < 3. However we must
take into accountany possiblememoryaliasingrelationshipswhen
lhs is a memoryreference. Considercomputingwp(mem[w] :=
e;mem[t] < 3). If t = w, thentheresultingweakestpre-conditionis
e < 3. If t 6= w, thenthis statementhasno effect andtheweakest
pre-conditionis mem[t] < 3. Therefore,theweakestpre-condition
for wp(mem[w] := e;mem[t] < 3) is

(if w = t theneelsemem[t]) < 3

Thecompleteweakestpre-conditioncalculationfor post-condition
x < 3 for ourpreviousexampleis:

wp((assumex < 0;x := x� 1)2 (assume: (x < 0);x := x+ 1;);

x < 3)

� (wp(assumex < 0;x := x� 1;x < 3)

^ wp(assume: (x < 0);x := x+ 1;x < 3))

� (x < 0 ) x� 1 < 3) ^ (: (x < 0) ) x+ 1 < 3)

3.2 Obtaining the veri�er' s initial state
To replayan input to the veri�er, we mustsubstitutethe initial

statesv into the symbolic formula beforewe canuseit to �nd a
satisfyinginput. Thereareseveralwaysthis statemaybeobtained
andrepresentedin thesymbolicformula,dependingon thetypeof
stateto beprovided,andtheparticularapplicationscenario.

Example2 GCL
1: session.cookie:= counter;
2: counter:= counter+ 1;
3: SENT:= session.cookie;
4: request:= INPUT;
5: assume(request.data.cookie!= session.cookie)) fail()

2 assume(request.data.cookie= session.cookie))
6: (assume(request.data.hostname!= HOSTNAME) ) fail()

2 assume(request.data.hostname= HOSTNAME) )
7: (assume(request.cksum!= cksum(request.data)) fail()

2 assume(request.cksum= cksum(request.data)))
8: process(request))))

We useExample2 asan illustrative example.Example2 is the
programfrom Example1 translatedinto GCL. Notice that the if
statementshavebeenconvertedto assume statementsandthatthe
systemcalls correspondingto send , recv , andgethostname
have beenconvertedto assignmentsto or from the specialvari-
ablesSENT, INPUT, andHOSTNAME, respectively. This example
is without computingthe weakestpre-condition,for greaterread-
ability.

In this exampletherearetwo partsof the veri�er' s initial state
thatareneededto satisfytheassume statements,andthereforeto
producea successfulreplay: thevalueof thecookie,andthevalue
of the hostname.We �rst show how the appropriatestatecanbe
obtainedif we have direct accessto the veri�er. We then show
how in many cases,including this one,the necessarystatecanbe
obtainedevenwhendirectaccessto theveri�er is unavailable,us-
ing a priori knowledge,andknowledgeinferredfrom theveri�er' s
output.

3.2.1 DirectAccess



A,B 2 GCL stmt ::= A;B
j assumee(e is anexpression)
j lhs:= e (lhs2 VARS S� I )
j A 2 B
j skip
j true j false

GCL stmt wp(stmt,Q)
assumee e ) Q
lhs:= e Q[lhs/e]
A; B wp(A, wp(B,Q))
A 2 B wp(A, Q) ^ wp(B,Q)

Table2: The guardedcommandlanguage(left), alongwith the correspondingweakestpreconditionpredicatetransformer (right).

Themoststraight-forwardmethodof obtainingtheveri�er' sstate
is to accessthe memory, registers,and systemcon�guration di-
rectly. In this Example2, the stateof memoryin sv includesthe
valueof session:cookie, allowing thecorrespondingprotocol�eld
to becorrectlyupdated.

In thisexample,thehostnameis derivedduringexecution,from
a systemcall. Hence,the initial valuesof memoryandregisters
areinsuf�cient to �nd this partof theveri�er' s state.However, we
canusedirectaccessto theveri�er to predictwhat thesystemcall
will return,andprovide thatvalueaspartof the initial state,asan
assignmentto HOSTNAME. For many systemcalls,includingthis
one,thereturnvaluecanbefoundsimplyby executingthatsystem
call in aseparateprocesson theveri�er.

3.2.2 Non­directaccess
Obtainingtheinitial stateis morechallengingif directaccessto

the veri�er is unavailable. However, in many casesthe necessary
statecanbeautomaticallyobtainedby analyzingpreviousoutputof
theveri�er, andusinga priori knowledge. In Example2, we can
obtainthevalueof thecookieusingoutputsentby theveri�er, and
wecanobtainthehostnameusinga priori knowledge.
Infer encefr om output In Section2, we describedthreetypes
of protocol �elds that must be updatedfor replay to be success-
ful: session-speci�c�elds, con�guration-speci�c �elds, andcon-
sistency �elds. Session-speci�c�elds cantypically beupdatedus-
ing only stateinferredfrom outputof theveri�er.

In Example2, session.cookie is anexampleof suchstate.
By inspection,clearly if we know the value sentby the veri�er,
SENT, we caninfer thevalueof session.cookie . If we sub-
stitute the variable SENT with x, where x is the value actually
sent,thenthedecisionprocedurewill likewisebeableto infer that
session.cookie = x, andfurther that INPUTi = x, wherei is
theoffsetof thecookie�eld.

A minor caveat to this approachis that SENT will not appear
directly in the weakest pre-condition. Therefore,to derive state
from theoutputin this way, we mustincorporatetheweakestpre-
conditionof the correspondingoutputvariablesinto the symbolic
formulaprovidedto thedecisionprocedure.
A priori knowledge Con�guration-speci�cprotocol�elds some-
timescannotbederiveddirectlyfrom theoutputof theveri�er, asis
thecasewith thehostname �eld in Example2. In this example,
a client musthave a priori knowledgeof thehostname,or beable
to �nd it by someout-of-bandmeans.

Wecanhandlesomeof thesecasesby modelingsystemcallsthat
readcon�gurationstate,aswe do with thecall to gethostname
in Example2. Whensucha variableappearsin thesymbolicfor-
mula,we canattemptto �nd its valueby someout-of-bandmeans.
In thiscase,wecouldperformareverseDNSlookupof theremote
host,andusethatdatato provide anassignmentto HOSTNAMEin
oursymbolicformula.

As in thepreviouscase,we mustaugmentthesymbolicformula
with the weakestpre-conditionof any suchsystemcalls we want

to handle,becausethey will notappeardirectly in theweakestpre-
conditionof thepost-condition.

3.3 Finding a satisfying input
The outputof the weakest-preconditionphaseis a booleanfor-

mula f overprogramstatess2 Sandinputvariablesi 2 I . Wethen
assignvaluesto thestatevariabless from theveri�er' s initial state
sv, asdiscussedin the previous section. We thenusean off-the-
shelf decisionprocedure to provide an exampleassignmenti sat-
isfying theweakestpre-condition.This i will resultin a post-state
thatsatis�esthepost-condition.

Thedecisionprocedureprovidessuchanassignmentif oneexists
given initial statesv. Otherwise,the decisionprocedurereturns
that the formula f with the statevariablesspeci�ed by sv is not
satis�able.

If thedecisionprocedurereturnsanassignment,theinput iv can
bedirectlyconstructedusingtheassignmentsto theinputvariables.
Again, becausewe areusingsoundtechniques,suchan input will
satisfythepostcondition.

In mostcases,we will not beableto incorporateevery possible
executionpathinto thesymbolicformula. We furtherdiscusshow
weboundtheprogrambeforecomputingtheweakestpre-condition
in Section4.2.2. If thedecisionprocedureis not ableto �nd a sat-
isfying assignmentto the formula, it may still be satis�able via
anexecutionpathnot includedin theformula. If desiredwe could
backtrackandbuild aboundedprogramthatincludesadditionalex-
ecutionpaths,andtry again. Noteagain thatbecausetheremaybe
in�nite pathsin the full program,it is possiblethat we will never
�nd a satisfyinginput regardlessof how many pathswe addto the
boundedprogram. This is unsurprising,sincein the generalcase
one could easily constructa programand post-conditionwhere
�nding a satisfyinginput can be reducedto decidingthe halting
problem.

Finally, thereareof coursecasesin which no input will satisfy
thepost-conditiongiventhe initial state.For example,theveri�er
couldbecon�guredto notacceptany incomingconnection.

4. IMPLEMENT ATION
We have implementeda proof-of-conceptof our approachin a

tool calledReplayer. We describetherelevant implementationde-
tails in this section.

4.1 Trace recorder
WeuseValgrind[21] to producetheexecutiontraceT. Valgrind

is an opensourcedynamicbinary rewriting tool. Our choicewas
madefor convenience,many othertoolsalsoproducetraces[5,20,
25]. We wrote a Valgrind plug-in that producesa log of the �rst
addressof eachbasicblockexecuted.

4.2 SymbolicFormula Generator
Wehavebuilt ananalyzerthatreadsin thebinaryprogramP and

theexecutiontraceT, andoutputsthecorrespondingweakestpre-
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conditionformula.Thecodebasefor theanalyzeris approximately
19,000linesof C++ code.Thecodehasseveralmodules.

4.2.1 Disassemblermodule
The disassemblermodule is an extensionof [6]. This mod-

ule is responsiblefor disassemblingthebasicblocksloggedin the
traceandconvertingtheassemblyinto anunambiguousintermedi-
aterepresentation.Translatingto the intermediaterepresentation,
althoughstraight-forward, requiresus to explicitly model the ef-
fects of over�ow, under�ow, sign extension,etc. We simpli�ed
this taskby �rst usingValgrind's libVEX to translatetheassembly
instructionsto VEX—Valgrind's intermediaterepresentation,thus
saving us from having to specifyevery IA-32 instruction. How-
ever, sinceVEX is designedto generateef�cient executablecode
ratherthaneasilyanalyzablecode,wetransformedVEX to ourown
simplerintermediaterepresentation.In particular, processorstatus
�ags in VEX areupdatedat run-timejustbeforethey areaccessed.
In our IR, status�ags areinsteadupdatedexplicitly.

Oneadditionalproblemwe mustdealwith is memoryreadsand
writes,someof which maybeunaligned.We call a memoryread
unalignedif it doesn't correspondto anatomicwrite. For example,
considera 32-bit write to memory locations1-4. A subsequent
readof byte 2 is unaligned.To addressthis, we post-processthe
assemblysoall writesandreadsaresinglebytes,e.g.,a32-bitwrite
becomes4 8-bit writes.

4.2.2 Boundingmodule
Thereare a large numberof possibleexecutionpathsthrough

mostprograms;in�nitely many if the programdoesnot halt. To
reasonabouta programat all, we mustconvert theprogramto one
thathasa �nite numberof executionpaths.A commontechnique
for doingthis is to boundthenumberof timeseachloop in thepro-
gramexecutes,while addinganadditionalcheckto ensurethatex-
ecutionsthatwouldhaveexecutedaloopagreaternumberof times
arenot considered.Any reasoningover a programtransformedin
thisway is still sound, but maynotbecompletesincenotall possi-
bleexecutionpathsareconsidered.

We employ this technique,transformingtheoriginal programP
into a modi�ed programP0. Further, we useanexecutiontraceT
of theexecutionpathfollowedby theobserver asit processedthe
original input io to helpdeterminehowto boundtheprogram.

We alreadyknow that a processexecutingP, with initial state
so will reacha post-statethat satis�es the post-condition(by def-
inition), following the executionpathspeci�ed in T. Intuitively,
it is likely that the programcan reacha post-statesatisfyingthe
post-conditionby following anidenticalor similar executionpath,
evenwhenstartingin adifferentinitial statesv. Therefore,it makes
senseto boundtheprogramto executionpathssimilar to thatin T.
Wecall this trace-guidedbounding.

In our implementation,trace-guidedboundingboundsthe pro-

gram to follow the exact executionpath from the traceT. This
resultsin themostscalable,but theleastcompletesolution.There-
fore, it may be desirableto alsoconsidersimilar executionpaths.
For example,onemight considerallowing loopsto be executedn
greateror fewer timesthanthey wereexecutedin thetraceT. One
mightalsoconsiderexecutionswherealternatepathsof “diamond”
structuresin the control �o w graphare executed. For example,
by inspectionit makeslittle differencewhethertheif or theelse
clauseisexecutedin if (input > 3) printf(``foo'');
else printf(``bar''); .

In our currentimplementation,we boundtheprogramto follow
the exact pathspeci�ed in T. We build a programconsistingof
the concatenationof eachinstructionexecutedin the traceT. All
conditionaland indirect jumps are replacedwith direct jumps to
thedestinationthey jumpedto in thetraceT. To ensuresoundness,
we lateraddthecorrespondingconditionfrom eachjump (or cal-
culationin thecaseof anindirectjump) to thepost-condition,thus
ensuringthatwe only considerinputsthatwould actuallyresultin
thisexecutionpath.

4.2.3 Weakestpre­conditionmodule
The weakest pre-conditionmodule translatesthe intermediate

representationinto the guardedcommandlanguagefrom Table2.
Theweakestpre-conditionmoduleimplementsthepredicatetrans-
formersshown in Table2. This codetakesasinput the GCL and
anarbitrarypost-condition,andoutputsthecorrespondingweakest
pre-conditionformula.

4.2.4 Simpli�cation module
After computingtheweakestprecondition,themodelconsistsof

asingle,relatively large,formula.Weperformanumberof simpli-
�cations on this formula to reducethesizeof themodel. Smaller
modelsare easierfor the decisionprocedure(describednext) to
reasonabout.

Weperform:

� Arithmetic simpli�cation and re-association.For example,
the expression4+ esp+ 4 < e would be simpli�ed to 8+
esp < e. Arithmetic simpli�cation andre-associationleaves
arithmeticexpressionsasasum-of-products.

� Booleansimpli�cation. Forexample,many memoryaccesses
areaconstantoffsetfrom thestackpointer—esp on theIA-
32 architecture.As a result, the conditionsin many of the
if-then-else clausesthat test for memoryaliasingare
of the form esp+ x = esp+ y, wherex andy areconstants.
Obviously, sucha conditionis true if andonly if x = y, al-
lowing usto simplify away theif-then-else .

� Commonsub-expressionelimination.For example,consider
the formula a+ 2 < 3^ a+ 2 < 3. We eliminatecommon
sub-expressionsvia a let binding,e.g.,let t = a+ 2 <
3 in t ^ t, whichresultsin a+ 2 < 3 beingconsideredonly



onceby thedecisionprocedure.NotethatapplyingBoolean
simpli�cation will further reducethe formula to let t =
a+ 2 < 3 in t.

We have found thesesimpleoptimizationsto be extremelyim-
portant.In many testcasessimpli�cation reducedtimespentin the
decisionprocedureby ordersof magnitude.Our runningexample
is simpli�ed as:

(x < 0 ) x < 4) ^ (: (x < 0) ) x < 2)

Note that the above formula could be further simpli�ed, but we
leavesuchsimpli�cation asfuturework.

4.3 ReplayEngine
StateExtractor For simplicity, we usethedirect-accessmethod
of �nding theveri�er' s state,asdescribedin Section3.2. Thestate
extractorusesptraceto readthestatesv of memoryandregistersof
theprocessrunningprogramP at thepoint whereP is waiting for
input (e.g. blockedona read systemcall).

The Replayermodulesubstitutesthe statesv into the weakest
pre-conditionwp(P;q), andrunsthesimpli�cation moduleagain. It
thentranslatestheweakestpre-conditioninto theappropriatesyn-
tax for adecisionprocedure.
DecisionProcedure Thedecisionprocedureis amodularcompo-
nent,andwecouldin theoryuseany off-the-shelfproduct.Wecur-
rently useSTP[14], a decisionprocedurethatspecializesin mod-
eling bit-vectors. After translation,the moduleasksthe decision
procedurefor a satisfyingassignmentof valuesto input variables.
The decisionprocedurewill eitheroutputa satisfyinginput iv for
statesv, or outputthattheredoesnotexist suchaninput.

Whenasatisfyinginput is found,wereplaythenew input iv and
verify thatthepost-conditionis satis�ed.Thisstepservesasaself-
checkof our implementation.

5. EVALUATION
We evaluateReplayeron severalvariationsof Example1. Each

test is compiledasan unoptimizedC program. We specifyF as
“executionreachesprocess(request)”.In eachtest,we take theini-
tial stateat the point of the recvat line 4. We take the �nal state
at thepointwhereprocess(request) is calledat line 12. Our
measurementsareperformedon a machinerunningUbuntuLinux
version5, with aPentium4 2.20GHzCPU,and1 GB of RAM.

Whenmeasuringperformance,we considertwo steps.The�rst
stepis to build andsimplify thesymbolicformula.Thisstepneeds
to be performedonly onceto replay a particularobserved input
io. Themodelcanthenbeusedto replaythe input to any number
of veri�ers. The secondstepis to substitutethe initial stateof a
particularveri�er into the model,performingany additionalsim-
pli�cation of the model,andusethe decisionprocedureto �nd a
satisfyinginput. Thesecondstepmustbeperformedeachtime the
input is replayedto a veri�er with a differentinitial state.We also
provide thenumberof instructionsin theexecutable.Notethatthe
sizeof the tracecanexceedthe numberof instructionsasthe in-
structiontracemayincludeasingleinstructionmultipletimes,e.g.,
for whena loop is executed.
Simpli�cation effectiveness Naturally, if wewantto replayanin-
put morethanonce,it paysto pre-processthesymbolicformulaas
muchaspossible,to minimize theperformanceoverheadof solv-
ing thesymbolicformula.Weevaluatetheperformancefor several
strategies,beginningwith thenaive approachof convertingtheen-
tire GCL programcorrespondingto the traceto the languageof
the theoremprover, instructionby instruction. We show that per-
formanceis greatly improved by insteadcomputingthe weakest

pre-condition,andis further improvedby simplifying theweakest
pre-conditionformula.

We considera versionof Example1 with only the test for the
cookie�eld enabled.Here,thecookie�eld is a four-byte integer.
Keepin mind thatwhile this exampleis very simpleat thesource
codelevel, theobjectcodeis signi�cantly morecomplex.

In Table3, we compareour performancewhenconverting the
entireGCL versionof the programinto the decisionprocedure's
language,wheninsteadcomputingtheweakestpre-conditionover
theGCL program,andwhenperformingour additionalsimpli�ca-
tionsover theweakestpre-conditionformula.

As expected,theformularesultingfrom computingtheweakest
pre-conditionis muchmoreef�ciently solvedby thedecisionpro-
cedurethantheformularesultingfrom thefull GCL program.The
weakestpre-conditionformulatakesroughlyonethird thetime for
thedecisionprocedureto solve.

Interestingly, oursimpli�cation moduleimprovestheperformance
of solving the �nal formulaby two ordersof magnitude.Further,
the time to generate the formula in the �rst place is greatly re-
duced.This is becauseweperformsimpli�cation ontheintermedi-
ateformsof theformulaaswecalculatetheweakestpre-condition,
reducingthe complexity of computingthe weakestpre-condition
itself. Someof thesesimpli�cation techniquescouldbebuilt into
decisionprocedures.5

Updating a checksum We next enabledthecheckfor thecheck-
sum,in additionto the checkfor the cookie. Hence,becausethe
replayermustupdatethecookie,it mustalsoupdatethechecksum.
In our program,the checksumis the integer additionof the data.
We evaluateperformanceusinga 16 bytechecksum(4 integerad-
ditions), andan 80 byte checksum(20 integer additions). An ad-
vantageof our approachover machine-learningbasedapproaches
suchasRoleplayer[8] is thatwecanreplayprotocolsthathavesuch
relationships,without needingto know the exact algorithmahead
of time.

Table 4 shows the execution time for eachReplayerstep for
whenonly the cookiecheckis enabled(sameas in Table3), for
when the checksumis computedover 16 bytesof input, and for
whenthe checksumis computedover 80 bytesof input. As one
would expect, the checksumcomputationsigni�cantly increases
the complexity of the generatedformula. Replayerhandleseach
of thesecasesin a reasonableamountof time, thoughfurtherwork
will beneededto scaleReplayerto largerformulas.

We have demonstratedthe validity of our approachandof our
implementationprototype.While furtherwork is necessaryfor our
approachto scale,we believe thatour initial resultsarepromising.
We discusssomepossiblestrategies to improve the scalabilityof
ourapproachin Section6.6.

6. DISCUSSION

6.1 Preserving similarity to the original input
Replayeris designedto soundlyaddressthe problemformula-

tion givenin Section2. Thatis, Replayerproducesaninput iv that
will replayandreachthe desired�nal statesatisfyingthe desired
post-condition.Whetheror not theproducediv resemblestheorig-
inal input io dependscompletelyon the post-condition.Here,we
discusshow thepost-conditioncanbespeci�edsothatio andiv are
textually similar.

5Shortlyafter this writing, theauthorsof theSTPdecisionproce-
duredid implementadditionalsimpli�cations insideSTPbasedon
our feedback,greatly improving its performancein theseexperi-
ments.



Building the Formula (s) Total time to solve formula (s)
Full GCL program .944 34.4
WPwithoutsimpli�cation 12.2 11.3
WPwith simpli�cation 1.15 0.142

Table3: Performanceimpr ovementsfr om weakestpre-conditionand simpli�cations

Cookie Cookie Cookie
only + 16byte checksum + 80byte checksum

Executablesize(w and w/o glibc) 87188/329 87188/329 87188/329
IA-32 instructions in trace 35 84 229

1. Trace to GCL (s) .901 .947 .892
2. ComputeWP (s) .205 7.92 355

Total time to build formula (1+2) (s) 1.106 8.867 356

3. Substituteand resimplify (s) .029 .652 7.54
4. Translate to decisionprocedure (s) .013 .142 2.02

5. Computedecisionprocedure (STP) (s) 0.10 .95 5.73
Total time to solve formula (3+4+5)(s) .142 1.744 15.29

Table4: Checksumreplayperformance.

For example,supposethat the original input io is a messageto
an SMTP server that causesthe SMTP server to sendan email
message.Supposethe post-conditiononly speci�esthat the input
shouldtrigger a messageon the veri�er host. Using our current
approach,we would be likely to generatean iv that also causes
an SMTP server to sendan email message,but the body of that
messagewould likely begibberish,ratherthanthecontentsof the
messagein io. In general,specifyinga F that, for messagesin
any possiblenetwork protocol,generatesaq thatspeci�esthativ is
entirelysemanticallyequivalentto io is impossible.

Thereareseveral techniquesfor creatinga post-conditionsuch
that io andiv aretextually similar. Eachtechniqueconstraints the
input variablesfor non-state-dependentprotocol �elds to be the
valuethatthey tookon in io, thusonly allowing thedecisionproce-
dureto selectnew valuesfor thestate-dependentprotocol�elds.

Thechallengeto accomplishthis is thatwe would needto iden-
tify whichpartsof theinputcorrespondto state-dependentprotocol
�elds. Thereareseveral techniqueswe coulduseto do this. Note
thatwhicheverbytesof theinputwechooseto constrain,thesystem
is still sound. However, every additionalconstraintrisks causing
thesymbolicformula to becomeunsatis�able. In particular, if we
mistakenlyconstrainastate-dependentprotocol�eld to its original
value,of coursewewill beunableto �nd asatisfyinginput.

Thereare several techniqueswe can useto heuristicallyiden-
tify which bytesof the input do not correspondto state-dependent
�elds, andmayhencebesafelyconstrained.First,wecanof course
constrainany input bytesthatdo not appearat all in our symbolic
formula, without reducingthe completenessof the symbolic for-
mula. Unfortunately, suchbyteswill not exist in mostprotocols.
For example, in a text-basedprotocol, even input bytesthat are
otherwiseignoredby theprogramwill likely beconstrainedby the
symbolicformulato not beNULL. Hence,this techniqueof identi-
fying constrainedbytesis not likely to beusefulin practice.

A morepromisingtechniqueis to identify the state-dependent
�elds, andconsistency �elds, andthenconstraintherestof the in-
put. For example:

� Session-speci�c�elds , suchascookies,arecharacterizedby
the programsendingdataderived from someinternal state
(e.g., a savedcookie),andlatercomparingthatinternalstate
to subsequentinput.

� Con�guration-speci�c �elds , suchas the nameof a host,
may be comparedwith data derived from anothersystem
call— e.g., readinga con�guration �le. Another possibil-
ity is thattheinputdatais passedasaparameterto asystem
call— e.g. to openaspeci�ed�le.

� Consistency�elds , suchasacheck-sum,resultin anexpres-
sion in the symbolic formula comparinga relatively small
protocol�eld, e.g. a check-sum,with anexpressioninvolv-
ing a relatively large protocol �eld, e.g., the restof the re-
quest.

Anothertechniqueis to usean iterative greedyalgorithmto de-
terminewhich partsof the input canremainthesameasio. First,
we would usethe decisionprocedureto �nd a satisfyinginput iv
as before. We would then attemptto constrainone of the input
variablesto have thesamevalueasin io, andtry again. If thedeci-
sionproceduresucceeds,wecancontinueto constrainthatvariable
to have thesamevalueasin io, otherwiseweun-constrainit again.
Wecancontinuethisprocessuntil nomorebytescanbeconstrained
withoutcausingthedecisionprocedureto fail.

Thegreedypartof thisapproachstemsfrom theorderto attempt
to constrainthe input bytes. Supposethe messagehasa consis-
tency �eld suchasa check-sum.While it maybepossibleto keep
theconsistency �eld valuefrom theoriginal inputandallow thede-
cisionprocedureto �nd new valuesfor thedata�elds, it would be
preferableto keepthedata�eld valuesfrom theoriginal input and
derive a new consistentvaluefor theconsistency �eld. To encour-
agethisproperty, wegreedilypreferto constrainbytesthatappears
on the othersideof a comparisonoperatoras the fewestnumber
of otherinput variablesin the Booleanformula. Thusif we have
cksum= a+ b+ c+ d, we would preferto constraina throughd
beforecksum.

We leave implementingandevaluatingthesetechniquesas fu-
ture work. If successful,thesetechniquescould greatly increase
Replayer's ability to actasa genericprotocolreplaytool, by help-
ing preserveany hiddensemanticsof thereplayedmessage.

6.2 Generatingan observer­independent
protocol replayengine

In our currentsolution,we usethepost-states o andtheexecu-
tion traceT obtainedby monitoringtheobserverasit processesthe



original input io. In somereplayapplications,this informationmay
notbeavailable.In particular, it wouldbeusefulto replayaninput
obtainedfrom a loggednetwork trace.

Wemaybeabletobuild areplaysystemthatcanreplaymessages
of a particularprotocol,afterobservingandbuilding symbolicfor-
mulasfor mostof the distinct typesof messagesin that protocol.
Assumingwe areableto identify which �elds arestate-dependent
usingthe techniquesdescribedin Section6.1, we could constrain
thenon-state-dependentvariablesto thevaluesof someotherinput
i2 to replay that input. To build a tool to replayany messageof
a particularprotocolin this way, we would alsoneedsomemech-
anismto determinewhich of our symbolicformulasto employ to
replayaparticularinput. Onewayof doingthis is to build asigna-
ture of eachtypeof messagewhengeneratingthe initial symbolic
formulas. We canbuild thesesignaturesusingsimilar techniques
to thosedescribedin [6]. That is, given the original observed s o
and input io, we determinewhich partsof the input must remain
thesameto satisfytheformula. Thebytesthatcannotchangewill
typically correspondto protocolkeywords,which identify thetype
of messagebeingsent.Theseprotocolkeywordscanbebuilt into a
signature,which canlaterbeusedto identify subsequentinputsof
thesamemessagetype.

6.3 Differ ent program versions
In our currentdesign,we assumethat observer andthe veri�er

are running the exact sameprogram,P. In practice,we may be
ableto replayto a veri�er that is runninga differentprogramP0,
if P0 behavesasP in externally observableways. This will often
bethecasefor two slightly differentversionsof thesameprogram,
or perhapsevenfor two independentlydevelopedprogramsimple-
mentingthesameprotocol.

Directaccessto thememoryandregistersof theveri�er process
areunlikely to be useful in supplyingthe initial states0, because
P0 will have a differentmemoryandregisterallocation.However,
if thenecessarystatecanbeinferredfrom theveri�er' s outputand
from apriori knowledgeasdescribedin Section3.2,andif thepro-
gramP0 implementsthesameprotocolspeci�cationasP, aninput
iv derivedfrom oursymbolicformulais likely to resultin thesame
externallyobservablebehavior on theveri�er asio did on theob-
server.

6.4 Complexity of �nding a satisfying input
Thegeneralproblemof �nding aninputthatsatis�esanarbitrary

post-conditioncan easily be shown to be undecidable.E.g. the
post-conditioncouldbe“Programoutputs1 iff f(sv, iv) producesa
programthathalts.” Naturally, we do not claim to beableto solve
theproblemfor suchpost-conditions.In practice,we expectmost
usefulpost-conditionsto berelatively simple,suchastheexamples
givenin Section2.

Likewise,evenasimplepost-conditionsuchas“executionreaches
thesame�nal eip asspeci�ed in so” couldbe thwartedby a pro-
gramthat, for example,checkswhethera cryptographicpseudo-
randomfunctioncomputedon the input iv is equalto thestatesv.
However, for mostprograms,onewouldnotexpecttheproblemof
�nding aninput to causethatprogramto reacha desired�nal state
to intentionallybemadeinto ahardproblem.With few exceptions,
programsaredesignedso that inputscaneasilybe constructedto
causeaprogramto reachadesiredstate.

Note thathandlingcommoncasesof cryptographicfunctionsis
not fundamentallydif�cult. For example,supposethat a protocol
�eld of theinputmustincludeacorrectcryptographicmessageau-
thenticationcode(MAC) of therestof theinput. Thereis no need
to “invert” the MAC to derive a correctinput. The cryptographic

key is part of the processstate(or the processwould not be able
to verify theMAC itself). Hence,it is possibleto derive a correct
inputby �rst satisfyingotherconstraintsontheinput,andthenper-
formingaforwardexecutionof theMAC computationcode,which
again is part of the programitself. We do not provide a general
solutionto automaticallyrecognizeandhandlesuchcasesin this
work, thoughit would bestraight-forward to includelogic to rec-
ognizeandhandlecalls into commoncryptographiclibraries. We
believe a moregeneralsolutionmay be possible,which we leave
for futurework.

6.5 Non­determinism
Ourapproachassumesthattheprogrambehavesin adeterminis-

tic mannerbetweenthetimetheinput iv is readin, andthetimethat
the�nal statesv is reached.This is thecasein many programs.In
thepresenceof non-determinismnotaccountedfor in oursymbolic
formula,ourapproachis no longersound.However, it is likely that
in many casesit would still work, asintuitively programsarecon-
structedto behavein a deterministicmannerbasedon their input,
evenwhensomenon-determinismis present.

For example,considera programthatusesthreadsthatarepre-
emptively scheduledby thekernel.Fromtheprocess'sperspective,
theschedulingof thesethreadsis non-deterministic.However, as-
sumingthe absenceof raceconditions6, the particularscheduling
orderof the threadshasno effect on the �nal statereachedby the
program.Hence,we cancomputetheweakestpre-conditionbased
ontheschedulingorderweobservedin theoriginalexecutiontrace,
andassumethattheweakestpre-conditionholdsfor otherschedul-
ing orders. The samereasoningappliesto a programthat is con-
currentlyprocessingotherrequests,eithervia threadsor via asyn-
chronousI/O.

A potentialchallengeexistswhentheweakestpre-conditionde-
pendson the resultof a systemcall madein betweenreadingthe
input andreachingthe post-condition.For example,the behavior
of theprogrammaydependondatareadfrom a�le ondiskafterre-
ceiving thereplayedinput. As weshowedin Section3.2,somesys-
temcallscanbeincorporatedinto our symbolicformulaaspartof
theveri�er' sinitial state.Thatis, if wecanpredictwhatdatawill be
returnedby aparticularsystemcall, wecansubstitutethatdatainto
thesymbolicformula,thusremoving thenon-determinism.Hence,
approachis still soundin thesecasesif wecanaccuratelydetermine
what thesesystemcalls will return. As discussedin Section3.2,
whetherwe can do this dependson the type of systemcall, and
how muchaccesswehave to theveri�er.

6.6 Insights into impr oving scalability,
performance,and ef�ciency

Ourapproachwasfundamentallymotivatedby theneedfor sound
techniquesfor applicationreplay. Ourexperienceindicatesthatim-
plementationdetailscanmake hugedifferencesin ef�ciency, scal-
ability, andperformance.In particular, the availability of a com-
piler optimizationwill signi�cantly (oftenexponentially)resultin
smallerandeasierto prove formulas.We have foundourselvesre-
peatedlyimplementingcommoncompileroptimizationsto getbet-
terperformance.For example,withoutoursimplealgebraicsimpli-
�cations, the16 bytecheck-sumtook over 80 minutesto compute
theweakestpre-condition,insteadof thecurrent7.9seconds.

We believe furtherdramaticimprovementsareeasilyobtainable
by implementingknown compilertechniques.For example:

6We do not attemptto addressthe problemof reproducingrace
conditionsin this work. However, it may be possibleto extend
our approachto do so,for exampleby computingtheweakestpre-
conditionover theschedulingalgorithmaswell.



� Welackaliasanalysis,whichoftenresultsin formulas(some-
timesexponentially)larger thanneeded.During execution,
many instructionsarememoryreferences,eitherto thestack
for localvariablesspilleddueto registercontention,or to the
heap.Wetakeastrictly soundapproach,whereany two vari-
ablesthat may be aliasedare consideredaliases,resulting
in a if-then-else formula asdescribedin Section3.1.
Theif-then-else canpotentiallydoublethesizeof the
program.Implementingx86 aliasanalysissuchasvalue-set
analysis[4] wouldsigni�cantly help.

� Furthersimpli�cations (e.g.,commonsub-expressionelimi-
nation,moreaggressivesimpli�cation, globalvaluenumber-
ing, etc.).As mentionedin Section4.2.4,wefoundthatsuch
simpli�cations canresultin anorderof magnitudespeedup.

� We usea classicalapproachto calculatingthe weakestpre-
condition.FlanaganandSaxe[13] proposeamethodthatcan
exponentiallyreduceformulasize.

7. RELATED WORK
The work closestto our own is that of Cui et. al. [8]. Cui et.

al.developaheuristic-basedapproachto automaticallyidentify and
updateapplication�elds in protocoldialog.A primaryaimof their
work is to decoupleapplicationsemanticsfrom thereplayprocess.
This decouplingrequiresthe identi�cation of applicationprotocol
dependent�elds which mustbe modi�ed for correctreplay. The
processby which different classesof �elds are identi�ed, modi-
�ed, andreplayedis a manualprocessbasedon the semanticsof
each�eld type. The accuracy of the developedtechniquesis not
guaranteedand new heuristicsmust be developedto handlenew
classesof dynamic�elds.

Several projectshave addressedthe problemof network traf-
�c replay. They typically focuson the network or transportlay-
ers[1,2,7] or includeapplicationsemanticsthroughthemanualde-
velopmentof application-level respondersor plug-ins[22,23,27].
Our approachworksat theapplicationlayerandutilizestheappli-
cationitself for semanticinformationratherthana simpli�ed ver-
sionof theapplicationencapsulatedin aplug-in.

Replayingtheexecutionof a programhasbeenthefocusof nu-
merousprojects[3,11,17,18,24,26]. Theseprojectstypically focus
onensuringdeterministicexecutionin thefaceof non-determinism
or logging the precisesequenceof instructionsfor debugging,in-
trusionanalysis,or simpleinstruction-by-instructionreplay. Most
of thesepreviousapproachessimplylog thenon-deterministicevent,
for example,theorderof memoryaccesseson a multiprocessor, or
log the individual instructionsexecuted.However, this is insuf�-
cient to correctlyreplaytheexecutionof a programon a machine
with different state. We incorporatethe applicationand the ma-
chinestatein orderto soundlydeterminetheinputthatwouldarrive
at thesamepostcondition.

We computethe weakest pre-conditionusing direct, classical
techniques.More advancedtechniquescan be implementedand
may resultingsigni�cant improvements. For instance,Flanagan
and Saxe which can signi�cantly reducethe size of the weakest
pre-conditionformula [13]. We adoptthe standardtechniqueof
unrolling loops,which may leadto incompleteness,however, un-
rolling is not necessaryif loop invariantscanbeprovided. Others
have exploredautomaticallydeterminingloop invariants,e.g.,[12,
19].

8. CONCLUSION

We developeda solution to the protocol replay problem: that
of replayinganapplicationdialogobservedby onehostto another
host. Thechallengein protocolreplayis thata dialogsentto one
hostwill likely not beacceptedby another. A simplebyte-by-byte
replayto a host that is in a different initial statethanthe original
will fail. We developeda generalandformal de�nition of the re-
play problem. The solutiondevelopedin this papermakesnovel
useof programminglanguagetechniquessuchastheoremproving
andweakestpre-condition.By apply thesetechniques,we devel-
opedthe �rst soundsolutionto the protocol replayproblem. We
implementedandevaluatedaprototypeof our replaysystemcalled
Replayer. Our evaluationdemonstratesboththeviability andgen-
eralityof ourproblemformulationandcorrespondingapproach.
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