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ABSTRACT

We addressheproblemof replayinganapplicationdialogbetween
two hosts. The ability to accuratelyreplay applicationdialogsis

usefulin mary security-orientecpplicationssuchasreplayingan

exploit for forensicanalysisor demonstratingin exploit to a third

party.

A centralchallengén applicationdialogreplayis thatthedialog
intendedor theoriginal hostwill likely notbeacceptedby another
without modi cation. For example,the dialogmayincludeor rely
on statespeci c to theoriginal hostsuchasits hostnamea known
cookie,etc In suchcasesastraight-forvardbyte-by-bytereplayto
adifferenthostwith adifferentstate(e.g.,differenthostnamejhan
theoriginalobsereddialogparticipantwill likely fail. Thesestate-
dependenprotocol elds mustbe updatedto re ect the different
stateof thedifferenthostfor replayto succeed.

We formally de ne the replay problem. We presenta solution
which makesnovel useof programveri cation techniquesuchas
theoremproving andwealestpre-condition. By emplging these
techniqueswe createthe rst soundsolutionto thereplayproblem:
replaysucceedsvhenever our approactlyieldsananswer Previous
techniquesthoughuseful, are basedon unsoundheuristics. We
implementa prototypeof our techniquescalled Replayer which
we useto demonstratéhe viability of our approach.

Categoriesand Subject Descriptors

C.2[Computer SystemsOrganization: COMPUTERCOMMU-
NICATION NETWORKS

This materialis baseduponwork supportedy the National Sci-
enceFoundationunderGrantNo. 0448452. JasonFranklin per
formedthis researchwhile on appointmentasa U.S. Department
of HomelandSecurity(DHS) Fellonv underthe DHS Scholarship
andFellowshipProgramaprogramadministeredy theOakRidge
Institutefor Scienceand Education(ORISE)for DHS throughan
interageng agreemenwith the U.S Departmenbf Eneigy (DOE).
Any opinions, ndings, and conclusionsor recommendationsx-
pressedn this materialarethoseof the author(s)anddo not nec-
essarilyre ect the views of DHS, DOE, ORISE, or the National
ScienceFoundation.

Permissionto make digital or hard copiesof all or part of this work for
personalor classroomuseis grantedwithout fee provided that copiesare
not madeor distributedfor pro t or commercialadvantageandthatcopies
bearthis noticeandthefull citationonthe rst page.To copy otherwiseto
republishto poston senersor to redistrituteto lists, requiresprior speci ¢
permissiorand/orafee.

CCS'06,0ctober30-November3, 2006,Alexandria,Virginia, USA.
Copyright 2006ACM 1-59593-518-5/06/0010.$5.00.

General Terms
Security

Keywords

applicationprotocolreplay wealestpre-condition

1. INTRODUCTION

In mary scenariosjt would be extremely usefulto automati-
cally replayanapplicationdialogasseerby oneof theparticipants.
This problemis termedthe replay of applicationdialog [8]. Sce-
narioswhich bene t from automaticapplicationdialog replayin-
cludedynamicallyanalyzingprogramghroughrepeateaxecution
in unigueernvironments,demonstratingpbsered software vulner
abilitiesto interestedparties forensics,anddeterminingthe range
of softwareversionsvulnerableto anexploit.

However, as shavn in [8], automaticreplay of an application
dialog is a challengingtask. A primary issueis that a success-
ful dialog may rely on statespeci c to the participants,suchas
hostnamesshareccookies.etc Thesestate-speci cprotocol elds
causeproblemswhenreplayingthe dialogto a differenthost. Cui
et. al. recentlyproposedisingmachinéearningto identify certain

elds suchaslP addressediostnamesetc.,andthenmodify them
accordinglyto replaythe applicationdialog [8]. They shav that
theirapproactworksfor mary interestingorotocols.However, this
approachs intrinsically heuristics-basedndcannotguaranteghe
correctnessf thereplay

In this paper we rst developaformal de nition for the replay
problem.Theformalde nition providesnew insightinto the prob-
lem, and opensthe door to using formal techniquedo solve the
probleminsteadof relying on heuristics.

Basedon our formal de nition, we designan approacto solve
the applicationreplay problem by making novel use of existing
programveri cation techniques.At a high level, we rst build a
symbolicformula of how the original hostprocessedhe applica-
tion dialog. We thenusean off-the-shelfdecisionprocedureo de-
rive aninputtailoredto a differenthostfrom the symbolicformula.
Thisapproaclhprovidesa soundsolutionto theapplicationprotocol
replay problem. Unlike previous, heuristic-base@pproachespur
approachis general,and can handleunanticipatedypesof state-
dependenprotocol elds.

For example,successfullyreplayinga dialog may requiremod-
ifying partsof the applicationdialog speci c to the original host.
However, changingthe tracemay resultin aninconsistentdialog,
e.g., check-sumsn protocol messagesnay be incorrect. Thus,
automaticallydeterminingwhich partsof a dialogto changeauto-
matically changingthem, and subsequentlynaking the messages
consistentn anautomatedashionis dif cult. Ourtechniquesan



soundlyhandlesuchcaseswhile previouswork requiredmanually
applyingdomain-speci cknowledge.

We describeand evaluate our implementationof Replayer a
working prototypeof our approachor automaticprotocolreplay
We useReplayelto solve severalexamplesof the automaticproto-
col replayproblem.

Speci cally, this papemalesthefollowing contritutions:

We provide the rst formal de nition of the generalreplay
problem.

We shav how to make novel useof the conceptof wealest
pre-conditionandtheoremproving to solve thereplayprob-
lem. Our adaptationof thesetechniquegesultsin the rst

soundsolutionto thereplayproblem.

Our approachis generaland enablessuccessfulreplay in

caseghatthepreviousapproacttouldnothandle.For exam-
ple, our replaycanhandleprotocolmessagewhich include
check-sums.

We have implementedour approachn a systemcalled Re-
player. Our experimentsdiemonstrat¢heviability of thisap-
proach.

2. PROBLEM STATEMENT

Example 1 ProgramP

: session.cookie= counter

. counter.= counter+ 1

: send(session.cookie)

. recv(request)

. if (request.data.cookle session.cookighen
fail()

. elseif (request.data.hostnartregethostname(fhen
fail()

. elseif (request.cksunt= cksum(request.datatfen
10: fail()

11: else

12:  process(request)

13: endif

©CONOUAWNR

Consideran applicationdialog betweentwo hosts: an initiator
andhostA . Theproblemwe addresss how to replaytheinitiator's
sideof thenetwork dialogto anothemparty—hostB. For non-trivial
network protocolsiit is insufcient to simply replaytheexactinput
sentby the initiator. Certainprotocol elds mustbe updatedto
re ect the stateof hostB for the replayedinput to have the same
effecton hostB asit did onthehostA.

Examplel demonstratethreecommontypesof protocol elds
thatmustbe updatedo successfullyreplaya network dialog. The

eld checledonline 5 in the exampleis a cookie,which is an ex-

ampleof asessiorspeci ¢ protocol eld. Cookiesareopaquebyte
stringsgeneratedy onedialog participant,sentto the other and
thenincludedin subsequennhessageslhey areused for example,
to identify a particularsessiornor resource.Replayinga network
dialog requiresupdatingsession-speci grotocol elds to match
theactualvaluethatwassentby hostB.

The eld checledonline 7 of Examplel is thehostnameof host
B. This is an example of a con guration-speci ¢ protocol eld.
This type of protocol eld is normally lled in usingknowledge
obtainedby someout-of-bandmnechanismOtherexamplesof such
stateareusercredentialsnamesof sharedresourcesetc. Replay-
ing a network dialog requiresupdatingcon guration-speci c pro-
tocol elds to re ect thecon gurationof hostB.

The eld checled on line 9 of Examplel is a checksumover
the restof the requestdata, including the cookie and host-name

Term De nition

S Setof possibleprocessstates
Sa;Sh;SoiSv2 S Initial stateof hostA, hostB,

obsenrer, andveri er

Post-stateof host A, host B, obserer,
andveri er

I Setof possibleprocessnputs

Sa;SpSo;Sv2 S

ia;ip;iosiv2 1 Input sentto hostA, hostB, obserer,
andveri er
P:S | Programexecutedon hostA, hostB,

obsenrer, andveri er

Q Setof possiblepost-conditions
q2Q Post-conditiorthatis beingsatis ed
F:S! Q Functionto de ne a post-condition

Table 1: Terminology

elds. This is an exampleof a consistencyprotocol eld. This
type of protocol eld is normally lled in usingknowledgeof the
protocol. Anotherexampleof this type of protocol eld is alength
eld—that is one specifyingthe numberof bytesof one or more
other protocol elds. If replay requiresmodifying other partsof
themessagéo re ect hostB's state thecorrespondingonsisteng
elds mustbeupdated.

We next provide a formal andgeneralde nition of the protocol
replayproblem,whichwill leadto aformalandgenerakolution.

2.1 Formal De nition

We de ne theproblemof applicationprotocolreplayasfollows.
Let Srepresenthe spaceof possibleprocesstatesand| represent
the spaceof possiblenetwork inputs. A processwith states2 S
andinputi 2 |, executinga deterministic! programP:S ! S
will resultin a post-states 2 S. The states includesthe program
counter(the next instructionto be executedin the program),val-
uesof processoregistersandmemory the stateof the le system,
etc Theinputi is datawritten into the processvia the network 2.
For simplicity, the nal states alsospeci esthe outputproduced
duringthe execution.

A proceson hostA is executingthe programP. While in ini-
tial states,, the processreceves input iz, and after continuing
executionof the program,reachesa later states; 2 S, for which
somepost-conditiong 2 Q is true, whereQ is the setof all post-
conditionsde nedasQ= fBjB:S! fT;Fgg. Thatis,q(sa)=T.
Intuitively, the post-conditiorwill be a functionthatis trueif and
onlyif theinputhasa“similar” effectonhostB asit did on hostA.
We discusshow to setthe post-conditioriaterin this section.

We wish to provide aninput to Host B, who is alsorunninga
processexecutingprogramP, suchthatit reaches statesy that
satis es the post-condition. l.e., suchthatq(sp) = T. However,
the processheingrun by hostB will bein a differentinitial state
- As aresult, the input iz seenby host A may not causethe
post-conditiorto be satis ed. Thatis, it maybethatq(P(sp;ia)) =
F. In Examplel, the original input iz will have incorrectvalues
for the cookieandhostnameprotocol elds, assuminghatstatesy,
speci esadifferentcookieandhostnameDependingon the exact
post-conditiorg beingused,i will likely notsatisfyq(P(sp;ia)) as
aresult.

The protocolreplay problemis to modify the previousinput to

1In Section6.5we discusshow to dealwith nondeterminisnsuch
asschedulingptherinputs,etc.

2We referto i asbeinga singleinput for simplicity. However, i
couldreferto multiple network messages.



Sps.t.q(sp) =T

Figure 1: Our replay setting.

reacha sy s.t. q(sp) = T. More speci cally, the protocolreplay
problemis giveninputia, a post-conditiong suchthatq(sa) = T,
ansdaninitial states,, nd anew inputiy suchthatq(P(sp;ip)) =

T.

Settingthe post-condition Intuitively, thepost-conditiorg is true
if andonly if thereplayeddialoghasa“similar” resultonhostB as
it did on hostA. Exactlywhatis meantby “similar” will vary, de-
pendingon the purposeof performingapplicationprotocolreplay

In our approachwe de ne afunctionF : S! Q. Thatis, F

takesthe nal statesy 2 S andreturnsthe post-conditiong 2 Q.
This formulationis illustratedin Figurel. F, in turn, is dictated
by the speci ¢ goal of the entity performingreplay Naively, one
might specify F to producea q thatis satis ed if andonly if the
nal states is the exact nal statethatwasreachedby hostA,
sa. However, sincethe statepotentiallyencapsulatesot only ev-
ery memoryvalueof the processhut the stateof the machineit is
runningon, sucha postconditionis likely to be unsatis able.

A genericreplayapplicationmay specifyF to produceq thatis
trueif andonly if sy includesthe sameoutputass ;. Thistype of
F would besuitablefor mary applicationsasit would resultin the
sameobsenablebehaior on hostB aswasseenon hostA.

More specializedpplicationsnayuseamorespecialized . For
example,oneof the applicationdfor protocolreplayis to allow an
exploit to bereplayedo verify thata vulnerability existsand/orto
furtherstudythe vulnerability For this application,F mightbe“q
returnsT if andonly if thesecuritypropertythatwasviolatedin s 5
is alsoviolatedin sp,” with asecurityviolation suchas"instruction
X overwritesreturnaddresst memoryaddresy.”

3. OUR APPROACH

In this sectionwe describehedesignof our solutionto theappli-
cationprotocolreplay problem. Throughoutthe remainderof this
paperwereferto thehostthatrecevedtheoriginalinputastheob-
sener, andthe hostto whomwe areattemptingto replaythatinput
astheveri er. Oursolutionis illustratedin Figure2. We rst create
a symbolicformulafrom the programP andthe post-conditiorng.
Theresultingformularelatesheinputandtheinitial stateto the -
nal programstate.We thensubstitutethe veri er' sinitial stateinto
theformula,andusea decisionprocedueto derive iy for replayto
theveri er.

3.1 Creating Symbolic Formulas for Applica-
tion Replay
To replay an applicationdialog, we mustdeterminewhat con-
ditions arenecessaryor a hostto acceptthe dialog andterminate

3In themostgenerakensewe couldalsoconsidemlteringthe pro-
gramP or thehostB'sinitial states,. While theseapproachemay
beusefulfor somespecializedpplicationsyve donotaddresshem
in thiswork.

in thea nal statesatisfyingthe post-condition. The programit-
self calculatesa function from the initial stateandinputto a -
nal state. This calculationcanbe expressedisa symbolicformula
over the programstatespaceandthe input. We canfurtherre ne
the symbolicformulato includeonly those nal stateshatsatisfy
the post-condition.For example,the symbolicformulawould in-
cludeclauseghatcheckfor self-consisteng therelationbetween
session-speci @rotocol elds, andrelationshipsnthecon gura-
tion state.

Therearemultiple approache®r computingasymbolicformula
thatrepresents hostacceptinghe replayeddialog. For example,
onepopularapproactor this sortof problemis forward symbolic
execution[16]. Forward symbolic execution entails“executing”
the programon symbolicinputs, which resultsin a symbolicfor-
mulafor thatprogrampath.If we symbolicallyexecuteall program
pathswe couldcombinetheformulasfor eachprogrampathinto a
singleformulafor the entire program.We couldthenaugmenthe
symbolicformulafor the programsuchthattheformulais satis ed
iff the programwould accepthereplayeddialog.

P |—| Calculate
Symbolic
Formula

Decision
Procedure

Figure 2: Our approach.

Our approach We take a differentapproachywherewe compute
the wealestpre-conditionfor a programP to terminatein a state
satisfyingpost-conditiong. A wealestpre-conditionwith respect
to a post-conditionq is a Booleanformula that characterizeshe
inputsandinitial stateswhich resultin the programsatisfyingthe
post-condition.In our context, the wealestpre-conditionformula
characterizetheinputsandinitial stateghatwill causeheveri er
to satisfy the desiredpost-condition. A satisfyingassignmenbf
valuesto variablesin the wealestpre-conditionproducesaninput
thatallows theveri er to reachthedesiredpost-state.

The adwantageof usingthe wealestpre-conditionis thatthere
areknown methoddor ef ciently generatinga singleformulathat
considersmultiple executionpaths. In contrast,prior work em-
ploying forward symbolicexecutiongenerates separatdormula
for eachexecutionpath.

More formally, thewealestpre-conditionrwp(P, g) characterizes
all inputsto the programP that executionwill resultin a termi-
nating statesatisfyingqg. At a high level, wp(P, ) is the wealest
pre-conditionon iy which implies executingP on iy from initial
states, will terminatein a statesatisfyingg.

Computing the WeakestPre-Condition We computethe weak-
estpre-conditionon P by:



1. TranslateP into theguardeccommandanguagdGCL). The
GCL program,denotedPy, is semanticallyequiilant to P,
but muchsimplerfor analysis.

2. Computethewealestpre-conditionf = wp(Py; 0) in asyntax-
directedfashion.Theresultingformula f is a Booleanpred-
icateover (veri er) programstatesandinputs.

3. Simplify the wealestpre-conditionsoit is more ef ciently
solvedby thedecisionproceduren the next step.

Translating to GCL To calculatethe wealest pre-conditionfor
a program,we must rst de ne how eachinstructionmay affect
programstate. To simplify this task,we rst translatethe assem-
bly instructionsof P into asimpli ed languagecalledtheguarded
commandanguage (GCL). The GCL hasa relatively small num-
ber of distinctinstructions,makingit simplerto analyze. During
this transformationyve alsomale all implicit modi cationsto the
programstate,suchasprocessostatus ags, explicit. Theresult-
ing programPy is semanticallyequivalentto P, but canbereasoned
aboutin a syntax-directednanner

The GCL languageconstructsve useareshawvn in Table2. Al-
thoughGCL may look unimpressie, it is sufciently expressie
for reasoningaboutcomple« programs[9, 10,13,15] 4. GCL is
quite simpleto understand Statementsn GCL mirror statements
in assemblye.g.,store,load, assign,etc. Statementgonsistof a
side-efectfreerhsexpressionandalhslocationto storetheresult.
Thelhsis alwaysa variablename(i.e., a register) or memorylo-
cation (both stackandheaplocationsare treateduniformly). A;B
denotesa sequencevherestatement is executed thenstatement
B. A2 B is achoicestatementvhereeitherA is executedor B, and
correspond#ooselyto a conditionaljump statementassumee as-
sumesa particular(side-efect free) expressions true,andis used
to reasonaboutconditionaljump predicates. skip is a semantic
no-op,andprovidedto make subsequerdnalysissimpler lhs:= e
denotesan assignmenbf the expressione to locationlhs true
andfalse arethe logical constant§andwe alsoallow for normal
Booleanoperatorsuchasnegation(: )).

GCLisbhestdemonstratedith asimpleexample.Thestatement:

if (x< 0)thenx:= x 1lelsex:= x+ 1;
is translatedas:
(assumex< 0;x:= x 1)2 (assume (x< 0);x:= x+ 1;)

Systenrcallscanbetranslatednto aseriesof assignmentto spe-
cial variables. For example,input into the programvia the recv
systemcall can be written as a seriesof assignmentso memory
frominput j, for i = 0tolen wherelenis the parametepassed
to the systemcall specifyingthe maximumnumberof bytesread.

Likewise, datawritten into memoryby othersystemcalls, such
asgettimeofday , readsfrom les or othersoclets,etc, canbe
representeds assignmentso memoryvia speciallynamedvari-
ables. The valuesof suchvariablescanbe considerecpart of the
initial states,. We further discusshow to setthesevariablesin
Section3.2.

Computing the weakest pre-condition We computethe weak-
est pre-conditionfor Py in a syntaxdirectedmanner The rules
for computingthe wealest pre-conditionare shovn in Table 2.
Most rulesareself-explanatory e.g.,to calculatethe wealestpre-
condition

wp(A; B; Q), we calculatewp(A; wp(B; Q)) . Similarly
wp(assumee;Q) e)

4The GCL de nesa few additionalcommandsuchasa do-while
loop, which we do notuse.

Theonetricky ruleis for assignment,e., calculatingwp(lhs :=
€, Q) wherelhs is a variablenameor memoryreferenceande is
an expression.The rule Q[lhs=€] speci esthatall occurrence®f
Ihs in the post-conditionQ are substitutedfor e. If lhs is a vari-
able, then we substituteall occurrencef lhsin Q for e. For
example,wp(j ;= i+ 1;j< 3) i+ 1< 3. However we must
take into accountary possiblememoryaliasingrelationshipsvhen
Ihs is a memoryreference. Considercomputingwp(menjw] :=
e menijt] < 3). If t = w, thentheresultingwealestpre-conditions
e< 3. If t 6 w, thenthis statemenhasno effect andthe wealest
pre-conditionis menit] < 3. Therefore the wealestpre-condition
for wp(menfw] := e menit] < 3) is

(if w= t thene elsemenit]) < 3
Thecompletewvealestpre-conditiorcalculationfor post-condition

x < 3for ourpreviousexampleis:
wp((assumex< 0;x:= x 1)2(assume (x< 0);x:= x+ 1;);

x< 3)

(wp(assumex< 0;x:= x 1;x< 3)

N wp(assume (x< 0);x:= x+ 1;x< 3))

(x<0) x 1<3YM( (x<0)) x+1< 3

3.2 Obtaining the veri er' sinitial state

To replayaninput to the veri er, we mustsubstitutethe initial
states, into the symbolic formula beforewe canuseit to nd a
satisfyinginput. Thereareseveralwaysthis statemay be obtained
andrepresenteth the symbolicformula,dependingn the type of
stateto be provided,andthe particularapplicationscenario.

Example 2 GCL

1: session.cookie= counter;

2. counter.= counter+ 1;

3: SENT:=session.cookie;

4: request=INPUT;

5: assumérequest.data.cookie session.cookig) fail()
2 assumdrequest.data.cookiesession.cookie)

6: (assumérequest.data.hostnarlreHOSTNAME) ) fail()
2 assumérequest.data.hostnaméHOSTNAME) )

7: (assumérequest.cksunt= cksum(request.datd) fail()
2 assumérequest.cksum cksum(request.data))

8: process(request))))

We useExample2 asanillustrative example. Example2 is the
programfrom Examplel translatednto GCL. Notice thatthe if
statementbave beencornvertedto assume statementandthatthe
systemcalls correspondindo send , recv , andgethostname
have beencorvertedto assignmentso or from the specialvari-
ablesSENT, INPUT, andHOSTNAMEespectiely. This example
is without computingthe wealestpre-condition for greaterread-
ability.

In this exampletherearetwo partsof the veri er' s initial state
thatareneededo satisfytheassume statementsandthereforeto
producea successfuteplay: thevalueof the cookie,andthevalue
of the hostname. We rst shav how the appropriatestatecanbe
obtainedif we have direct accessto the veri er. We then shav
how in mary casesjncludingthis one,the necessargtatecanbe
obtainedevenwhendirectaccesgo theveri er is unavailable,us-
ing a priori knowledge,andknowledgeinferredfrom theveri er's
output.

3.2.1 DirectAccess



AB2 GCLstmt :=AB

j assumee (eis anexpression)
jlhs:=e(lhs2 vARS S )
ijA2B

j skip

j true j false

GCLstmt  wp(stmt,Q)
assumee e) Q

lhs:=e Q[lhge

AB wp(A, wp(B,Q))
A2B wp(A, Q)" wp(B.,Q)

Table 2: The guarded commandlanguage(left), alongwith the correspondingweakestprecondition predicatetransformer (right).

Themoststraight-forvardmethodof obtainingtheveri er' sstate
is to accesghe memory registers,and systemcon guration di-
rectly. In this Example2, the stateof memoryin s, includesthe
valueof sessiorcooke, allowing the correspondingprotocol eld
to becorrectlyupdated.

In this example thehostnameis derived duringexecution,from
a systemcall. Hence,the initial valuesof memoryand registers
areinsufcient to nd this partof theveri er' s state.However, we
canusedirectaccesso theveri er to predictwhatthe systemcall
will return,andprovide thatvalueaspartof theinitial state,asan
assignmento HOSTNAME. For mary systencalls,includingthis
one,thereturnvaluecanbefoundsimply by executingthatsystem
callin aseparatg@rocesontheveri er.

3.2.2 Non-directaccess

Obtainingtheinitial stateis morechallengingf directaccesgo
the veri er is unavailable. However, in mary caseghe necessary
statecanbeautomaticallyobtainedby analyzingpreviousoutputof
theveri er, andusinga priori knowledge. In Example2, we can
obtainthevalueof the cookieusingoutputsentby theveri er, and
we canobtainthe hostnameusinga priori knowledge.
Inferencefrom output In Section2, we describedthreetypes
of protocol elds that mustbe updatedfor replayto be success-
ful: session-speci celds, con guration-speci ¢ elds, andcon-
sisteng elds. Session-speci celds cantypically be updatedus-
ing only stateinferredfrom outputof theveri er.

In Example2, session.cookie is anexampleof suchstate.
By inspection,clearly if we know the value sentby the veri er,
SENT, we caninfer the value of session.cookie . If we sub-
stitute the variable SENT with x, where x is the value actually
sent,thenthedecisionprocedurewill likewise beableto infer that
session.cookie = X, andfurtherthatINPUT; = x, wherei is
theoffsetof the cookie eld.

A minor caveatto this approachs that SENT will not appear

directly in the wealest pre-condition. Therefore,to derive state
from the outputin this way, we mustincorporatethe wealestpre-
conditionof the correspondingutputvariablesinto the symbolic
formulaprovidedto the decisionprocedure.
A priori knowledge Con guration-speci cprotocol elds some-
timescannotbederiveddirectly from theoutputof theveri er, asis
the casewith thehostname eld in Example2. In this example,
aclientmusthave a priori knowledgeof thehostname or beable
to nd it by someout-of-bandmeans.

We canhandlesomeof thesecasedy modelingsystencallsthat
readcon guration state,aswe do with the call to gethostname
in Example2. Whensucha variableappearsn the symbolicfor-
mula,we canattemptto nd its valueby someout-of-bandmeans.
In this casewe couldperformareverseDNS lookupof theremote
host,andusethatdatato provide anassignmento HOSTNAMIR
our symbolicformula.

As in the previous casewe mustaugmenthe symbolicformula
with the wealestpre-conditionof ary suchsystemcalls we want

to handle becausehey will notappeadirectly in thewealestpre-
conditionof the post-condition.

3.3 Finding a satisfyinginput

The outputof the wealest-preconditiorphaseis a booleanfor-
mula f overprogramstatess2 Sandinputvariables 2 |. Wethen
assignvaluesto the statevariabless from theveri er' sinitial state
sy, asdiscussedn the previous section. We then usean off-the-
shelf decisionprocedue to provide an exampleassignment sat-
isfying the wealestpre-condition.Thisi will resultin a post-state
thatsatis esthe post-condition.

Thedecisionprocedurgrovidessuchanassignmenf oneexists
given initial states,. Otherwise,the decisionprocedurereturns
that the formula f with the statevariablesspeci ed by s, is not
satis able.

If thedecisionprocedureeturnsanassignmentheinputiy can
bedirectly constructedisingtheassignments theinputvariables.
Again, becauseve areusingsoundtechniquessuchan input will
satisfythe postcondition.

In mostcaseswe will notbeableto incorporatesvery possible
executionpathinto the symbolicformula. We further discusshow
we boundthe programbeforecomputingthewealestpre-condition
in Section4.2.2. If thedecisionproceduréds notableto nd asat-
isfying assignmento the formula, it may still be satis able via
anexecutionpathnotincludedin the formula. If desiredwe could
backtrackandbuild aboundedrogramthatincludesadditionalex-
ecutionpaths,andtry again. Note again thatbecauseheremaybe
in nite pathsin the full program,it is possiblethatwe will never
nd asatisfyinginput regardlessof how mary pathswe addto the
boundedprogram. This is unsurprising sincein the generalcase
one could easily constructa programand post-conditionwhere
nding a satisfyinginput can be reducedto decidingthe halting
problem.

Finally, thereare of coursecasesn which no input will satisfy
the post-conditiongiventhe initial state.For example,the veri er
couldbecon guredto notacceptary incomingconnection.

4. IMPLEMENT ATION

We have implementeda proof-of-concepof our approachn a
tool calledReplayer We describethe relevantimplementatiorde-
tailsin this section.

4.1 Tracerecorder

We useValgrind[21] to producethe executiontraceT. Valgrind
is an opensourcedynamicbinary rewriting tool. Our choicewas
madefor conveniencemary othertoolsalsoproducetraceg5, 20,
25]. We wrote a Valgrind plug-in that producesa log of the rst
addres®f eachbasicblock executed.

4.2 Symbolic Formula Generator

We have built ananalyzethatreadsn thebinaryprogramP and
the executiontraceT, andoutputsthe correspondingvealestpre-
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Figure 3: The Replayer designand implementation

conditionformula. Thecodebasefor theanalyzeiis approximately
19,000linesof C++ code.Thecodehassereralmodules.

4.2.1 Disassemblemodule

The disassemblemoduleis an extensionof [6]. This mod-
uleis responsibldor disassemblinghe basicblocksloggedin the
traceandcorvertingthe assemblyinto anunambiguousntermedi-
aterepresentationTranslatingto the intermediaterepresentation,
althoughstraight-forvard, requiresus to explicitly modelthe ef-
fects of over ow, under ow, sign extension,etc. We simpli ed
thistaskby rst usingValgrind'slibVEX to translatehe assembly
instructionsto VEX—Valgrind's intermediateaepresentatiorthus
sasing us from having to specify every IA-32 instruction. How-
ever, sinceVEX is designedo generateef cient executablecode
ratherthaneasilyanalyzableode wetransformed/EX to ourown
simplerintermediateepresentationln particular processostatus
ags in VEX areupdatedat run-timejust beforethey areaccessed.
In our IR, statusags areinsteadupdatedexplicitly.

Oneadditionalproblemwe mustdealwith is memoryreadsand
writes, someof which may be unaligned.We call a memoryread
unalignedf it doesnt correspondo anatomicwrite. For example,
considera 32-bit write to memorylocations1-4. A subsequent
readof byte 2 is unaligned. To addresghis, we post-processhe
assemblygoall writesandreadsaresinglebytes,e.g.,a 32-bitwrite
becomegl 8-bit writes.

4.2.2 Boundingmodule

Thereare a large numberof possibleexecution pathsthrough
mostprograms;in nitely mary if the programdoesnot halt. To
reasorabouta programat all, we mustcorvert the programto one
thathasa nite numberof executionpaths. A commontechnique
for doingthisis to boundthe numberof timeseachloopin the pro-
gramexecuteswhile addinganadditionalcheckto ensurehatex-
ecutionghatwould have executedaloop agreatemumberof times
arenot considered Any reasoningover a programtransformedn
thisway is still sound but maynotbe completesincenotall possi-
ble executionpathsareconsidered.

We emplay this techniquetransformingthe original programpP
into amodi ed programP® Further we usean executiontraceT
of the executionpathfollowed by the obserer asit processedhe
originalinputio to helpdeterminehowto boundthe program.

We alreadyknow that a processexecutingP, with initial state
So Will reacha post-statehat satis esthe post-condition(by def-
inition), following the executionpathspeciedin T. Intuitively,
it is likely that the programcan reacha post-statesatisfyingthe
post-conditiorby following anidenticalor similar executionpath,
evenwhenstartingin adifferentinitial states,. Thereforejt makes
senseo boundthe programto executionpathssimilar to thatin T.
We call this trace-guidedounding

In our implementationtrace-guidedboundingboundsthe pro-

gramto follow the exact executionpath from the traceT. This
resultsin themostscalableput theleastcompletesolution. There-
fore, it may be desirableto alsoconsidersimilar executionpaths.
For example,onemight considerallowing loopsto be executedn
greateror fewer timesthanthey wereexecutedn thetraceT. One
mightalsoconsiderexecutionswherealternatepathsof “diamond”
structuresin the control ow graphare executed. For example,
by inspectionit malkeslittle differencewhethertheif ortheelse
clausdasexecutednif (input > 3) printf("foo");

else printf("bar"); .

In our currentimplementationye boundthe programto follow
the exact pathspecied in T. We build a programconsistingof
the concatenatiof eachinstructionexecutedin thetraceT. All
conditionaland indirect jumps are replacedwith directjumpsto
thedestinatiorthey jumpedto in thetraceT. To ensuresoundness,
we later addthe correspondingonditionfrom eachjump (or cal-
culationin the caseof anindirectjump) to the post-conditionthus
ensuringthatwe only considerinputsthatwould actuallyresultin
this executionpath.

4.2.3 Wealestpre-conditionmodule

The wealest pre-conditionmodule translateshe intermediate
representationto the guardedcommandanguagefrom Table 2.
Thewealestpre-conditiormoduleimplementghe predicaterans-
formersshown in Table2. This codetakesasinput the GCL and
anarbitrarypost-conditionandoutputsthe correspondingvealest
pre-conditionformula.

4.2.4 Simpli cation module

After computingthewealestpreconditionthemodelconsistf
asingle,relatively large,formula. We performanumberof simpli-
cations on this formulato reducethe size of the model. Smaller
modelsare easierfor the decisionprocedure(describednext) to
reasorabout.

We perform:

Arithmetic simpli cation and re-association.For example,
the expressiond + egp+ 4 < e would be simplied to 8+
e < e. Arithmetic simpli cation andre-associatioteaves
arithmeticexpressionssa sum-of-products.
Booleansimpli cation. For example mary memoryaccesses
areaconstanbffsetfrom the stackpointer—esp onthelA-
32 architecture.As a result, the conditionsin mary of the
if-then-else clauseghattestfor memoryaliasingare
of theform esp+ x= e+ y, wherex andy areconstants.
Ohviously, sucha conditionis true if andonly if x =y, al-
lowing usto simplify away theif-then-else
Commonsub-expressiorelimination. For example,consider
theformulaa+ 2< 3" a+ 2< 3. We eliminatecommon
sub-pressionwia alet binding,e.g.,let t=a+2<
3 in t~t,whichresultsin a+ 2< 3 beingconsidereanly



onceby the decisionprocedure Note thatapplyingBoolean
simpli cation will furtherreducethe formulatolet t=
at+2<3in t.

We have found thesesimple optimizationsto be extremelyim-
portant.In mary testcasesimpli cation reducedime spentin the
decisionprocedureby ordersof magnitude.Our runningexample
is simpli ed as:

(x<0) x<Hr(: (x<0)) x<2)

Note that the above formula could be further simpli ed, but we
leave suchsimpli cation asfuturework.

4.3 Replay Engine

State Extractor For simplicity, we usethe direct-accessethod
of nding theveri er' s state,asdescribedn Section3.2. Thestate
extractorusesptraceto readthe states, of memoryandregistersof
the processunningprogramP at the point whereP is waiting for
input(e.g. blockedonaread systemcall).

The Replayermodule substituteghe states, into the wealest
pre-conditionwp(P, g), andrunsthesimpli cation moduleagain. It
thentranslateghe wealestpre-conditioninto the appropriatesyn-
tax for adecisionprocedure.

DecisionProcedure Thedecisionprocedures amodularcompo-
nent,andwe couldin theoryuseary off-the-shelfproduct.We cur-

rently useSTP[14], a decisionprocedurehatspecializesn mod-
eling bit-vectors. After translation,the moduleasksthe decision
procedurefor a satisfyingassignmenbf valuesto input variables.
The decisionprocedurewill eitheroutputa satisfyinginputiy for

states,, or outputthattheredoesnot exist suchaninput.

Whena satisfyinginputis found,we replaythenew inputiy, and
verify thatthe post-conditioris satis ed. This stepsenesasa self-
checkof ourimplementation.

5. EVALUATION

We evaluateReplayeron several variationsof Examplel. Each
testis compiledas an unoptimizedC program. We specifyF as
“executionreachegprocess(request)in eachtest,we take theini-
tial stateat the point of therecvat line 4. We take the nal state
atthepointwhereprocess(request) is calledatline 12. Our
measurementare performedon a machinerunningUbuntu Linux
version5, with a Pentium4 2.20GHz CPU,and1 GB of RAM.

Whenmeasuringperformancewe considertwo steps.The rst
stepis to build andsimplify the symbolicformula. This stepneeds
to be performedonly onceto replay a particularobsered input
io. Themodelcanthenbe usedto replaytheinputto any number
of veri ers. The secondstepis to substitutethe initial stateof a
particularveri er into the model, performingary additionalsim-
pli cation of the model,andusethe decisionprocedureo nd a
satisfyinginput. The secondstepmustbe performedeachtime the
inputis replayedto a veri er with a differentinitial state.We also
provide the numberof instructionsin the executable Notethatthe
size of the trace can exceedthe numberof instructionsasthe in-
structiontracemayincludeasingleinstructionmultiple times,e.g.,
for whenaloopis executed.

Simpli cation effectiveness Naturally, if wewantto replayanin-
putmorethanonce,it paysto pre-procesthe symbolicformulaas
muchaspossibleto minimize the performanceoverheadof solv-
ing thesymbolicformula. We evaluatethe performancdor several
strat@ies,beginningwith the naive approactof corvertingtheen-
tire GCL programcorrespondingo the traceto the languageof
the theoremprover, instructionby instruction. We shav that per
formanceis greatly improved by insteadcomputingthe wealest

pre-conditionandis furtherimproved by simplifying the wealest
pre-conditiorformula.

We considera versionof Examplel with only the testfor the
cookie eld enabled.Here,the cookie eld is a four-byte integer.
Keepin mind thatwhile this exampleis very simpleat the source
codelevel, theobjectcodeis signi cantly morecomple.

In Table 3, we compareour performancevhen converting the
entire GCL versionof the programinto the decisionprocedures
languagewheninsteadcomputingthe wealestpre-conditionover
the GCL program,andwhenperformingour additionalsimpli ca-
tionsoverthewealestpre-conditionformula.

As expected the formularesultingfrom computingthe wealest
pre-conditionis muchmoreef ciently solvedby the decisionpro-
cedurethantheformularesultingfrom the full GCL program.The
wealestpre-conditionformulatakesroughly onethird thetime for
thedecisionprocedureo solve.

Interestinglyoursimpli cation moduleimprovestheperformance
of solvingthe nal formulaby two ordersof magnitude.Further
the time to geneate the formulain the rst placeis greatly re-
duced.Thisis becauseve performsimpli cation ontheintermedi-
ateformsof theformulaaswe calculatethewealestpre-condition,
reducingthe complity of computingthe wealest pre-condition
itself. Someof thesesimpli cation techniquescould be built into
decisionprocedures?

Updating a checksum We next enabledhe checkfor the check-
sum,in additionto the checkfor the cookie. Hence,becausehe
replayemmustupdatethe cookie,it mustalsoupdatethe checksum.
In our program,the checksumis the integer addition of the data.
We evaluateperformancaisinga 16 byte checksum(4 integer ad-
ditions), andan 80 byte checksum(20 integer additions). An ad-
vantageof our approactover machine-learnindpasedapproaches
suchasRoleplaye|8] is thatwe canreplayprotocolshathave such
relationshipswithout needingto know the exact algorithmahead
of time.

Table 4 shavs the executiontime for eachReplayerstep for
whenonly the cookie checkis enabled(sameasin Table 3), for
whenthe checksumis computedover 16 bytesof input, and for
whenthe checksums computedover 80 bytesof input. As one
would expect, the checksumcomputationsigni cantly increases
the compleity of the generatedormula. Replayerhandleseach
of thesecasesn areasonablamountof time, thoughfurtherwork
will beneededo scaleReplayetto largerformulas.

We have demonstratedhe validity of our approachand of our
implementatiorprototype.While furtherwork is necessaryor our
approacho scale we believe thatourinitial resultsarepromising.
We discusssomepossiblestratgiesto improve the scalability of
our approachn Section6.6.

6. DISCUSSION

6.1 Presewing similarity to the original input

Replayeris designedo soundlyaddresghe problemformula-
tion givenin Section2. Thatis, Replayemproducesaninputiy that
will replayandreachthe desired nal statesatisfyingthe desired
post-condition Whetheror notthe produced, resemblesheorig-
inal inputi, dependsompletelyon the post-condition.Here,we
discusshow thepost-conditiorcanbe speci ed sothatiy andiy are
textually similar.

5Shortly after this writing, the authorsof the STPdecisionproce-
duredid implementadditionalsimpli cations insideSTPbasedn
our feedback.greatlyimproving its performancen theseexperi-
ments.



Building the Formula (s) | Total time to solve formula (s)
Full GCL program .944 34.4
WP without simpli cation 12.2 11.3
WP with simpli cation 1.15 0.142

Table 3: Performanceimpr ovementsfr om weakestpre-condition and simpli cations

Cookie Cookie Cookie
only + 16 byte checksum | + 80 byte checksum
Executablesize(w and w/o glibc) 87188/329 87188/329 87188/329

IA-32 instructions in trace 35 84 229
1. Traceto GCL (s) .901 .947 .892
2. Compute WP (s) .205 7.92 355
Total time to build formula (1+2)(s) 1.106 8.867 356
3. Substitute and resimplify (s) .029 .652 7.54
4. Translate to decisionprocedure (s) .013 .142 2.02
5. Compute decisionprocedure (STP) (s) 0.10 .95 5.73
Total time to solve formula (3+4+5)(s) .142 1.744 15.29

Table 4: Checksumreplay performance.

For example,supposeéhatthe original input iy is a messagé¢o
an SMTP sener that causeshe SMTP sener to sendan email
message Supposehe post-conditiononly speci esthatthe input
shouldtrigger a messagen the veri er host. Using our current
approachwe would be likely to generatean iy that also causes
an SMTP sener to sendan email messagebut the body of that
messagevould likely be gibberish ratherthanthe contentsof the
messagen ip. In general,specifyinga F that, for message
ary possiblenetwork protocol,generatea g thatspeci esthatiy is
entirelysemanticallyequivalenttoiq is impossible.

Thereare several techniquedor creatinga post-conditionsuch
thati, andiy aretextually similar. Eachtechniqueconstaintsthe
input variablesfor non-state-dependemptrotocol elds to be the
valuethatthey took onin ig, thusonly allowing thedecisionproce-
dureto selectnew valuesfor the state-dependempirotocol elds.

Thechallengeto accomplishthis is thatwe would needto iden-
tify which partsof theinput correspondo state-dependemprotocol

elds. Thereareseveraltechniquesve coulduseto do this. Note
thatwhichever bytesof theinputwe chooseo constrainthesystem
is still sound. However, every additionalconstraintrisks causing
the symbolicformulato becomeunsatis able. In particulay if we
mistalenly constraina state-dependeipirotocol eld to its original
value,of coursewe will beunableto nd asatisfyinginput.

Thereare several techniquesve can useto heuristicallyiden-
tify which bytesof theinput do not correspondo state-dependent

elds, andmayhencebesafelyconstrainedFirst,we canof course
constrainary input bytesthatdo not appearat all in our symbolic
formula, without reducingthe completenessf the symbolic for-

mula. Unfortunately suchbyteswill not exist in mostprotocols.
For example,in a text-basedprotocol, even input bytesthat are
otherwiseignoredby the programwill likely be constrainedy the
symbolicformulato notbe NULL Hence this techniqueof identi-

fying constrainedytesis notlikely to be usefulin practice.

A more promisingtechniqueis to identify the state-dependent

elds, andconsisteng elds, andthenconstrainthe restof thein-
put. For example:

Session-speci celds, suchascookiesarecharacterizethy
the programsendingdataderived from someinternal state
(e.g, asavedcookie),andlatercomparingthatinternalstate
to subsequenhput.

Con guration-speci ¢ elds, suchasthe nameof a host,
may be comparedwith dataderived from anothersystem
call— eg., readinga con guration le. Another possibil-
ity is thattheinput datais passedsa parameterto a system
call—e.g. to openaspeci ed le.

Consistency elds, suchasacheck-sumresultin anexpres-
sion in the symbolic formula comparinga relatively small
protocol eld, e.g. acheck-sumwith anexpressionnvolv-
ing a relatively large protocol eld, e.g., therestof there-
quest.

Anothertechniqueis to useaniterative greedyalgorithmto de-
terminewhich partsof the input canremainthe sameasio. First,
we would usethe decisionprocedureto nd a satisfyinginput iy
as before. We would then attemptto constrainone of the input
variablegto have the samevalueasin iy, andtry again. If thedeci-
sionproceduresucceedsye cancontinueto constrairthatvariable
to have the samevalueasin iy, otherwisewe un-constrairit again.
We cancontinuethis procesaintil nomorebytescanbeconstrained
without causingthe decisionprocedureo fail.

Thegreedypartof this approactstemsrom theorderto attempt
to constrainthe input bytes. Supposethe messagéasa consis-
teng eld suchasacheck-sumWhile it maybe possibleto keep
theconsisteng eld valuefrom theoriginalinputandallow thede-
cisionprocedurdo nd new valuesfor thedata elds, it would be
preferableto keepthedata eld valuesfrom the original inputand
derive a new consistenvaluefor the consisteng eld. To encour
agethis property we greedilypreferto constrairbytesthatappears
on the otherside of a comparisonoperatorasthe fewestnumber
of otherinput variablesin the Booleanformula. Thusif we have
cksum= a+ b+ c+ d, we would preferto constraina throughd
beforecksum

We leave implementingand evaluatingthesetechniquesas fu-
ture work. If successfulthesetechniquescould greatly increase
Replayers ability to actasa genericprotocolreplaytool, by help-
ing presere ary hiddensemantic®f thereplayedmessage.

6.2 Generating an obsewer-independent
protocolreplay engine

In our currentsolution,we usethe post-states , andthe execu-
tiontraceT obtainedoy monitoringtheobsewrer asit processethe



originalinputio. In somereplayapplicationsthisinformationmay
notbeavailable.n particular it would be usefulto replayaninput
obtainedrom aloggednetwork trace.

We maybeableto build areplaysystenthatcanreplaymessages
of aparticularprotocol,afterobservingandbuilding symbolicfor-
mulasfor mostof the distincttypesof message that protocol.
Assumingwe areableto identify which elds arestate-dependent
usingthe techniqueglescribedn Section6.1, we could constrain
thenon-state-dependewmtriablesto the valuesof someotherinput
i to replaythat input. To build a tool to replay ary messagef
a particularprotocolin this way, we would alsoneedsomemech-
anismto determinewhich of our symbolicformulasto employ to
replaya particularinput. Oneway of doingthisis to build a signa-
ture of eachtype of messagevhengeneratinghe initial symbolic
formulas. We canbuild thesesignaturesusing similar techniques
to thosedescribedn [6]. Thatis, giventhe original obsered s,
andinput iy, we determinewhich partsof the input mustremain
the sameto satisfythe formula. The bytesthatcannotchangewill
typically correspondo protocolkeywords,which identify thetype
of messagéeingsent.Theseprotocolkeywordscanbebuilt into a
signaturewhich canlater be usedto identify subsequennputsof
thesamemessagéype.

6.3 Different program versions

In our currentdesign,we assumehat obserer andthe veri er
are running the exact sameprogram,P. In practice,we may be
ableto replayto a veri er thatis runninga differentprogrampP®
if PObehaesasP in externally obsenableways. This will often
bethe casefor two slightly differentversionsof the sameprogram,
or perhapsvenfor two independentlydevelopedprogramsmple-
mentingthe sameprotocol.

Directaccesgo thememoryandregistersof theveri er process
areunlikely to be usefulin supplyingthe initial statesy, because
POwill have a differentmemoryandregisterallocation. However,
if the necessargtatecanbeinferredfrom theveri er' s outputand
from apriori knowledgeasdescribedn Section3.2,andif thepro-
gramPCimplementsthe sameprotocolspeci cationasP, aninput
iv derivedfrom our symbolicformulais likely to resultin the same
externally observablebehaior on the veri er asi, did on the ob-
sener.

6.4 Complexity of nding a satisfyinginput

Thegeneraproblemof nding aninputthatsatis esanarbitrary
post-conditioncan easily be shavn to be undecidable.E.g the
post-conditiorcould be “Programoutputsl iff f(sy, iy) producesa
programthathalts” Naturally we do not claim to be ableto solve
the problemfor suchpost-conditionsIn practice we expectmost
usefulpost-conditionso berelatively simple,suchastheexamples
givenin Section2.

Likewise,evenasimplepost-conditiorsuchas“executionreaches
thesame nal eip asspeciedin sy” could be thwartedby a pro-
gramthat, for example, checkswhethera cryptographicpseudo-
randomfunction computedon theinputiy is equalto the states,.
However, for mostprogramspnewould not expectthe problemof
nding aninputto causehatprogramto reacha desirednal state
to intentionallybe madeinto a hardproblem.With few exceptions,
programsare designedso thatinputs can easily be constructedo
causea programto reacha desiredstate.

Note thathandlingcommoncasesof cryptographidunctionsis
not fundamentallydif cult. For example,supposehata protocol
eld of theinputmustincludea correctcryptographianessagau-
thenticationcode(MAC) of therestof theinput. Thereis no need
to “invert” the MAC to derive a correctinput. The cryptographic

key is part of the processstate(or the processwvould not be able
to verify the MAC itself). Hence,it is possibleto derive a correct
inputby rst satisfyingotherconstraintontheinput, andthenper

forming aforwardexecutionof the MAC computatiorcode which

again is part of the programitself. We do not provide a general
solutionto automaticallyrecognizeand handlesuchcasesn this
work, thoughit would be straight-forvard to includelogic to rec-
oghizeandhandlecallsinto commoncryptographidibraries. We
believe a more generalsolution may be possible which we leave
for futurework.

6.5 Non-determinism

Ourapproactassumeshatthe programbehaesin adeterminis-
tic mannetbetweerthetimetheinputiy is readin, andthetimethat
the nal states, is reached.Thisis thecasein mary programs.In
thepresencef non-determinisnrmotaccountedor in our symbolic
formula,ourapproachs nolongersound.However, it is likely that
in mary casest would still work, asintuitively programsarecon-
structedto behaven a deterministicmannerbasedon their input,
evenwhensomenon-determinisnis present.

For example,considera programthat usesthreadsthat are pre-
emptively scheduledy thekernel. Fromtheprocesss perspectie,
the schedulingof thesethreadss non-deterministicHowever, as-
sumingthe absencef racecondition$, the particularscheduling
orderof the threadshasno effectonthe nal statereacheddy the
program.Hence we cancomputethe wealestpre-conditionbased
ontheschedulingprderwe obseredin theoriginal executiontrace,
andassumehatthewealestpre-conditiorholdsfor otherschedul-
ing orders. The samereasoningappliesto a programthatis con-
currentlyprocessingtherrequestseithervia threadsor via asyn-
chronoud/O.

A potentialchallengeaxistswhenthe wealestpre-conditionde-
pendson the resultof a systemcall madein betweenreadingthe
input andreachingthe post-condition.For example,the behaior
of theprogrammaydependndatareadfrom a le ondiskafterre-
ceving thereplayednput. As we shavedin Section3.2,somesys-
temcallscanbeincorporatednto our symbolicformulaaspartof
theveri er' sinitial state.Thatis, if we canpredictwhatdatawill be
returnedby a particularsystemcall, we cansubstitutehatdatainto
the symbolicformula,thusremaving thenon-determinismHence,
approachs still soundn thesecasesf we canaccuratelydetermine
what thesesystemcalls will return. As discussedn Section3.2,
whetherwe can do this dependson the type of systemcall, and
hov muchaccessve haveto theveri er.

6.6 Insightsinto improving scalability,

performance,and ef ciency

Ourapproachwasfundamentallynotivatedby theneedor sound
techniguegor applicationreplay Ourexperiencandicateghatim-
plementatiordetailscanmake hugedifferencesn ef ciency, scal-
ability, and performance.In particular the availability of a com-
piler optimizationwill signi cantly (often exponentially)resultin
smallerandeasierto prove formulas. We have found oursehesre-
peatedlyimplementingcommoncompileroptimizationgto getbet-
terperformanceFor example without our simplealgebraicsimpli-

cations, the 16 byte check-suntook over 80 minutesto compute
thewealestpre-conditionjnsteadof the current7.9 seconds.

We believe furtherdramaticimprovementsareeasilyobtainable
by implementingknown compilertechniquesFor example:

6\We do not attemptto addressthe problemof reproducingrace
conditionsin this work. However, it may be possibleto extend
our approacho do so,for exampleby computingthe wealestpre-
conditionover the schedulingalgorithmaswell.



Welackaliasanalysiswhichoftenresultsn formulas(some-
times exponentially)larger thanneeded.During execution,
mary instructionsarememoryreferencesgitherto the stack
for local variablesspilleddueto registercontentionpr to the
heap.Wetake a strictly soundapproachwhereary two vari-
ablesthat may be aliasedare consideredaliases,resulting
in a if-then-else formulaasdescribedn Section3.1.
Theif-then-else canpotentiallydoublethe sizeof the
program.lmplementingx86 aliasanalysissuchasvalue-set
analysig4] would signi cantly help.

Furthersimpli cations (e.g.,commonsub-e&pressionelimi-
nation,moreaggressie simpli cation, globalvaluenumber
ing, etc.). As mentionedn Sectior4.2.4,we foundthatsuch
simpli cations canresultin anorderof magnitudespeedup.

We usea classicalapproachto calculatingthe wealestpre-
condition.FlanaginandSaxe [13] proposeamethodthatcan
exponentiallyreduceformulasize.

7. RELATED WORK

The work closestto our own is that of Cui et. al. [8]. Cui et.
al.developaheuristic-basedpproacho automaticallyidentify and
updateapplication elds in protocoldialog. A primaryaim of their
work is to decoupleapplicationsemanticgrom thereplayprocess.
This decouplingrequiresthe identi cation of applicationprotocol
dependentelds which mustbe modi ed for correctreplay The
processby which differentclassesof elds areidenti ed, modi-
ed, andreplayedis a manualprocesshasedon the semanticof
each eld type. The accurag of the developedtechniqueds not
guaranteednd new heuristicsmust be developedto handlenew
classe®f dynamic elds.

Several projectshave addressedhe problem of network traf-
¢ replay They typically focuson the network or transportlay-
ers[1,2,7] or includeapplicationsemanticshroughthemanualde-
velopmentof application-leel respondersr plug-ins[22,23,27].
Our approachworks atthe applicationlayerandutilizes the appli-
cationitself for semantianformationratherthana simpli ed ver-
sionof theapplicationencapsulateth a plug-in.

Replayingthe executionof a programhasbeenthe focusof nu-
merousprojecty3,11,17,18,24,26]. Theseprojectstypically focus
onensuringdeterministicexecutionin thefaceof non-determinism
or logging the precisesequencef instructionsfor dehugging,in-
trusionanalysis,or simpleinstruction-by-instructiomeplay Most
of thesepreviousapproachesimplylog thenon-deterministievent,
for example,the orderof memoryaccessesn amultiprocessaqror
log the individual instructionsexecuted. However, this is insuf-
cientto correctlyreplaythe executionof a programon a machine
with different state. We incorporatethe applicationand the ma-
chinestatein orderto soundlydetermingheinputthatwould arrive
atthe samepostcondition.

We computethe wealest pre-conditionusing direct, classical
techniques. More advancedtechniquescan be implementedand
may resulting signi cant improvements. For instance,Flanagn
and Saxe which can signi cantly reducethe size of the wealest
pre-conditionformula [13]. We adoptthe standardtechniqueof
unrolling loops, which may leadto incompletenesshowever, un-
rolling is not necessaryf loop invariantscanbe provided. Others
have exploredautomaticallydeterminingoop invariants.e.g.,[12,
19].

8. CONCLUSION

We developeda solutionto the protocol replay problem: that
of replayinganapplicationdialog obsered by onehostto another
host. The challengein protocolreplayis thata dialog sentto one
hostwill likely notbeacceptedy another A simplebyte-by-byte
replayto a hostthatis in a differentinitial statethanthe original
will fail. We developeda generalandformal de nition of there-
play problem. The solution developedin this papermakes novel
useof programmindanguageechniquesuchastheoremproving
andwealestpre-condition. By apply thesetechniquesye devel-
opedthe rst soundsolutionto the protocolreplay problem. We
implementedandevaluateda prototypeof our replaysystencalled
Replayer Our evaluationdemonstrateboth the viability andgen-
erality of our problemformulationandcorrespondin@pproach.
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