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Abstract—Defendingagainstdistributed denial-of-service attacks is one
of the hardest security problemson the Internet today. One dif�culty to
thwart theseattacks is to trace the sourceof the attacks becausethey often
useincorrect, or spoofedIP sourceaddressesto disguisethe true origin. In
this paper, we presenttwo new schemes,the AdvancedMarking Scheme
and the Authenticated Marking Scheme,which allow the victim to trace-
back the approximateorigin of spoofedIP packets.Our techniquesfeature
low network and router overhead, and support incremental deployment.
In contrast to previous work, our techniqueshave signi�cantly higher pre-
cision (lower false positive rate) and lower computation overhead for the
victim to reconstruct the attack paths under largescaledistributed denial-
of-service attacks. Furthermor e the Authenticated Marking Schemepro-
videsef�cient authentication of routers' markings suchthat evena compro-
misedrouter cannot forgeor tamper markings fr om other uncompromised
routers.

Keywords— IP traceback, distributed denial-of-service attacks, DDoS,
DoS,packet-marking traceback.

I . INTRODUCTION
�

ENIAL-OF-SERVICE (DoS) attackspose an increasing
threatto today's Internet[1]. Even moreconcerning,au-

tomaticattackingtools (suchasTribal Flood Network (TFN),
TFN2K, Trinoo, and stacheldraht)allow teenagersto launch
widely distributeddenial-of-service(DDoS)attackswith just a
few keystrokes[2]. Somenice analysisof DDoSandthe tools
canbefoundin [3], [4]. Justto nameoneof themany cases,in
February2000,severalhigh-pro�le sitesincludingYahoo,eBay,
andAmazonwerebroughtdown for hoursby DDoSattacks[2].
And real DDoS attacksare often mountedfrom hundredsor
eventhousandsof hosts.A seriousproblemto �ght theseDoS
attacksis thatattackersuseincorrect,or spoofedIP addressesin
the attackpacketsandhencedisguisethe real origin of the at-
tacks.Dueto thestatelessnatureof theInternet,it is a dif�cult
problemto determinethe sourceof thesespoofedIP packets,
which is calledtheIP traceback problem.

While many IP tracebacktechniqueshave beenproposed,
they all have shortcomingsthat limit their usability in practice
(we discussmore detailson relatedwork in sectionV). One
promisingsolution,recentlyproposedby Savageet al., is to let
routersprobabilisticallymarkpacketswith partialpathinforma-
tion duringpacket forwarding[5]. Thevictim thenreconstruct
thecompletepathsafter receiving a modestnumberof packets
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that containthe marking. We refer to this type of approachas
theIP markingapproach. Thisapproachhasa low overheadfor
routersandthe network andsupportsincrementaldeployment.
Savageet al. proposethe FragmentMarking Scheme, which
we refer to asFMS, for their IP markingapproach.Unfortu-
nately, aswewill show in ourtheoreticalanalysisin appendixA
andsimulationresultsin sectionIII-C, this approachhasa very
high computationoverheadfor thevictim to reconstructtheat-
tackpaths,andgivesa largenumberof falsepositiveswhenthe
denial-of-serviceattackoriginatesfrom multiple attackers. For
example,this approachcanrequiredaysof computationto re-
constructtheattackpathsandgive thousandsof falsepositives
evenwhenthereareonly 25distributedattackers.Thisapproach
is alsovulnerableto compromisedrouters.If arouteris compro-
mised,it canforgemarkingsfrom otheruncompromisedrouters
andhenceleadthereconstructionto wrongresults.Evenworse,
the victim will not be ableto tell a routeris compromisedjust
from theinformationin thepacketsit receives.

In this paperwe presenttwo new IP marking techniques
to solve the IP tracebackproblem: The AdvancedMarking
SchemeandtheAuthenticatedMarking Scheme.Our approach
hasthesamelow network androuteroverheadasFMSproposed
by Savageet al. [5], yet our approachis much more ef�cient
andaccuratefor theattackerpathreconstructionunderDDoS.In
particular, ourapproachcanreconstructtheattackerpathwithin
secondsandhasa low falsepositive rate.Furthermore,our Au-
thenticatedMarkingSchemesupportsef�cient authenticationof
routers' markings. This preventsa compromisedrouter from
forging otheruncompromisedroutersmarkings. Our schemes
alsosupportincrementaldeploymentandallow thevictim to re-
constructtheattackpathsevenaftertheattackhascompleted.

Thispaperis organizedasfollows. Wereview backgroundin-
formationandhighlight themain challengesof the IP marking
approachin sectionII. SectionIII introducesournew Advanced
Marking Schemesand shows theoreticalanalysisand experi-
ment resultswhich indicateour AdvancedMarking Schemes
are ef�cient and accurateeven in the presenceof large scale
DDoS attacks. In sectionIV, we describeour new Authenti-
catedMarking Schemethatprovidesef�cient authenticationof
routers'markings.Finally we discusssomepracticalissuesand
therelatedwork in sectionV, andconcludein sectionVI.

I I . BACKGROUND AND CHALLENGE

A. De�nitions

Thedirectedacyclic graph(DAG) rootedat � in �gure 1 rep-
resentsthe network asseenfrom a victim � anda distributed
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Fig. 1. Upstreamroutermapfrom victim

denial-of-serviceattackfrom ��� and ��� . � could be eithera
singlehostunderattackor a network borderdevice suchasa
�re wall representingmany suchhosts.Nodes��� representthe
routers,which we refer to asupstreamroutersfrom � , andwe
call the graphthe map of upstreamrouters from � . For ev-
ery router ��� , we refer to the set of routersthat immediately
before ��� in the graphasthe children of �	� , e.g. � ��
 ��� and

��
 are ��� 's children. The leaves ���
��� representthe potential

attack origins, or attackers. Theattack path from �
� is theor-

deredlist of routersbetween��� and � that the attackpacket
hastraversed,e.g.thetwo dottedlinesin thegraphindicatetwo
attackpaths: �����



�

��

�

��

�	��� and �����
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�

�

��

�	��� . Thedis-

tanceof �
� from � on a pathis thenumberof routersbetween

��� and � on thepath,e.g. thedistanceof �	� to � in thepath
�����
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�	��� is 3. Theattack graphis thegraphcomposed

of theattackpaths,e.g.,theattackgraphin theexamplewill be
thegraphcontainingthetwo attackpaths ���
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�	��� . And we refer to the packetsusedin DDoS
attacksasattack packets. We call a routerfalsepositiveif it is
in thereconstructedattackgraphbut not in therealattackgraph.
Similarly we call a routerfalsenegativeif it is in thetrueattack
graphbut not in thereconstructedattackgraph.We call a solu-
tion to theIP tracebackproblemrobustif it hasvery low rateof
falsenegativesandfalsepositives.

B. IP Markingwith EdgeSampling

Thebasicideaof theIPmarkingapproachis thatroutersprob-
abilisticallywrite someencodingof partialpathinformationinto
thepacketsduringforwarding.A basictechnique,theedgesam-
plingalgorithm, is towrite edgeinformationinto thepackets[5].
This schemereservestwo static�elds of thesizeof IP address,
start andend, anda staticdistance�eld in eachpacket. Each
routerupdatesthese�elds asfollows.

Eachroutermarksthepacket with a probability � . Whenthe
routerdecidesto mark the packet, it writes its own IP address
into the start �eld andwrites zerointo the distance�eld. Oth-
erwise,if the distance�eld is alreadyzerowhich indicatesits
previousroutermarkedthepacket, it writes its own IP address
into theend�eld, thusrepresentstheedgebetweenitself andthe
previousrouters.Finally, if therouterdoesn't markthepacket,
thenit alwaysincrementsthe distance�eld. Thusthedistance
�eld in the packet indicatesthe numberof routersthe packet
hastraversedfrom the router which marked the packet to the
victim. Thedistance�eld shouldbeupdatedusinga saturating
addition,meaningthatthedistance�eld is notallowedto wrap.
The mandatoryincrementof thedistance�eld is usedto avoid

spoo�ng by anattacker. Usingsucha scheme,any packet writ-
tenby theattacker will have distance�eld greaterthanor equal
to thelengthof therealattackpath.

Thevictim canusetheedgesmarkedin theattackpacketsto
reconstructtheattackgraph.For eachattackpathwith distance

�

, theexpectednumberof packetsneededto reconstructthepath
is boundedby � �"!$#&%

'

!

�)(

'

%�*,+.-"/

C. OverloadingtheIP Identi�cation Field

Theedgesamplingalgorithmrequires64bits for thestartand
end�eld andanotherfew bits for thedistance�eld in every IP
packet. We could storethesebits in an IP option, but this is
impracticalbecauseappendingadditionaldatato a packet on
the �y is expensive andmay leadto fragmentation.We could
also sendit in a separatepacket, but this addsmore network
and router overhead. A moreef�cient solution is to overload
the16-bit IP Identi�cation �eld usedfor fragmentationin theIP
header. Recentmeasurementssuggestthat lessthan 0

/

1�2�3

of
packetsarefragmented[6]. We refer to [5] for discussionson
practicalissuesaboutoverloadingtheIP Identi�cation �eld.

D. Limitationof FMSandChallenge

In order to usethe 16-bit IP Identi�cation �eld to storethe
IP markings,weneedanencodingschemeto reducethestorage
requirementsin eachpacket.

TheFMSencodingschemesplitseachrouter'sIP addressand
redundancy information into eight fragmentsandprobabilisti-
cally marksthe IP packet with oneof the eight fragments[5].
This encodingschemeworks well with just a single attacker.
But in caseof a distributeddenial-of-serviceattack,FMS suf-
fersfrom two mainproblems:

4 High computationoverhead,becauseit needsto checka large
numberof combinationsof thefragments,

4 Large number of false positives, becausethe redundancy
checkis insuf�cient andthe falsepositivesat a closerdistance
to the victim cancauseeven morefalsepositivesfurther away
from thevictim.
For example,as shown in our simulationresults(sectionIII-
C), even in caseof a DDoS from 25 distributedattacker sites,
FMS takesdaysto reconstructthe attackgraphand resultsin
thousandsof falsepositives. We also includea moredetailed
theoreticalanalysisin appendixA andsimulationresultsin sec-
tion III-C.

FMS alsosuffers from the fact that it is not robustagainsta
compromisedrouter. Evenworse,a victim cannoteventell that
a routerhasbeencompromisedmerelyfrom theinformationin
thepacketsreceived.

The main challengeis to designan ef�cient, accurate,and
authenticatedencodingschemefor IP marking that only uses
the 576 bits availablefrom theIP identi�cation �eld.

I I I . ADVANCED MARKING SCHEMES

In this section,we describeour AdvancedMarking schemes,
in whichweusenew encodingschemesthatareef�cient andac-
curateevenfor DDoSattacksoriginatingfrom over1000simul-
taneousattackers.We observe that if thevictim knows themap
of its upstreamrouters,it doesnotneedthefull IP addressin the
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Fig. 2. Encodingin AdvancedMarkingSchemeI

packetmarkingto reconstructtheattackinggraph,andhencethe
markingschemecanbemorecommunicationandcomputation
ef�cient. For our markingschemes,we assumethe victim has
a mapof its upstreamrouters,denotedas ��� . ��� is a DAG
with the victim asthe root. We show in sectionV-A that this
assumptionis practical.

A. AdvancedMarkingSchemeI

In the basicapproach,we usea similar markingschemeas
FMS,but insteadof encodingtheIP addressof a router ��� into
eightfragments,wesimplyencodeits hashvalue, � ���

�
� , as�g-

ure2 shows. In this scheme,we divide the16-bit IP Identi�ca-
tion �eld into a5-bit distance�eld anda11-bit edge�eld. Note
that 5 bits canrepresent32 hopswhich is suf�cient for almost
all Internetpaths[7], [8], [9].

Marking.. Figure 4 describesthe marking procedureof Ad-
vancedMarking SchemeI. Notethatwe actuallyusetwo inde-
pendenthashfunctions,� and ��� , in theencodingof therouters'
IP addresses.� and �

� both have 5�5 -bit outputs. Every router
marksapacketwith aprobability � whenforwardingthepacket.
If a router ��� decidesto markthepacket � , it writes � ���	��� into
theedge�eld and 0 into thedistance�eld in packet � . Other-
wise, if thedistance�eld is 0 which implies its previousrouter
hasmarkedthepacket,it XORs �

�
����� � with theedge�eld value

andoverwritesthe edge�eld with the resultof the XOR. The
routeralways incrementsthe distance�eld if it decidesnot to
mark thepacket. TheXOR of two neighboringroutersencode
the edgebetweenthe two routersof the upstreamroutermap.
The edge�eld of the markingwill containthe XOR resultof
two neighboringrouters,except for samplesfrom routersone
hop away from thevictim. Because�
	��
	������


 we could
startfrom markingsfrom theroutersonehopawayfrom thevic-
tim, andthenhop-by-hop,decodethepreviousrouters,asshown
in �gure 3. Thereasonto usetwo independenthashfunctionsis
to distinguishtheorderof thetwo routersin theXOR result.1

Reconstruction..Figure 4 describesthe reconstructionproce-
dure.Intuitively, to reconstructtheattackpaths,thevictim uses
the upstreamrouter map ��� as a road-mapand performsa
breadth-�rstsearchfrom the root. Let's denotethesetof edge
�elds marked with a distance

�

as �

#

(do not include dupli-
cates).At distance0 , thevictim enumeratesall the routersone
hopaway from itself in ��� andcheckswhich routershave the
hashvalueof their IP addresses,� ���	� � , matchedwith theedge
�elds in ��� , anddenotesthesetof matchedIP addressesas ��� .
Therefore�

� is thesetof routersonehopaway from thevictim
�

Given a collision-resistanthashfunction � , we can simply implementthe
two independenthashfunctionsin astandardway: �������! "�#�%$'&)(*��+%�,(-��.-�����/ 

�0�-$%12(*��+%�*( where $ ( + meansconcatenation.
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Fig. 3. XOR Encoding

in thereconstructedattackgraph. �

#

denotesthesetof routersat
distance

�

to thevictim in thereconstructedattackgraph.Then
for eachedge: in �

#<;

� , andfor eachelement= in �

#

, thevictim
computes>?�@:A	�� � �%= �

/

Thevictim thencheckswhetherany
child ��� of = in � � hasthehashvalueof its IP address,� ���	� � ,
equalto : . If thevictim �nds a matchedIP address��B , thenit
adds �CB to the set �

#<;

� (initially �

#<;

� is empty). The victim
repeatsthestepsuntil it reachesthemaximaldistancemarkedin
thepackets,denotedas DFE4GIH . Thus,thevictim reconstructsthe
attackgraph.

Analysis..AssumeaDDoSattack,andlet J K

#

J denotethenum-
berof routersin theattackgraphat distance

�

from thevictim.
Let LNM denotethe in-degreeof element= in �

#

( � (the number
of = 's children) in �

� , and recall that J �

#

J is the numberof
uniqueedgesegmentsreceivedby thevictim with thedistance
�eld marked as

�

. Becausethe hashvalue is 11 bits, the ex-
pectednumberof falsepositivesamong = 's childrenin ��� is

L
M
O

J �

#

J P

1

�,� . If we assumethat the hashfunctionsare good
randomfunctions, Q �RJ �

#

J �S� � 5UT � 5UT 5VP

1

�,�

�XW Y

*

W �
O

1

�,�

/

For
example,when L

M
�[Z
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#
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 the expectednumberof

falsepositivesamong= 's childrenin ��� is lessthan1. Theto-
tal expectednumberof falsepositivesis approximatelythesum
of theexpectednumbersof falsepositivesin = 'schildrenin �

�

for all = in thesets �V�

#

�
�_^

#

^a`
bNcXd

/

In subsectionIII-C, we see
that this schemecanalreadysustainDDoSattackfrom 50 dis-
tributedattackersites,which is twice ashigh asFMS.

The computationalcomplexity of this schemeis also much
lowerthantheFragmentMarkingscheme,e �,f

#

J �

#

J
O

J �

#<;

��J �

insteadof e �*f

#

J �

#

J
O

J �

#<;

�
J g�� . Also, given the samemark-

ing probability � , this schemeneedslessthanoneeighthof the
packetsastheFMS to reconstructtheattackgraph.

B. AdvancedMarkingSchemeII

Although theAdvancedMarking SchemeI is moreef�cient
andaccuratethanFMS in caseof DDoS,it still givesfalsepos-
itives when thereare more than about60 distributed attacker
sites. The reasonis that the 11-bit hashvalueis not suf�cient
to avoid collision whentherearemany routersat thesamedis-
tanceto the victim in the attackgraph. In order to be more
robustagainstlargerscaleDDoS,wefurtherextendthescheme.
In particular, insteadof using just two hashfunctions,we use
two setsof independenthashfunctions.Theintuition is thatthe
probabilityof any falsepositive � to havethesamehashvalueas
a router � for onehashfunction � � is 5VP

1

� � , andtheprobability
of � to have thesamehashvaluesas � for h independenthash
functionsis ��5VP

1

� �

�

�

� 5VP

1

�,�<i
� .
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Marking procedure at router ��� :
for eachpacket �

let � bea randomnumberfrom � &)(N1 �

if ���	� then
P.distance
 0
P.edge
 �I�����%�

else
if (P.distance== 0) then

P.edge
 P.edge� � . �����-�

P.distance
 P.distance+ 1

Reconstructionprocedure at victim 
 :
let ��� beemptyfor &������ maxd
for eachchild � of 
 in ���

if �I��� ������� then
insert � into � �

for � := 0 to maxd �A1

for each� in ���

for each� in � �! 

�

"

 "�#�F� . �$�V�

for eachchild � of � in � �

if �I�%� �! 

" then
insert � into ���& 

�

output � � for &��	��� maxd

Fig. 4. AdvancedMarkingSchemeI

Notethata standardway to generatea setof
1('

independent
hashfunctions�0� � �

/

�
�

� is to useonehashfunction,i.e. ) , andlet
� � �%: � �*) �,+.-



:�/ � , where- is an � -bit index, and +



/ represents

concatenation.Supposewe use
110

independenthashfunctions
in this scheme.Every time whena routerdecidesto mark the
packet, it would chooseone of the

110

hashfunctionsfor the
encoding.And whenthe victim reconstructsthe attackgraph,
it would needto know which hashfunction the routerusedto
markeachindividualpacket.

One approachis to usesomepacket-speci�c datato deter-
minewhich hashfunctiontheroutershouldchooseandto indi-
cateto thevictim which hashfunctiontherouterhasused.For
example,for a packet � containingsourceIP address243651798;:1<$= ,
theencodingof therouterIP �	� couldbe ) �4+?> �.2,3@5A7�8B:�<%= �



���C/ � ,

where > is a function mappingfrom Z

1

bits to D bits. > �%: �

could be simply the �rst D bits of : , or a bettersolution, be
anotherindependenthashfunction.Thus,with packetscontain-
ing differentsourceIP addresses,the victim canhopefully get
markingsof eachrouter with

1
0

independenthashfunctions.
Unfortunatelythis approachis not robust againstthe counter-
measureof attackers. First, the attackerscould simply usethe
samespoofedsourceIP address(this approachis not very ef-
fectivesinceif theattackerusesthesamesourceIP address,the
victim caneasilyblock it). Second,theattackerscouldcarefully
computethesourceIP addressessuchthatthey all hashinto the
sameD bits. Since D is normally small for ef�ciency reason,
thesecondcountermeasureis practical.In this case,thepackets
markedby thesamerouterwill only bemarkedwith hashvalues
from onehashfunction,insteadof asetof

1
0

independenthash
functionsasmentionedbefore.

Therefore,weuseanotherapproachwhereweuseanexplicit
�a g �eld to indicatewhichhashfunctiontherouterhasusedfor
the marking. In particular, we divide the overloadedIP Iden-
ti�cation �eld into a D -bit �ag �eld, fID, a � 5�5 TED�� -bit edge
�eld, anda 5-bit distance�eld. Figure5 shows an exampleof
this approachfor D ��Z . With a given fID, the encodingof a
router �

� is simply � �,+9FG<�H



�
�

/ � . Thusdifferent fIDs indicate

3 bits 5 bits 8 bits

EdgeDistance (d)Flag ID

R  IP addressi

32 bits

h( . )

ih(y, R ) y= f ID

8 bits

Fig. 5. Encodingfor AdvancedMarking SchemeII

differentindependenthashfunctions.Whenarouter � � decides
to marka packet, it choosesa randomnumber: of D bits and
write it in the�ag �eld anduse ) �4+%: 
 ���C/ � asits IP addressen-
coding,as�gure 5 shows. Therestof theschemeis similar to
the AdvancedMarking scheme1. Figure6 shows a morede-
taileddescriptionof theschemein thecaseof D ��Z .

AdvancedMarking SchemeII at router �I� :
for eachpacket �

let � bea randomnumberfrom � &)(N1 �

if ���	� then
let � bea randomintegerfrom � &)(CJ2�

P.fID 
 �

P.distance
 &

P.edge
 �0�-$��I(K���%+%�

else
if (P.distance== 0) then

P.edge
 P.edge� �4.-�%$ P.fID (?���-+-�

P.distance
 P.distance+ 1
Reconstructionprocedure at victim 
 :

let ��� beemptyfor &������ maxd
for eachchild � of 
 in �

�

let count= 0
for L := 0 to MONP�F1

if �#�%$%L (C� +%�Q�R�

�&S T

then
UCVOWYX[Z

 

UCVOW\X[Z(]

1

if U?V;W\X[Z_^�` then
insert � into �1�

for � := 0 to maxd �A1

for each� in �
�

for eachchild � of � in ���

let count= 0
for L := 0 to M

N

�A1

for each� in �I�! 

�

S T

"

 �#�F�
.

�-$%L (?�)+-�

if �0�-$%L (?� +%�/ 

" then
UCVOW\X[Z

 

UCVOWYX[ZA]

1 ; break
if U?V;W\X[Z_^�` then

insert � into ���& 

�

output ��� for &������ maxd

Fig. 6. AdvancedMarkingSchemeII

The reconstructionalgorithm is similar to the Advanced
MarkingScheme1, exceptthathereweusea thresholdscheme.
Recall that ��� denotesthe mapof upstreamroutersfrom the
victim. Let's denotethe setof uniqueedgesegmentsmarked
with a distance

�

and �ag ID a as �

#\b �

. For a h -threshold
scheme,a node c in ��� will only be consideredason an at-
tack path if more than h of its hashvaluesfrom the

1A0

hash
functionsmatchtheright markingsin theattackpackets.More
detailsof thereconstructionprocedureis describedin �gure 6.

Assumea DDoS attack where J K

#

J denotesthe number
of routerson the attackpathsat distance

�

from the victim.
Recall �

#

( � denotesthe set of routersat distance
�

T 5 to
the victim in the reconstructedattack graph. For every ele-
ment = in �

#

( � , let LNM denotesthe in-degreeof = (the num-
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ber of = 's children) in � � . Then in a
1 0

-thresholdscheme,
the expectednumberof falsepositives among = 's children is

L M O��

�2^

�

^ ���

W �

*�� �

W

�

- - +

�

/

Assumethe hashfunctionsaregoodran-
domfunctions,Q �RJ �

#\b �

J �\� � 5�T � 5�T 50P

1

� �)(

0

�4W Y

*

W � O

1

� �)(

0

/

For
example,whenD ��Z 
 LNM�� Z

1


 J K

#

J�� 5

1��


 theexpectednum-
berof falsepositivesamong= 'schildrenis lessthan1. Thetotal
expectednumberof falsepositivesis approximatelythesumof
theexpectednumbersof falsepositivesin = 'schildrenin � � for
all = in thesets�V�

#

�)�4^

#

^ `
bNc4d

/

In subsectionIII-C, we seethat
thisschemecansustainDDoSattackfrom over1500distributed
attackersites.

The computational complexity of this scheme is still
e � f

#

J �

#

J O J �

#<;

��J � insteadof e � f

#

J �

#

J O J �

#<;

�#J g�� in FMS.
Although in the caseof D � Z , this schemewith threshold

h
	�� needsaboutthesamenumberof packetsasFMS given
thesamemarkingprobability � , this schemehastheadvantage
that it canalreadystartreconstructingtheattackgraphwhenit
only receivesafractionof thepacketsasneededin theFragment
Markingscheme,andthemorepacketsit receives,theprecision
of thereconstructedattackgraphsimply increases.

C. SimulationResults

To test the behavior of theseAdvancedMarking schemes
in real settings,we conductan experimenton simulatedat-
tacksusinga real traceroutedatasetobtainedfrom LucentBell
Labs [10]. The traceroutedatasetcontains709,310distinct
traceroutepathsfrom a singlesourceto 103,402differentdes-
tinationswidely distributedover the entire Internet. In all the
tests,we usethe singlesourceof the tracerouteasthe victim,
andthewholetraceroutedatasetasthemapof upstreamrouters
from thevictim. In eachtest,we randomlyselecta givennum-
berof destinationsin thedatasetasattackers.We thensimulate
the routersto mark theattackpackets,andsimulatethe victim
to reconstructtheattackgraphusingthemarkingsin thepack-
ets.As indicatedin thetheoreticalanalysis,thenumberof false
positivesandcomputationtime is relatedto the distribution of
the numberof routers J K

#

J at a distance
�

, 0�


�


 DFE4GIH ,
in the attackgraph. Even with the samenumberof attackers,
thedistribution of �IJ K

#

J
�_�_^

#

^a`
bNcXd couldbeverydifferentde-
pendingon theconvergenceof theattackpaths.For mostof the
datapointsin the�gures, weperformabout50–100independent
testsandcomputetheaverageof theresult.

Figures7 and8 show thenumberof falsepositivesof theAd-
vancedMarkingSchemeI andtheAdvancedMarkingSchemeII
with D�� Z andthreedifferentthresholdsh�	

2



h�	 6 and

h�	�� . The AdvancedMarking SchemeI cansustainDDoS
attacksfrom fewer than50 distributedattacker sites,while the
AdvancedMarking SchemeII with thresholdh�	

2

cansus-
tain 500distributedattacker siteswith very few falsepositives,
andwith thresholdh�	 6 cansustain1000attacker sites. Fi-
nally, theAdvancedMarking SchemeII with thresholdh
	��

canberobustagainstDDoSwith even1500distributedattacker
sitesandonlyhas20falsepositiveswhenthereare2000attacker
sites.

Figure 9 shows the time to reconstructthe attackgraphby
the victim after the victim hasreceived all the packetsneeded
(measuredon a 500MHz PentiumIII Linux workstation).The
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AdvancedMarking SchemeI took substantiallylonger as the
numberof attackers increasebecauseit hasmany more false
positives. For the AdvancedMarking SchemeII, all threedif-
ferentthresholdstook lessthan100 secondsto reconstructthe
attackgraphevenwhenthereare2000distributedattackersites.

For comparisonpurpose,wepreformasimilar simulationus-
ing FMS, shown in �gures 10 and11. With only 20 attackers,
the schemealreadyoutputsover 100 falsepositivesand takes
morethanadayto reconstructtheattackgraph.With 25attack-
ers,theschemeoutputsthousandsof falsepositivesandcannot
terminatewithin a week. Note that our timing information is
basedonahighly optimizedimplementationof FMSrunningon
a 500MHz PentiumIII Linux workstation.So for simulations
with morethan20 attackers,we computetheexpectednumber
of falsepositivesandexpectedcomputationoverheadusingthe
formulasin ourtheoreticalanalysis(for details,seeappendixA).
Themainreasonfor thedramaticincreaseof thenumberof false
positivesfor FMS is becauseof a cumulativeexplosioneffect–
falsepositive routersat a distance- from thevictim causemore
falsepositivesat distance-�� 5 duringthereconstruction.

We alsotestedthenubmerof packetsrequiredto reconstruct
theattackgraph.Figures12 and13 show thesimulationresult
of thenumberof packetsrequiredto reconstructpathsof vary-
ing lengthwith �

2�3

probabilityin presenceof only oneattacker
for theFragmentMarking Schemeandour AdvancedMarking
Schemes(with D ��Z ). Eachdatapoint is averagedover 100
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Fig. 9. ComputationOverheadfor AdvancedMarkingSchemes

independentrandomtestswith anattacker at a certaindistance
from the victim. The marking probability is � � ]

3

in �g-
ure12,and � � 5

3

in �gure 13. As describedin sectionIII-B,
FMS and the AdvancedMarking SchemeII with D � Z and
thresholdh 	�� requirethesamenumberof packetsto recon-
structtheattackpaths,while theAdvancedMarking SchemeII
with D � Z andthresholdh 	 6 and h�	

2

requiresubstan-
tially fewerpacketsfor thereconstruction.HencetheAdvanced
Marking Schemehastheadvantagethat it canalreadystartre-
constructingtheattackgraphwith only a fractionof thepackets
neededby FMS. Themorepacketsit receives,theattackgraph
simplybecomesmoreaccurate.

IV. AUTHENTICATED MARKING SCHEME

A fundamental shortcoming of the advanced marking
schemesis thatthepacketmarkingsarenotauthenticated.Con-
sequently, a compromisedrouteron theattackpathcouldforge
themarkingsof upstreamrouters.Moreover, thecompromised
routercould forge the markingsaccordingto the preciseprob-
ability distribution, preventing the victim from detectingand
determiningthecompromisedrouterby analyzingthemarking
distribution. To solve this problem,we needa mechanismto
authenticatethepacket marking. A straightforwardway to au-
thenticatethemarkingof packetsis to have therouterdigitally
sign the marking. However, digital signatureshave two major
disadvantages.First, they areveryexpensiveto compute(a 500
MHz Pentiumcanonly computeon the orderof 100 1024-bit
RSA signaturesper second). Secondly, the spaceoverheadis
large(128bytesfor a 1024-bitRSAsignature).

We proposea muchmoreef�cient techniqueto authenticate
the packet marking,the AuthenticatedMarking Scheme.This
techniqueonly usesonecryptographicMAC (MessageAuthen-
tication Code) computationper marking, which is ordersof
magnitudemoreef�cient to compute(i.e.,HMAC-MD5 is three
to four ordersof magnitudemoreef�cient than1024-bitRSA
signing)andcanbeadaptedsoit only requiresthe16-bit over-
loadedIP identi�cation �eld for storage.

A. Step1: Authenticationwith a MAC

MessageAuthenticationCodes(MAC) suchasHMAC [11]
arecommonlyusedfor two-partymessageauthentication.Two
partiescansharea secretkey

�

. Whenparty � sendsa mes-
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sageK to party � , � appendsthe messagewith the MAC of
K usingkey

�

. When � receivesthemessage,it cancheckthe
validity of theMAC. A well-designedMAC guaranteesthatno-
bodycanforgea MAC of a messagewithout knowing thekey.
MAC computationis very ef�cient, e.g.a fastworkstationcan
computearoundZ�0�0



0�0�0

�

-byteHMAC-MD5 persecond,and
around Z



0�0�0



0�0�0 CBC-MAC with RC5 (measuredon a

2

0�0

MHz PentiumIII Linux workstation).
Let > denotea MAC function and >�� the MAC function

using key
�

. If we assumethat each router �
� sharesa

unique secretkey
�

� with the victim, then insteadof using
hashfunctions to generatethe encodingof a router's IP ad-
dress,��� canapplya MAC functionto its IP addressandsome
packet-speci�c informationwith

�

� . Becausea compromised
routerstill doesnot know the secretkeys of other uncompro-
misedrouters,it cannotforgemarkingsof otheruncompromised
routers. The packet-speci�c information is necessaryto pre-
venta replayattack,becauseotherwise,a compromisedrouter
canforgeotherroutersmarkingssimplyby copying theirmark-
ing into other packets. We could use the entire packet con-
tent in the MAC computation,i.e. encode��� as >����,�,+G=



���K/ � .

But for ef�ciency, it might also be suf�cient to just use the
sourceanddestinationIP addressesin thepacket,i.e.encode�

�

as >����)�4+.2,3@5A7�8B:�<%=

	�

:\2�
	��
���
	� 3�
(<$=



��� / � . In this case,a compro-
misedroutermight still be ableto forgea markingin a packet
by usingthe samesourceIP address,but in this case,the vic-
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tim canblock traf�c comingfrom this sourceIP address.(Also
theextendedschemein step2 canreducethepossiblenumberof
sourceIP addressesthatthecompromisedroutercoulduseto re-
play.) Besidesthechangeof usinga MAC functionwith secret
keys insteadof publicly availablehashfunctions,the marking
andreconstructionprocedureis similar to theAdvancedMark-
ing schemes.

B. Step2: UsingTime-ReleasedKey Chains

Although Step1 canprovide routerauthentication,it is ob-
viously impracticalbecauseit requireseachrouter to sharea
secretkey with eachpotentialvictim. To solve thisproblem,we
extendthe schemeby usingthe time-releasedkeys authentica-
tion scheme.A similarschemewasproposedby Perrigetal. for
multicastsourceauthentication[12].

The basic idea is that eachrouter �	� �rst generatesa se-
quenceof secretkeys, �

���

b

�
�

whereeachkey
���

b

� is an el-
ementof a hashchain. By successively applying a one-way
function ) (e.g. a cryptographichashfunction such as MD5
[13]) to a randomlyselectedseed,

���

b

� , we canobtaina chain
of keys,

�	�

b

� � ) �

�	�

;

�

b

��� . Because) is a one-way func-
tion, anybody can computeforward (backward in time), e.g.
compute

�

�

b

�




/�/�/




�
�

b

� given
�

�

;

�

b

� , but nobodycancompute
backward (forward in time), e.g. compute

�
�

;

�

b

� given only
�

�

b

�



/�/�/




�	�

b

� , dueto the one-way generatorfunction. This is
similar to theS/Key one-timepasswordsystem[14].

P1 P2 P3 P4 P5
time

KK K t+1tt-1
gg g g

Fig. 14. AuthenticatedMarkingUsingaTime-ReleasedKey ChainataRouter.

Eachrouter �	� commitsto thesecretkey sequencethrougha
standardcommitmentprotocol,e.g.by signingthe �rst key of
thechain

�

�

b

� with its privatekey, andpublishthecommitment
out of band,e.g.by postingit on a web site. We assumethat
eachrouterhasa certi�ed publickey.

The time is divided into intervals (as shown later, the time
interval needsto be suf�ciently long, e.g.on the order of ten
seconds).Eachrouter �	� thenassociatesits key sequencewith
thesequenceof thetimeinterval,with onekey pertime interval.
In time interval L , therouter � � usesthekey of thecurrentinter-
val,

���

b

� , to markpacketsin that interval. Themarkingscheme
is thesameasin Step1, exceptthatinsteadof usingasharedse-
cretkey between��� andthevictim to computethemarking,the
routeruses

���

b

� asthe key to computethe MAC. �
� will then

reveal thekey
���

b

� aftera delayof 
�� after theendof the time
interval L . The key disclosuretime delay 


� is on the orderof
a few time intervals,aslong asit is greaterthanany reasonable
roundtrip time on theInternetplus themaximumsynchroniza-
tion errorbetweentherouterandthevictim. Thedisclosureof
thekeyscanbedoneoutof band,e.g.publishedona web-site.

Figure14 shows an exampleof usinga time-releasedsecret
key chainfor theauthenticatedmarkingscheme.Note thatbe-
causeof theuseof thekey chain,thevictim only needsto down-
loadthekeys of theroutersfor the latesttime interval andthen
it is ableto computeall thekeys for previoustime intervals.

Whenthevictim receivesthemarkedpackets,it savesthear-
rival time for eachpacket. Note that thevictim andtherouters
needan approximatetime synchronization.For thepurposeof
this approach,the time only needsto be looselysynchronized,
e.g. the synchronizationerror may be on the orderof multiple
seconds.This level of approximatetimesynchronizationis easy
to achieve in practice.Pleasereferto [15], [12] for moredetails
on timesynchronization.

Beforereconstructingtheattackgraph,thevictim downloads
thedisclosedkeys of therouters.Notethat thevictim doesnot
needto downloadthekeysof all routersatonce.It startsfrom its
nearestrouterto routersfurtheraway asnecessaryin therecon-
structionprocess.For eachmarkedpacket,it �rst determinesthe
sendingtime interval of thepacket usingits arrival time. Sup-
posethearrival time of thepacket is �

' , the time synchroniza-
tion betweenthevictim andtherouteris ��
�� , andthemaximum
transmissiondelayof thepacket is 


#

. Thus,theactualsending
timeof thepacket �

� is boundedas�

'

T�

�

T�


#

�

�
�

�

�

'

�	

� .

Therefore, if the length of the time interval is substantially
longerthan

1


�� ��


#

, thevictim candeterminethesendingtime
interval of the marked packet with high probability. After de-
terminingthe sendingtime interval of the markedpackets,the
victim canassociatethe right keys usedto computetheMACs
with the packets. It can then usea similar reconstructional-
gorithm asthe AdvancedMarking Schemesto reconstructthe
attackgraph.

Note that becausewe usethe sourceIP addressand differ-
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ent keys over differenttime intervals in thecomputationof the
encodingof routerIP addresses,it hasthesameeffect asusing
a setof independenthashfunctionsasdescribedbefore. So it
is not necessaryto useanexplicit �ag �eld asin theAdvanced
MarkingScheme2 if wemainlyconsiderDDoSattacksthatlast
multiple time intervals.

V. DISCUSSION

A. MappingUpstreamRouters

In previous sections,we show that the AdvancedMarking
Schemesand the AuthenticatedMarking Schemearevery ef-
�cient andaccurateevenin presenceof largedistributeddenial-
of-serviceattacks. But thesemarkingschemesrely on the as-
sumptionthat thevictim hasa mapof upstreamrouters.In this
subsection,weshow thatthisassumptionis reasonableandprac-
tical.

First, it is easyto obtain such a map of upstreamrouters
for a victim. Standardtools exist for mapping,suchasa tool
basedontraceroutefrom LucentBell Labs[10] andSkitterfrom
CAIDA [9]. Thesetoolscanobtainthemapof upstreamrouters
from thevictim to over100,000destinationsperday.

Second,sucha mapdoesnot needto have high accuracy and
doesnot needto be very recent,aslong asthe attackgraphis
containedin this map.Furthermore,evenif thevictim doesnot
havesuchamapbeforeit is attackedby DDoS,it canobtainthe
mapaftertheattack.

Another approachto get the upstreamrouter map is to use
ourapproachin conjunctionwith itrace[16]. Duringpeacetime
thevictim collectsitracepackets(seereview in therelatedwork
section)and constructsthe upstreamrouter map. During the
attack,the victim usesour packet markingschemeto quickly
tracebacktheattacker.

Finally, in the real deploymentof this protocol,we canalso
build an explorationprotocolinto the routersto supportincre-
mentaldeployment. Thus the victim can get the map of up-
streamrouterswhich implementtheadvancedmarkingprotocol
andtheauthenticatedmarkingprotocol.

B. RelatedWork

Researchershaveproposedvariousschemesto addresstheIP
tracebackproblem.Unfortunatelythey aremostly inef�cient or
ineffective and not robust againstDDoS. Fergusonand Senie
proposedingress�ltering whereeachrouterblockspacketsthat
arrivewith illegitimatesourceaddresses[17]. Thisapproachre-
quirestherouterto havesuf�cient powerto verify theIP address
of eachpacket andto have suf�cient knowledgeto distinguish
betweenlegitimateandillegitimateaddresses.Also the effec-
tivenessof the approachdependsof widespreaddeployment.
BurchandCheswickproposedcontrolled�ooding [18]. In this
approach,thevictim �oods somenetwork selectively duringthe
attackto checkthe correlationof the �ooding with the attack
andgatherinformationaboutthesourcesof theattacksfrom the
correlation. This approachis only applicableduring on-going
attacks,introduceslargeoverheadandcannotdealwith DDoS.
Sager[19] andStone[20] proposeloggingon routers.This ap-
proachhashigh overheadof storageandprocessing.All these
previouswork donotconsidertheissueof routerauthentication.

Bellovin [16] proposedto useICMP messagesfor authenti-
catedIP markingandis leadingtheIETF workinggroupitrace,
which exploresthis approach.In this scheme,an itracerouter
probabilisticallygeneratesan authenticatedcopy of a packet,
addsits own IP addressaswell as the IP of the previous and
next hoprouters,andforwardsthepacketeitherto thesourceor
destinationaddress.Theapproachof usingICMP messagesand
our approachcanbe complimentaryto eachother. Itracedoes
notneedanupstreamroutermapbecausetheIP addressesof the
routersareencodedin theitracepackets.In fact,thevictim can
usetheinformationin itracepacketsto build anupstreamrouter
map. A disadvantageof itraceis that it requiresmoreattacker
packetsdueto the lower probability of generatingitracepack-
ets. Henceby usingour techniquesin conjunctionwith itrace
yields the bestout of both worlds: allows the victim to build
theupstreamroutermapin peacetime, anduseour schemesto
quickly �nd theattackerduringtimesof attack.Theapproachof
usingICMP messagesalsohastheadvantagethatit cancapture
re�ector attacksif the routersalsoprobabilisticallysenditrace
packetsto thesourceIP address.Ourapproachcouldpotentially
capturere�ector attacksif there�ectorsprobabilisticallycopies
themarkingsinto repliedpackets.

Dean, Franklin and Stubble�eld [21] proposea nice alter-
native markingschemeusingnoisypolynomialreconstruction.
Their schemedoesnot requirean upstreamrouter map. Un-
fortunatelytheir schemeis lessef�cient in presenceof multiple
attackersasthenumberof packetsneededto reconstructtheat-
tackinggraphis quadraticto thenumberof attackersinsteadof
linear in our scheme.Also becausetheir markingschemedoes
nothavethedistance�eld asin FMSandourscheme,it is more
vulnerableto fake markingsput in thepacketsby theattackers.
Becausethemarkingprobabilityhasto below enoughto ensure
theattackgraphcanbereconstructedfrom areasonablenumber
of packets,the attacker canactuallyput in fake markingsthat
remainunchangedandconsistof the majority of the markings
receivedby thevictim. Thesmartattackerscanevenput in fake
markingsaccordingto theright probabilitydistribution thusthe
victim will reconstructawrongattackgraph.

VI . CONCLUSION

In this paper, we presenttwo new schemes,the Advanced
Marking Schemeand the AuthenticatedMarking Scheme,
which allow the victim to tracebackthe approximateorigin of
spoofedIP packets. Our techniqueshave very low network
and router overheadand supportincrementaldeployment. In
contrastto previouswork, our markingtechniqueshave signif-
icantly higher precision(lower false positive rate) and lower
computationoverheadfor the victim to reconstructthe attack
paths under large scale distributed denial-of-serviceattacks.
Furthermorethe AuthenticatedMarking Schemeprovidesef�-
cientauthenticationof routers'markingssuchthatevena com-
promisedroutercannotforgeor tampermarkingsfrom otherun-
compromisedrouters.
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APPENDIX

I . ANALYZING THE L IMITATION FOR DDOS IN THE

FRAGMENT MARKING SCHEME

Thepaper[5] mainlyconsidersdenial-of-servicewith asingle
attacker site. In this section,we analyzeandillustratethat the
FragmentMarking scheme(FMS) is inef�cient andinaccurate
underevena smallscaleof DDoS.

In FMS eachattackpacket containsthe16-bit markingblock
includinga 5-bit distance�eld, a 3-bit fragmentID �eld, anda
8-bit edge fragment�eld. Eachrouter's IP addressis encoded
usingeight 11-bit fragmentsandeachpacket will probabilisti-
cally containone of the eight fragmentsfrom the router who
markedthepacket. We denotethesetof uniqueedgefragments
markedwith a distance

�

andfragmentID > as �

#\b

� . Because
for eachdistance

�

, in theeightsets�

#\b

�
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� , thevictim
cannotdistinguishwhicheightfragmentsarefrom theencoding
of thesamerouter, in orderto reconstructtheattackgraph,the
victim needsto considerall possibleorderedcombinationof the
eight sets �

#\b
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� andcheckwhich combinationshave
theright format(by checkingthatthehashvalueof theoddbits
matchtheevenbits). We denotesthesetof thesecombinations
as �

#

. Clearly, J �
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/

In caseof DDoS, J �

#\b

�

J

could be quite high. Thus,with presenceof multiple attacker
sites, the FragmentMarking schemeseverely suffer from the
following two mainproblems:

4 High computationoverhead
Assumein thereconstructedattackgraph,thenumberof distinct
routersat distance

�

is J �

#

J . Thento reconstructthe routersat
distance

�

� 5 , thevictim XORseachelement: in �

#<;

� with
eachelement= in �

#

, computes>���: 	�= , andcheckswhether>

hastheright format.Denotethesetof theXOR resultsas �
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� ,
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So the total numberof combinationsto be checked for all the
distancesis
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usingconvention J � ( �#J�� 5 . It requiresatleastonehashcompu-
tationto checkonecombination.As weshow in theexperiments
in subsectionIII-C, thecomputationoverheadis considerable.

4 Largenumberof falsepositives
For eachsuch > in theset � , theprobability that it is a valid IP
encodingis 5VP

1

� � when > is noton theattackpaths,becausethe
hashvalueis Z

1

bits. Sotheexpectednumberof elementsin �

thatarevalid IP encodingis J � J P

1
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/

Becausean
IP addressis 32 bits, so theexpectednumberof falsepositives
is

Q
	 falsepositives� � ��5 T ��5 T 5VP
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When ���
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����� J � J P
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/

As we show
in the experimentsin subsectionIII-C, even for a DDoS with
25 attackers,thereconstructioncanresultin thousandsof false
positives.


