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Abstract— Traceback mechanismsare a critical part of
the defenseagainst IP spoo�ng and DoS attacks, as well
as being of forensic value to law enforcement. Curr ently
proposed IP traceback mechanisms are inadequate to
addressthe traceback problem for the following reasons:
they requireDDoSvictims to gather thousandsof packetsto
reconstruct a single attack path; they do not scaleto large
scale Distrib uted DoS attacks; and they do not support
incremental deployment.

We proposeFast Inter net Traceback(FIT), a new packet
marking approachthat signi�cantly impr ovesIP traceback
in several dimensions:(1) victims can identify attack paths
with high probability after receiving only tensof packets,a
reduction of 1–3orders of magnitude compared to previous
packet marking schemes;(2) FIT performs well even in
the presenceof legacyrouters, allowing every FIT-enabled
router in path to be identi�ed; and (3) FIT scalesto large
distributed attacks with thousandsof attackers. Compared
with previous packet marking schemes,FIT representsa
step forward in performance and deployability.

I . INTRODUCTION

E -CRIME is on the rise. Estimatesfor the cost of
worm and virus epidemics,and Distributed Denial

of Service (DDoS) attacks are often on the order of
several billions of dollars. Even if the true cost is one
order of magnitudesmaller, we would still needto ad-
dresstheseproblems,especiallysincethe frequency and
severity of theseattacksare increasing.Oneof the most
severeDDoS attacks,againstthe DomainNameSystem
(DNS) in January2003, proves that even the critical
infrastructureof the Internet is potentially vulnerable.
More recently, attackers target victims for political or
economicreasons—SCO,RIAA, andanti-spamblacklist
servershave all beenthe subjectof suchattacks.Lastly,
attacksare sometimesusedto extort money from their
victims.Attackersrequest“protection” money to stopthe
attackor guaranteethat it will not be repeated.Twenty
UK bettingsites,the e-commerce�rm “2Checkout”, and
e-bookdistributorswereall recentvictims of attacksthat
occurredin conjunctionwith extortion attempts.Many
attacks,including large scaleDDoS attacks,usespoofed
sourceIP addressesto protect the perpetratorsor their
assets.
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by a gift from MatsushitaElectric Works.The views andconclusions
containedherearethoseof the authorsandshouldnot be interpreted
asnecessarilyrepresentingtheof�cial policiesor endorsements,either
expressor implied, of ARO, Carnegie Mellon University, Matsushita
Electric Works, or the U.S. Governmentor any of its agencies.

Unfortunately, the current Internet infrastructuredoes
not provide mechanismsfor e-crime victims to defend
themselves againstattackers who use IP spoo�ng. Law
enforcementcould greatly bene�t from IP traceback
methods,particularly in the casesinvolving extortion.
Finally, tracebackmechanismsarea �rst stepin providing
automatedpacket �ltering at routersin orderto block an
attack's origin.

To effectively provide the above bene�ts andbeappli-
cablein an Internetenvironment,a tracebackmechanism
musthave the following generalproperties:

IncDep: A tracebackmechanismshould function
even whenonly partially deployed acrossroutersin
the Internet.
RtrChg: A tracebackmechanismshould only re-
quire a small hardwarechangeon routers.
FewPkt: A tracebackmechanismshouldallow the
victim to identify the attackpathafter only a small
numberof packets.
Scale: A tracebackmechanismshould scale to a
large number of attackers while maintaining ac-
curacy (as measuredby incorrect implication of
non-attackingendhostsandrouters(falsepositives),
and the failure to identify true attackendhostsand
routers(falsenegatives)).
Local: A tracebackmechanismshould allow an
attackvictim to perform tracebacklocally, without
communicatingwith any routeror ISP.

TableI shows that noneof the major tracebackmech-
anismsprovidesall of the above properties,besidesFast
InternetTraceback(FIT). A detaileddiscussionof prior
tracebackproposalsis in SectionII.
Contrib utions In this paper, we proposeFIT, a new
probabilistic packet-markingapproachfor IP traceback
that achieves much stronger properties than previous
schemes.We list a summaryof the contributionsof this
paper:

� The FIT tracebackschemeis very ef�cient. In con-
trast to previous work, FIT simultaneouslyachieves
all the following properties:tensof packetsto trace
an attack path, scalesto thousandsof distributed
attackers,incrementallydeployable,andno per-�o w
or per-packet staterequiredat routers.

� FIT provides the unique property that the victim
can detect the presenceof legacy routers on the
attack path. Previous tracebackmechanismseither
fail completelywhenlargenumbersof legacy routers
are present, or misrepresentreconstructedrouter
locationsalongthe pathby countingonly traceback
enabledroutersin their distancemeasurement.FIT
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Mechanism IncDep RtrChg FewPkt Scale Local
Burch & Cheswick[3] 4 4
FMS [15] 4 4 4
AMS [17] 4 4 4
iTrace[2] 4 4 4 4
Goodrich[8] 4 4 4
AlgebraicTraceback[5] 4 4 4
SPIE [12], [16] 4 4
FIT (this paper) 4 4 4 4 4

TABLE I
COMPARISON OF PROPOSED TRACEBACK MECHANISMS. THE SYMBOL 4 MEANS THAT THE MECHANISM PROVIDES THE PROPERTY.

properly identi�es the distancein router hopsfrom
the victim regardlessof whetherinterveningrouters
are traceback-enabledor not.

� FIT achieves thesestrongpropertiesdue to several
novel techniques.First, in FIT, the victim uses
an upstream-routermap to provide its fast (in the
number of packets received) attack path recon-
struction.Although previous mechanismshave used
this approach[17], FIT doesnot obtain the router
map throughout-of-bandtools, suchas traceroute.
Rather, FIT can use the samerouter markingsfor
constructing the upstreamrouter map as it does
for reconstructingtraf�c paths during an attack.
Second,FIT usesa new mechanismfor conveying
the distancebetweena marking router and victim
which uses only a single bit. Finally, becauseit
accurately detects the distance – including both
traceback-enabledand legacy router hops – of a
marking router from the victim, FIT can usenode
samplinginsteadof edgesamplingusedin previous
schemes;which allows for a signi�cant reductionin
thenumberof packetsneededfor pathreconstruction
during attacks.

Outline. The remainderof the paper is organizedas
follows: In Section II we presentprevious and related
work in IP Tracebackand discussthe tradeoffs of other
methods.In Section III we describeFIT in detail and
evaluateit in SectionIV. We discusssomeof the rami-
�cations and future directionsfor FIT in SectionV and
we concludein SectionVI.

I I . PREVIOUS WORK ON IP TRACEBACK

In this section, we �rst presentan overview of the
relatedwork in IP traceback,and then we analyzethe
speci�c tradeoffs of theseapproaches.

A. Overview of previoustraceback mechanisms.

The importanceof IP tracebackhas promptedmany
researchersto work on this topic [1], [2], [5], [8],
[11], [12], [15], [16], [17]. We review theseefforts in
chronologicalorder.

BurchandCheswickintroducetheconceptof network
traceback.They identify attackpathsby selectively �ood-
ing network links andmonitoring the changescausedin
attacktraf�c [3].

Savageet al. proposethe FragmentMarking Scheme
(FMS) for IP traceback[15]. They suggestthat routers
probabilistically mark the 16 bit IP identi�cation �eld,
and that the receiver reconstructsthe IP addressesof
routerson the attackpathusing thesemarkings.

Bellovin et al. develop iTrace [2]. In iTrace, routers
probabilisticallysenda messageto either the sourceor
destination IP addressof a packet, indicating the IP
addressof therouter. Thisapproachdoesnotalterpackets
in-�ight and victims can also detectattackers that use
re�ectors to hide their presence[13], however, it does
generateadditionaltraf�c.

Goodrichpresentsa markingschemethatmarksnodes
insteadof links into packets [8]. Becausethis approach
doesnot use a distance�eld, it has issueswith attack
graphreconstructionanddoesnot scaleto a largenumber
of attackers.

Deanet al. suggestalgebraictraceback,an algorithm
to encodea router's IP addressasa polynomialin the IP
identi�cation �eld [5]. We show in the next subsection
that it doesnot scaleto large numberof attackers.

Adler presentsa theoretical analysis of traceback,
presentinga one-bit marking scheme[1]. This work is
primarily of theoreticalinterest,and does not scale to
large numbersof attackers.

Snoerenet al. proposeSPIE,a mechanismusingrouter
state to track the path of a single packet [16]. The
main advantageof SPIE is that it enablesa victim to
trace back a single packet by querying the router state
of upstreamrouters, however, it does require routers
to keep a large amountof state.Li et al. have further
developed their approach,lowering the required router
state,at the expenseof a large communicationoverhead
for traceback[12].

B. Requirementsfor IP Traceback mechanismsandAnal-
ysisof PreviousApproaches

We now discussthe propertiesof an ideal traceback
mechanism,andarguewhy previously proposedmecha-
nismsdo not achieve them.
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To be viable for forensicsandDDoS defense,a trace-
backapproachneedsto provide incrementalbene�tseven
when deployed on a small number of routers, should
requireonly a small hardwarechangeandminor compu-
tation overheadon the router, shouldrequireonly a few
packetsto tracebackto an attacker, shouldscaleto large
DDoSattackswith few falsepositive andfalsenegatives,
requiresasmalloverheadon thevictim for traceback,and
enablesthe victim to perform tracebacklocally without
relying on thecommunicationinfrastructurethat is under
attack.

We now discussthesepropertiesin moredetailandde-
scribehow previous tracebackapproachesachieve them.
TableI shows a summaryof propertiesandlists whether
a schemeachievesit.

IncDep. Enabling incrementaldeployment is a very
importantrequirementfor any tracebackmechanism.If a
tracebackalgorithm doesnot provide bene�ts for incre-
mental deployment, an ISP would have no incentive to
start deployment. It is unrealisticto assumethat after a
“�ag day”, 90% of all routersin the Internetwill deploy
traceback;it is morerealisticthatwewill initially see10–
20% deploymentwhich later reaches50% deployment.

Unfortunately, mostpreviousIP tracebackmechanisms
do not provide strongpropertiesfor incrementaldeploy-
ment.For example,the hash-basedIP tracebackmecha-
nisms[12], [16] do not work well if only a smallnumber
of routersimplementthem.Considerthecasewhere50%
of theroutersimplementtheSPIEmechanism[16]. Let's
consider(very conservatively), thata routerhas10 neigh-
boringrouterson average.With theSPIEmechanism,we
�nd that a given router forwardedan attackpacket, and
we attempt to �nd out from which neighboringrouter
it camefrom. Thus,we needto contactthe 9 neighbor-
ing routerswhich potentially forwardedthe packet (we
do not need to query the next-hop router towards the
victim). Let's assumethat 5 of the neighboringrouters
implementSPIE,but that 4 do not implementit. Besides
the 5 SPIE-enabledrouters,we also needto contactall
neighborsof the 4 legacy routers,about 40 additional
routers.However, 20 of thoseroutersare legacy routers
themselves,so we needto contactall of their neighbors
aswell. It is clear that this approachscalespoorly if an
attackpath traversesseveral legacy routers.

The AMS approach[17] suffers from a similar prob-
lem. Theupstreammapof routersusedby AMS is gath-
eredusingthetraceroutetool, which doesnot distinguish
betweenAMS-enabledand legacy routers.However, the
AMS distance�eld only countshops of AMS-enabled
routers,which leadsto the following problem.Assuming
the victim has identi�ed a router at distancex, when
receiving anedgemarkingfrom distancex+ 1, thevictim
will have to test the IP addressesof all the routersat
distancesgreaterthanx (ratherthanjust thoseat distance
x + 1) becausethe edge betweentwo AMS-enabled
routersmay traverseseveralnon-markinglegacy routers.

This effect will lead to an increasein the false-positive
rate of the scheme,particularly with high percentages
of legacy routers present.FIT uses a node sampling
mechanismthat correctsthis issue.

RtrChg. Deployment is linked with small router
changeand low router overhead.If a tracebackmech-
anism only requires a minimal hardware changeand
has a negligible overheadfor packet forwarding, it is
more likely to be acceptedby router manufacturersand
eventuallyreachISPs.

The SPIE tracebackapproachrequiresa multi-byte
hashover the headerandpart of the payloadof eachin-
comingpacket,aswell asa largeamount(approximately
1 GB) of memory to store its Bloom-�lters. Although
this canbedonewith theadditionof dedicatedhardware,
it may affect hardware cost and will certainly requirea
non-negligible architecturalchangein thoseroutersthat
implementit.

FewPkt. Completetracebackusingonly a small num-
ber of packets is especiallyuseful for forensics.So far,
only the SPIE mechanismenablessingle-packet trace-
back, and all other tracebackapproachesrequireon the
orderof thousands[3], [5], [8], [12], [15], [17], or tensof
thousands[2] of packets.FIT cantracea singleattacker
usingonly tensof packets.

Scale. A viable tracebackapproachshouldbe able to
scale to large attacks,and enabletracebackto tens of
thousandsof attackerswith only a small numberof false
positivesand falsenegatives.Unfortunately, mostmech-
anismsdo not scalewell to large numbersof attackers
becausetheir false positive rate becomesprohibitively
large [3], [8], [15]. The algebraictracebackschemedoes
not scalewell either, asthenumberof packetsN required
from eachattacker for reconstructionis linearly depen-
denton thenumberof attackersn (wherep is themarking
probability): N > 5n=p2 [5]. Sincewe have n attackers,
the total number of packets received is 5n2=p2.1 FIT
is presentedherewith a baselinereconstructionscheme
which scalesto thousandsof attackers.In SectionV we
presentpreliminary techniquesto further improve FIT's
scalability.

Low overhead for attack path reconstruction. The
reconstructionof the attack path should be ef�cient
for the victim. The algebraictracebackschemerequires
O(m2:5) computationsfor reconstruction(where m is
the number of fragmentscollected) [5]. The approach
by Burch and Cheswickwould require substantialnet-
work resourcesto sendthe additionalpackets for high-
bandwidthnetwork links [3], which doesnot satisfyour
requirementfor low overheadon the victim. Similarly,
the approachby Li et al. hasa high bandwidthoverhead
for the victim, as the victim needsto sendabout 1–10

1Theseareestimatesbasedon formulasin their paper[5], however,
they do not provide experimentsor simulationresultsfor real attack
path reconstruction.
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Mbytesof information to eachrouter on the attackpath
for traceback[12].

Local. Enabling the victim to perform tracebacklo-
cally is a desirableproperty becausethe victim may
not be able to rely on the communicationinfrastructure
that is under attack to perform traceback.Burch and
Cheswick[3], and SPIE [12], [16] requirethe victim to
usethe network to performtracebackwhile the attackis
happening.

Other shortcomings. In a pollution attack, the at-
tacker sendsmaliciousfragmentsthat interferewith path
reconstruction[10]. Since the tracebackapproachby
Goodrichdoesnot usea distance�eld, it is susceptibleto
a pollution attack,becausethe victim cannotdistinguish
betweenfragmentsgeneratedby an attacker and those
generatedby markingrouters.For example,if our mark-
ing probability is q = 0:04, the probability that packets
arrive unmarked by an attacker at distance12 hops is
(1 � q)12 = 0:9612 = 0:61. Thus, almost two out of
threemarkingscreatedby theattackerarriveat thevictim,
which canprevent successfulreconstruction.

With 100% deployment, other tracebackschemesare
lesssusceptibleto pollutionattacksbecausetheir distance
�elds allow marking injection only at distancesgreater
than the closest attacker. However, large numbersof
legacy routersreducethis immunity becausedistanceis
only countedin terms of marking-enabledrouters.FIT
hasan arguably strongerresistanceto pollution attacks,
evenunderpartialdeployment,becauseit countsdistance
in terms of legacy and marking-enabledrouters under
mostcircumstances.

I I I . FIT: FAST INTERNET TRACEBACK

Figure 1 shows the notationwe use in this paper. In
this section,we �rst presentanoverview of FIT, thenwe
describein detail how packet marking works, and how
we cancalculatethe markingdistancebasedon a single
additionaldistancebit, followed by a detaileddiscussion
on how FIT mapandpathreconstructionwork.

A. FIT Overview
TheFIT tracebackmechanismis in the family of PPM

(ProbabilisticPacket Marking) tracebackschemes[15],
andconsistsof two majorparts:a packetmarkingscheme
to be deployed at routers,andmapandpath reconstruc-
tion algorithms used by endhostsreceiving the packet
markings.

In FIT, anattackvictim is assumedto haveconstructed
a map of upstreamroutersand their IP addressesusing
packet markingsreceived beforethe attackitself occurs
(we explain how this is achieved in Section III-D).
Routersmark the 16-bit IP ID �eld of certainforwarded
packets.2 FIT packet markingscontainthreeelements:a

2Many otherpacket markingschemesalsousethe IP ID �eld [5],
[8], [15], [17] to hold their markings.We discusshow packet marking
and IP fragmentationcancoexist in an earlierwork [18].

bf num Sizeof the fragmentnumber�eld in bits
bf r ag Sizeof eachfragmentin

bits, bf r ag = 15� bf num
c Bit replacementfor the 5 LSB of the TTL
n Total numberof fragments,n = 2bf num

nmap Numberof uniquefragmentsneeded
for single IP addressmapreconstruction

npath Numberof uniquefragmentsneeded
for single IP addresspathreconstruction

P.dist bit The distancebit in packet P
P.frag num The fragmentnumberin packet P
P.fragment The hashfragmentin packet P
q Marking probability
TTL [0] Leastsigni�cant bit (LSB) of the TTL
TTL [5] Sixth bit of the TTL
TTL [4::0] The � ve leastsigni�cant bits of the TTL
H (I P) Computea cryptographichashfunction

on the IP address,e.g.,SH A � 1(I P)
bjc Concatenationof the valuesb andc

Fig. 1. Notationwe usein this paper.

fragmentof the hashof the markingrouter's IP address,
the numberof the hashfragmentmarked in the packet,
anda distance�eld. Basedon the distance�eld and the
TTL of a given packet, the attackvictim can determine
from how many hopsaway themarkingis generated.The
victim usesthe hashfragmentsand distancecalculation
from themarkingsin themaliciouspacketsin conjunction
with its routermapto identify a candidatesetof marking
routers. After a number of different hash fragments
matching a particular router arrive at the victim, that
router is addedto the reconstructedattackpath.

AlthoughFIT is super�cially similar to theAMS trace-
backscheme(both useupstreamroutermapsandpacket
markingswith the fragment/number/distanceformat)FIT
employs novel marking and reconstructionalgorithms
which dramatically improve its performanceand make
it a moreviable tracebackmechanism.

First, FIT allows the attackvictim to generatethe up-
streamroutermapusingpacket markingsratherthanthe
traceroutetool usedin AMS. Traceroutegeneratedmaps
have two seriousde�ciencies: they are inaccuratein the
presenceof asymmetricpaths,3 andthey causeincreased
false positives becausethey do not distinguishbetween
legacy and marking-enabledrouters (as we discussin
SectionII-B).

Second,the FIT marking mechanismusesnodesam-
pling insteadof the commonlyusededgesampling[5],
[15], [17], greatlyreducingthe numberof falsepositives
and the number of packets required for attack path
reconstruction.

3Traceroutereturnsthepathof packets from thevictim to potential
attackers, which may be different from the path of packets from
potentialattackers to the victim.
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Third, FIT usesonly 1-bit in theIP ID �eld to markthe
distancefrom thevictim at which thepacketwasmarked.
This allows 4 extra bits (previous tracebackschemes
useda 5 bit �eld) to be usedfor hashfragmentmarks,
which both greatly reducesfalsepositives(allowing FIT
to scaleto greaternumbersof attackers) and increases
the effective marking probability (we explain this in
Section III-C) allowing FIT to tracebackusing fewer
packets. In the following sections,we describeFIT in
detail.

B. Packet Marking

In the FIT scheme,as in all other PPM schemes,
routersmark (overwrite) the 16 bit IP Identi�cation (IP
ID) �eld of the IPv4 headerof a small percentageof
the packets that they forward. A FIT router marks a
forwardedpacket with a certainprobability, q, which is a
globalconstantamongall FIT enabledrouters(setto 0.04
in our experiments4). A packet mark is divided into three
�elds, as shown in Figure 2. The �rst �eld, denotedas
b, is the 1-bit distance�eld. The secondand third �elds
involve the router's hash.

EachFIT routerpre-calculatesa hashof its IP address
and splits the hashinto n fragmentsof bf r ag-bits each,
wheren is a global constant.The sizeof eachfragment,
bf r ag, is set as 15 � bf num .5 When marking a packet, a
router randomlyselectsa fragmentnumberto mark into
the frag# �eld, and marksthe correspondingfragment's
bits into the hashfragment�eld.

PSfragreplacements

b frag# hashfragment

1 bit 2 bits 13 bits

Fig. 2. FIT marking �eld diagram.The distance�eld b is one bit.
In this example,the fragmentnumber�eld is two bits (bf num = 2
bits) allowing four distinct fragments,and the remaining13 bits are
usedfor the hashfragment(bf r ag = 13 bits).

Unlike other PPM schemes,FIT has a deterministic
marking aspect.For each packet that a particular FIT
routerhasnot probabilisticallymarked, that samerouter
calculatesa markingpredicatebasedon thepacket'sTTL
�eld and distancebit. The marking predicatecontainsa
calculationof the minimum bound on the distance,in
FIT-enabledandlegacy routerhops,sincethepacket was
lastmarked.If thepacket wasnot marked for thepast32

4The marking probability q is chosenas 1
d for optimizing the

probability of receiving markingsfrom routersd hopsaway from the
packet receiver [15]. q = 0:04 is optimal for markingsfrom routers
at a distanceof 25 hopsfrom the reconstructingendhost.

5Theminimum requiredlengthof thehashis 2bf num (15� bf num )
bits.Hashfunctionswith shorteroutputscanbeusedby concatenating
a countervalueto theinput,evaluatingthehashfunctiononcefor each
countervalue,andconcatenatingthe outputs(similar to the SSL/TLS
protocol [6].)

hopsthenthemarkingpredicateevaluatesto tr ue andthe
packet is automaticallymarked by the forwardingrouter.
The markingpredicateis evaluatedas: (bjc � TTL [5::0])
mod 64 > 32, where bjc denotesthe concatenationof
the distancebit b in the packet with the global constant
c, and TTL [5::0] denotesthe six leastsigni�cant bits of
the TTL �eld. We discussthe rationalefor this in more
detail in SectionIII-C.

When marking a packet a router randomly selects
a fragment number to write into the f r ag# �eld and
marks the hash fragment �eld with the corresponding
hash fragment's bits. The router also sets the 5 least-
signi�cant bits of the packet's TTL to a global constant
c, and stores the 6th bit of the TTL in the distance
�eld b. This last stepallows the next FIT-enabledrouter,
or the packet receiver, to determinethe distancesince
the router's mark. We explain the detailsof calculating
the distanceas well as the rami�cations of modifying a
packet's TTL in-�ight in the following section.Finally, if
a routerdoesnot mark the packet thenit will not change
any part of the IP ID �eld.

FIT packet markingalgorithm:
FOR eachpacket P

r R [0; 1)
IF (r � q)
OR (P.dist bitjc � TTL [5:: 0] mod 64) > 32 THEN

� R [0; n)
P.frag num  �
P.fragment H (I P) [( � +1) �bf num � 1::� �bf num ]

P.dist bit  TTL [5]

TTL [4:: 0]  c
ELSE

TTL  TTL � 1

Fig. 3. The FIT Marking Algorithm. r R [0; 1) meansthat we select
a numberfrom the interval [0; 1) uniformly at random.The notation
TTL [5] selectsbit 5 of the TTL (the LSB is TTL [0] ), andTTL [5 :: 0]
selectsthe six leastsigni�cant bits.

C. CalculatingDistanceUsing a SingleBit Field

In this section,we show how FIT routersusea single
bit alongwith TTL modi�cation to passmarkingdistance
information to the packet receiver. We also perform an
analysisto show that our schemepreservesexisting TTL
semantics.

1) DistanceField in IP Traceback: In most IP trace-
back schemes,the distancefrom a marking router is
kept as a 5 bit incrementingcounter,6 set to zero by
the markingrouterand incrementedby every traceback-
enabledrouterwhich forwards,but doesnot itself mark,
the packet [5], [15], [17]. Although this zero/increment
schemeprevents pollution attacks, where the attacker

6All mechanisms(except FIT) usesaturatingaddition on the dis-
tance�eld, suchthatthe�eld never over�ows to show a zerodistance.
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sendsfalsemarkingsdesignedto misdirectthetraceback,
thezero/incrementmechanismalsohassomedrawbacks.
First, the mechanismrequires5 bits of spaceto be able
to identify distancescommonly seenin Internet paths.
Second,distanceis countedas traceback enabledrouter
hops since only tracebackenabledrouters modify the
distance�eld. This causesan increasein falsepositives
when large numbersof legacy routersare present.The
FIT distance mechanismmaintains all the properties
of the zero/incrementdistanceschemewhile addressing
thesetwo issues.

2) CalculatingDistancein FIT : Recall the distance-
relatedoperationsa marking router performsin FIT: it
setsthe 5 least-signi�cantbits of the packet's TTL �eld
to a global constantc, and storesthe sixth bit of the
TTL in the distance�eld b. Whena packet arrivesat its
destination,the distanceat which the packet wasmarked
is computedas: d = (bjc � TTL [5::0]) mod 64, where
bjc denotesconcatenationof the one bit distance�eld b
with the � ve bit TTL replacementconstantc. Because
legacy routers decrementthe TTL, the FIT distance
is representative of the exact number of hops from a
marking router, rather than just the numberof hops of
tracebackenabledrouters.

3) DeterministicMarking Predicate: The readerwill
note that the distancecalculationpresentedin the previ-
ous sectionhas a rangeof 64 hops, roughly twice the
numberof hopsthat appearin Internetpaths.However,
there is a subtle attack on the FIT which violates the
pollution attackprevention property, which reducesthis
range.Becausetheattackercancontroltheinitial contents
of the IP ID �eld, it can control the initial value of
the distance�eld b. By selectingan initial TTL which
will decrement(mod 64) past the value bjc while on
the path to the destination,the attacker can causethe
distancecalculationto wrap from 63 to 0 and to start
counting up again. The countermeasureto this attack
is to invalidate a portion of the distancespace,and
have FIT routersautomaticallymark any packet whose
calculateddistancefalls within that space.For FIT, we
considerthe distancerange [33,63] to be invalid. The
marking predicatewe describein SectionIII-B checks
whether the distanceis within the invalid range, and
causesthe router to mark the packet if the predicateis
true. Thus, a packet would have to travel at least 32
hops without encounteringa FIT-enabledrouter before
thedistancecalculationcanwrapto zero.7 Automatically
marking packets with invalid distancevalues has the
addedbene�t of increasingthenumberof packetsthatare
marked. Invalidating the distancerange[33,63] restricts
the maximumpossibledistancetraceableto be 32 hops
away from the victim, equal to the capability of a 5-bit
distance�eld.

7This is only likely to happenon pathswith no FIT-enabledrouters
to begin with, in which caseFIT is asvulnerableto pollution attacks
asany other tracebackmechanism.

4) Preservationof TTL Semantics:The FIT distance
calculation relies on TTL modi�cation of packets in-
�ight. It is critical, however, that FIT modi�cation pre-
serve existing TTL semantics.We can minimize the
effect on TTL by choosingan appropriatevalue for the
TTL replacementconstantc in our markingscheme.The
primary function of TTL is to causepackets in routing
loops to be dropped (when their TTL reacheszero).
However, we must also ensurethat packetswith default
TTL values(suchas32, 48, 64, 128and256 [9]) arenot
droppedprematurelyon path lengthslikely to appearin
the Internet.There is a tradeoff betweenlow valuesof
c, which favor the former property, andhigh valuesof c,
which favor the latter property.

Using simulation,we �nd that the TTL replacement
constantc = 22 preservesboth of the desiredproperties
of TTL. By modeling routing loops as long paths,we
show in Table II that virtually all packets are dropped
(their TTLs reachzero)after512hops,regardlessof their
initial TTL. TableIII shows that a very small percentage
of packetswith commonTTLs aredropped,andonly in
the infrequentcasesof path lengthsgreaterthan24.8

d = 128 d = 256 d = 384 d = 512
TTL = 32 95.12% 99.97% 100% 100%
TTL = 64 70.85% 99.57% 100% 100%
TTL = 128 1.60% 83.99% 99.61% 100%
TTL = 255 0.00% 0.56% 62.58% 97.39%

TABLE II
DECAY TO ZERO ANALYSIS: PERCENT OF PACKETS DROPPED BY

PATH DISTANCE AND INITIAL TTL

TTL = 32 TTL = 48 TTL = 64
d = 16 0.00% 0.00% 0.00%
d = 24 0.82% 0.00% 0.00%
d = 32 7.10% 0.00% 0.00%
d = 48 — 4.41% 0.00%
d = 64 — — 5.18%

TABLE III
PACKET LOSS ANALYSIS: PERCENT OF PACKETS DROPPED BY

INITIAL TTL AND PATH DISTANCE

5) Marking PredicateandPercentageof MarkedPack-
ets: As mentionedpreviously, invalidating the distance
space[33,63] and having FIT-enabledroutersautomat-
ically mark packets with distancesin the invalid range
will increasethe percentageof marked packets relative
to other tracebackschemesusing the same marking
probability, q. In fact, therearecertaininitial TTL values
that will causea packet to be marked 100% of the

8Note that becauseFIT marksprobabilistically, a packet drop due
to expired TTL can be solved by retransmission.Furthermore,the
sendermay receive an ICMP error packet and increaseits initialized
TTL.
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time. This occurswhen the TTL is in the invalid range
(bjc� TTL [5::0])mod64 > 32 (thustriggeringthemarking
predicate),or will becomeinvalid at somepoint along
the path, regardlessof whether b = 0 or 1. Figure 4
shows the probability that a packet remainsunmarked
given the initial TTL, for our chosenTTL replacement
constantc = 22. The�gure depictstheintuitive resultthat
nearlyhalf of the TTLs on a pathof length15 result in
unconditionallymarkedpackets;with longerpathshaving
moreandshorterpathshaving fewer suchTTLs.
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Fig. 4. Probability that packet is unmarked given an initial TTL
value.

D. Map Reconstruction

FIT needsthe map of upstreamroutersfor traceback.
In this section,we describehow the victim cangenerate
this upstreamroutermap.

FromSectionIII-B, every packet markconsistsof a IP
addresshashfragment,a fragmentnumber, anda distance
bit. FIT map reconstructionleveragesthe fact that an
endhostcangrouptogetherpacketsthattraversethesame
path during a TCP connection.When receiving packet
markingsfrom the samedistanceand TCP connection,
an endhostcan assumethat the markings come from
the samerouter. Thus,the endhostcollectsnmap unique
fragmentsfrom a particulardistance,scansthrough the
spaceof all possibleIP addresses,andaddstheIP address
whosehashmatchesthe nmap fragmentsto the upstream
routermap.9

Map Reconstruction Accuracy Two performance
metrics in Map Reconstructionrequireanalysis:the ex-
pected number of false positives, and the number of
packets required to reconstructthe IP addressesof all
routers.First, we considerthe numberof falsepositives
that the map reconstructionalgorithm will produce.A

9Map reconstructioncan be performedof�ine and in parallel such
thatonly onepassover theIP addressspaceis necessaryto reconstruct
all routersfor which theendhosthasstorednmap markings.A modern
workstationcan calculatethe SHA-1 hashof all 232 IP addressesin
approximatelyhalf an hour.

false positive will occur when two IP addressesshare
a commonsubsetof hashfragmentswhich are received
by the reconstructingendhost.The endhostwill not be
able to differentiatebetweenthe two IPs and will thus
addboth of themto the reconstructedmap.If we have n
distinctfragmentsandwe needat leastnmap fragmentsto
reconstructthe IP address,the expectednumberof false
positive routersreconstructedis:

f p =
232

2(nmap �bf r ag )

The expectednumberof falsepositive IP addressesper
router to be reconstructedf p, is independentof the
numberof IPs in the reconstructedmap. Table IV lists
f p for candidatevaluesof n andnmap .

n / nmap 4/3 8/3 8/4 16/4 16/5
f p 2� 7 2� 4 2� 16 2� 12 2� 23

TABLE IV
EXPECTED NUMBER OF FALSE POSITIVES PER ROUTER IN FIT MAP

RECONSTRUCTION, FOR CANDIDATE VALUES OF n AND nmap .

Thesecondperformancemetricfor mapreconstruction
is the number of packets that must be sent to enable
an endhostto reconstructthe IP addressesof the routers
on a single path.This numberprovidesan upperbound
on the numberof packets neededto reconstructa map
containingmultiple paths.To quantifythis,we de�ne two
probabilities:Ppath [k; x], the probability of an endhost
reconstructingthe IP addressesof k FIT-enabledrouters
on a path after receiving x packets; and Pip [i; x], the
probabilityof anendhostreconstructingtheIP addressof
the router i hopsaway from it after receiving x packets.
Assuming that reconstructionsof IP addressesof FIT
routersareindependent,10 we canestimatePpath [k; x] asQ k

i=1 Pip [i; x].
To reconstructan IP address,an endhostmust receive

nmap distincthashfragmentsfrom therouterwith that IP
address(asdiscussedabove,nmap is selectedto minimize
the numberof falsepositive routers).The probability of
receiving j distinct hashfragmentsfrom a setof k total
fragmentsafter receiving y randomlyselectedfragments
is [7]:

Pf [j; k; y] =
�

k
k � j

� kX

v=0

(� 1)v
�

j
v

��
1 �

k � j + v
k

� j

To receive a fragmentfrom a router at distancei , that
routermustmarkapacketandall subsequentroutersmust
not mark that packet. Thus, the probability of receiving

10Sincepacketscancarry only a singlemarking,the reconstruction
probabilitiesareclearly not independent,but assumingindependence
givesus a pessimisticestimateon the numberof packets required.
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a packet with a fragmentfrom a routerat distancei hops
from the victim, given markingprobability q, is:

Pm [i; q] = q � (1 � q) i � 1

Thus,of x packetssentalong a path,xPm [i; q] of them
will have fragmentsfrom a router at distancei . We can
now expressthe probability of reconstructinga routerat
distancei after receiving x packets(Pr [i; x]) in termsof
Pf andPm :

Pip [i; x] =
nX

v= nmap

Pf [v; n; x � Pm [i; q]]

n andnmap aredeterminedaccordingto thedesiredfalse
positive rate,andq is setto the inverseof thedistanceof
the furthestrouter we want to reconstruct[15]. Table V
shows the number of packets required to set Ppath to
50% and95% usingcandidatevaluesof n andnmap for
varying path lengths.

d=5 d=15 d=25
n = 4, nmap = 3 163/265 266/414 400/623
n = 8, nmap = 3 118/175 181/266 272/400
n = 8, nmap = 4 177/255 275/392 413/590
n = 16, nmap = 4 145/190 230/300 335/442
n = 16, nmap = 5 190/250 289/382 435/574

TABLE V
NUMBER OF PACKETS TO RECONSTRUCT CERTAIN PATH LENGTHS

FOR VARYING n AND nmap VALUES. EACH PAIR IN THE TABLE

DENOTES THE NUMBER OF PACKETS NEEDED FOR 50% AND 95%
PROBABIL ITY OF RECONSTRUCTION.

E. Path Reconstruction

The purposeof an IP Tracebackmechanismis to
reconstructthe IP addressesof the routerson the path
from the attacker to the victim. We assumethat the
victim hascompletedthe map reconstructionphasethat
we outline in the previous section (i.e., generatedthe
map of upstreamrouters). Similar to all previous IP
Tracebackmechanisms,we assumethat the victim has
a mechanismto identify maliciouspackets,so that it can
performtraceback.11

In the path reconstructionphase,the victim usesits
routermapandmarked attackpacketsto reconstructthe
attack path, which is thesetof all routersthat forwarded
attack packets. In Section III-C we describethat the
victim candetecthow many routersthe packet traversed

11Sincemaliciouspacketscontaina spoofedsourceIP address,the
victim candetectmaliciouspacketsusinga varietyof techniques,e.g.,
TCPSYN ACK messagessentby thevictim that remainunanswered,
arefollowedby a TCPRSTor ICMP DestinationUnreachablepacket
whenanswered.Other indicatorsfor maliciouspacketsare IP source
addressesthat are in unallocatedaddressblocks, contain private
addresses[14], or containa multicastsourceaddressfor a multicast
groupthat the victim did not sign up for.

sinceit wasmarked,usingtheonebit distance�eld b, the
lastsix bits of theTTL, andthe � ve bit TTL replacement
constantc: d = (bjc � TTL [5::0]) mod 64. The fragment
identi�er is usedto identify which subsetof thehashwas
marked in a particularpacket.

Basedon thesevalues, the victim can identify can-
didate attack path routersafter receivingonly a single
markedpacket asfollows. Thevictim comparesthe hash
fragmentit receiveswith thehashfragmentsof all routers
at the distanced in its routermap,andmarksany router
with a matching fragment. If we have r d routers at
distanced, the bf r ag bit hashfragmentwill match the
markingrouter, aswell asr d=2bf r ag falsepositive routers.
More concretely, if we instantiateFIT with four distinct
fragments(bf num = 2), we have 13 bits for the hash
fragment(bf r ag = 13); a markingfrom distance8 in our
map will matchapproximatelyr d=213 = 10; 000=213 =
1:2 false positive routers (Figure 6 shows the number
of unique routers vs. distancefrom data gatheredby
the skitter project.). In the casethat the victim's map
containsa uniquepath from the reconstructedrouter to
the victim, the victim canknows that the router, andall
its downstreamrouters,areon the attackpathaswell.

FIT provides a signi�cant bene�t over AMS due to
the fact that AMS performs link marking (i.e., each
markingcomposedof the XOR of the hashfragmentsof
two adjacentrouters)requiringincremental(by distance)
path reconstruction.In contrast,FIT path reconstruction
can identify a router far away from the victim before
identifying all the routersdownstreamfrom it. In some
cases,FIT can even perform a rough single packet
traceback.Considerthe casewherean attacker 15 hops
away from the victim sendsa single malicious packet.
With probability q, the router at distance14 (assuming
that it is a FIT-enabledrouter), will mark the packet;
andthe victim will receive that markingwith probability
(1� q)13. In our Internetmap,we have approximately215

routersat distance14, and in casewe usea bf num = 2
bit �eld, the hashfragmentsize is bf r ag = 13 bits, we
will certainlyreconstructthecorrectrouterat distance14,
alongwith 215=213 = 4 falsepositive routers.

We now analyzetheuseof multiple fragmentsto lower
the falsepositive ratein bothsingleandmultiple attacker
traceback.In theInternetmapwe usein our experiments,
we have about 40,000 routers at distances11 and 12.
Assuming that our hash fragment �eld is 13 bits long
(bf r ag = 13), we will still receive 40; 000=213 = 4:9
false positive routersper marking, and for bf r ag = 12,
we will receive 40; 000=212 = 9:8 false positives. To
lower the false positive rate, we can require multiple
markingsper router. We denotethe numberof distinct
fragments neededto reconstructan IP addressof a
routerasnpath . Requiringmultiple fragmentsdrastically
reducesthe numberof false positives, in the caseof a
single attacker we have r d=(2bf r ag �npath ) falsepositives.
For bf r ag = 13 and npath = 2, the number of false
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positive routersat distance11 is 40; 000=226 = 6 � 10� 4.
However, the number of false positives increasesif

we have multiple attackers. If we have r da routerson
the attackpathat distanced, the falsepositive markings
for each router on the attack path will reinforce each
other. We now compute the number of false positive
routersatdistanced, assumingthatthevictim receivedall
fragmentsfrom all r da routersthat forward attacktraf�c
at distanced.12 The probability that a speci�c fragment
of a routernot on the attackmatchesthat fragmentof a
routeron the attackpath is:

p = 1 �
�

1 �
1

2bf r ag

� r da

Since we require at least npath markingsper router to
addit to theattackpath,theprobability thata routerwill
be a falsepositive is

pf =
nX

j = npath

�
n
j

�
pj (1 � p)n� j

Thenumberof falsepositive routersat distanced thenis
pf (rd � rda).

IV. EXPERIMENTAL EVALUATION

In this section,we complementthemathematicalanal-
ysis of FIT from Section III with experimentalresults
using representative Internet topologies,such as those
provided by CAIDA's Skitter map [4]. Our experiments
are divided into two sections:map reconstructionand
pathreconstruction.

A. Map Reconstruction

Themapreconstructionexperimentis asfollows: every
host in the entire Skitter map sendsx packets to the
victim (the f-root Skitter mapwe usehas174409hosts).
Endhostsrandomizeboth the initial TTL andIP ID �eld
of eachof their packets. As we discussin SectionIII-
D, during mapreconstructionthe reconstructingendhost
is capableof grouping togetherpackets from the same
senderby groupignpacketsby TCP connection.

We are interestedin the accuracy (i.e., falsepositives
vs. false negatives) as well as the speed(in terms of
number of packets required from each host) in which
reconstructionof theIP addressesof theroutersupstream
from the victim canoccur. Becausewe aredealingwith
map– rather than attack path–reconstruction,a router
is counted as a false positive if it is added to the
reconstructedmap but is not actually on any of the
paths leading to the victim. Likewise, all routers not

12Assumingthat all fragmentsof a router on the attack path are
received is quite pessimisticin this analysis,in practicewe expect
thata victim would receive a smallernumberof fragmentsfrom each
routerwhich would result in a smallernumberof falsepositives.

reconstructedby the victim but presenton the pathsin
the topologyarecountedas falsenegatives.

We assumethat the victim has no knowledgeof the
Internet topology. This meansthat the victim will not
combinefragmentscollectedfrom differentpathsin order
to reconstructrouterscommonto both paths.However,
false negatives are computedper-distance,so a recon-
structedrouter in onepath will count in all the pathsin
which it appearsat the samedistancefrom the victim.
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Fig. 5. Map reconstructionperformance.Annotationsarepacketsper
attacker.

Figure 5 shows the Receiver OperatingCurve (ROC)
for two promisingschemesfrom SectionIII-D, 13 the 4/3
schemeandthe 8/4 scheme(the 16/5 schemewaselimi-
nateddue to poor performancein path reconstruction).
The x-axis representsthe rate of false negatives, and
the y-axis (in logarithmic scale) representsthe rate of
falsepositives.The falsepositive and negative ratesare
computedas a ratio of the numberof occurancesof a
false positive or negative versusthe numberof routers
in the upstreampaths.The curves for the two schemes
are createdby varying the number of packets sent by
eachendhost.Accuracy is measuredasdistancefrom the
origin and speedis measuredby the valuesof packets
per endhostneareachcurve.

Theresultsin Figure5 arevery strong.After asfew as
200packetsperpath,a victim canalreadyreconstructthe
IP addressesof over 95% of the routersin the topology.
This result is alreadyscaledto a large numberof paths
(174409),andit is likely thatlargernumbersof pathswill
increasethe performancedueto increasedrouteroverlap
betweenpaths.Finally, aspredictedin the mathematical
analysisof Section III-D, the 8/4 schemeperformsan
order of magnitudebetterin falsepositives than the 4/3
schemedueto the greaternumberof hashbits available
to it. However, both schemesperform very well in this
regard, with neitherschemeproducingmore than 0.3%

13Schemesare expressedas n/nmap ; the total numberof unique
fragments,n, out of which the victim must collect nmap fragments
to reconstructthe IP address.
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falsepositives, regardlessof the numberof packetssent
per endhost.

B. Path Reconstruction

Path reconstructionis the most critical performance
aspectof a tracebackscheme.As in mapreconstruction,
performanceis measuredin terms of false negatives,
falsepositives,andthe numberof packetsrequiredfrom
each sender. However, in path reconstruction,a host
cannotcorrelateseparatefragmentssincean attacker is
assumedto be spoo�ng the IP addressof each attack
packet, thuspreventingthevictim from groupingpackets
together. The result is an increasein the number of
false positives, as fragmentsfrom separaterouters are
incorrectlycombinedtogetherto implicatea third router.
In examining the IP addressdistribution of the Skitter
mapin Figure6, we seethatevena 13-bit hashfragment
(the largest size for bhash that will still allow for map
reconstruction)from distance10 will be sharedby an
averageof approximately5 routers.The solution is to
requirethat multiple fragmentsmatchbeforea router is
addedto the attack path. However this allows for the
possibility that two unrelatedfragmentscausea false
positive becauseof the victim's inability to group them
correctly.

The path reconstructionexperimentis gearedto show
the effect of varying the numberof fragmentsrequired
to add a router to the attackpath (changingnpath ). We
alsoevaluatehow FIT scaleswith increasingnumbersof
attackers.

Thepathreconstructionexperimentsaresimilar to map
reconstructionin thatagivennumberof attackersall send
x packets to the tracing endhost.Falsenegatives, as in
map reconstruction,are routersthat are presenton one
or moreof the attackpaths,but arenot reconstructedon
any of them.Falsepositives are routersthat are present
in the map but are mistakenly addedto the attackpath.
For eachpathreconstructionexperiment,we assumethat

the tracingendhosthasa completemapof the upstream
router tree, with no false positives. From SectionIV-A
we seethat this is reasonable,since the false positives
andfalsenegativesarevery low after the tracingendhost
receivesmany packets.

We choosethreesizesof attacker populationsto show
how FIT scales.The attacker populationsare100, 1000,
and 5000 respectively.14 In all of our experiments,we
show the results for three candidatemarking schemes
(expressedasn/npath ): 4/3,4/4 and8/5. It is importantto
notethat thedifferencebetweenthe 4/3 and4/4 schemes
is only in the way the tracing endhostinterpretspacket
markings;however the differencebetweenthe 4/x and
8/5 schemesis in the way routersmark the packets.

Figure7 shows thesmallattackscenario.In this graph
we only show the false negative rate becauseno false
positives were generated.In this experiment, the 4/3
schemeoutperforms the 4/4 and 8/5 scheme(i.e., it
providesa lower falsenegativeratewith asmallernumber
of packets)largely dueto thelimited attacker population.
With few attackers, there are few routerson the attack
paths,andhence,fewer fragmentsto be received by the
tracingendhostin total. Sinceeachfragmentwill collide
betweenmultiple router IP addresses,fewer fragments
meansfewer falsepositives.

Figure 8 shows the effect of an increasedattacker
populationon the false positive rate. Although the 4/3
schememaintainsits better false negative rate (at 305
packets it has roughly half the false negatives of the
4/4 schemeand an eighth of the 8/5 scheme),it suffers
greatly in false positives. The 8/5 schemealso suffers
due to the explosion of available fragments(making it
easierto combinedisparatefragmentsto falselyimplicate
a router),andsmallerindividual fragmentsizes(causing
more routers to be implicated per fragment).Unfortu-
nately, attackerscanusethis behavior to their advantage
by sendingmore packets and driving the curve towards
higher falsepositives. However, the curves suggestthat
thereis a diminishing return from sucha strategy.

Finally, Figure9 illustratesboth previous pointsrelat-
ing the numberof marking fragmentsand their size to
increasedfalsepositives.However, we seethat in terms
of false negatives, the 4/3 schemestill outperformsthe
4/4 schemeat similar packet levels,even thoughits false
positive rate is much higher. This result indicatesthat a
tracing endhostcan make a tradeoff betweenquick yet
lessaccuratetraceback(4/x wherex is 1 or 2), or slower
yet moreaccuratetraceback(4/x wherex is 3 or 4).

14It is importantto notethat currentattackscaninvolve up to hun-
dredsof thousandsof attackers.However, theseattackmeasurements
includehostsfrom the samesubnet;which is irrelevant to traceback.
Furthermore,the reconstructionalgorithmscan be improved, as we
discussin SectionV-B.



11

0 200 400 600 800
Number of Packets

0

0.2

0.4

0.6

0.8

1

F
al

se
 N

eg
at

iv
es

8/5
4/4
4/3

Fig. 7. Pathreconstruction,100attackers.No falsepositivespresent.

105205

305

455555

655

855

1005

1455

2005

3005

55

105

155205

255

355

505

655

955

5

55

105

155
205

355

1005

0 0.2 0.4 0.6 0.8 1
False Negatives

0.0001

0.001

0.01

0.1

1

6

F
al

se
 P

os
iti

ve
s

8/5
4/4
4/3

Fig. 8. Path reconstruction,1000attackers.Annotationsarepackets
sentby eachattacker.

55

105

205

305

405

505
605

805
1055
1755

55

105

155

205

255
305

405

555

705

905

5

55

105

155

205

305

455

655
905

0 0.2 0.4 0.6 0.8 1
False Negatives

0.001

0.01

0.1

1

7

F
al

se
 P

os
iti

ve
s

8/5
4/4
4/3

Fig. 9. Path reconstruction,5000attackers.Annotationsarepackets
sentby eachattacker.

V. DISCUSSION

A. FIT Advantages

FIT offersnumerousadvantagesoverpreviousIP trace-
back proposals,and we believe that its propertiesmake
it oneof the �rst viable tracebackmechanisms.

Most of the advantagesoriginatefrom the onebit dis-
tance�eld andour new approachfor mapreconstruction.
First of all, theonebit distance�eld freesfour additional
bits in theIP ID �eld, which we canusefor a largerhash
fragment,which in turn greatlydecreasesthe numberof
falsepositives.Moreover, the onebit distance�eld gives
FIT the ability to detectlegacy routers,which decrement
theTTL andcanthusbedetected.Thisoffersasigni�cant
advantageoverAMS, which suffersfrom a combinatorial
explosionof routerchoicesin legacy environments(aswe
discussin SectionII).

FIT also usesnodemarking insteadof edgemarking.
In nodemarking,a packet markingcontainsinformation
aboutasinglerouter, whereasin edgemarking,amarking
contains information about two consecutive traceback
routers.Most previous tracebackmechanismsuse edge
marking [5], [15], [17]. To trace back, edge marking
schemesneedto progressively reconstructedgeafteredge
startingat thevictim, whereasnodemarkingschemescan
reconstructroutersat any distanceastheir packetsarrive
at the tracinghost.In many cases,a singlemarkingfrom
a routercloseenoughto the attacker maybesuf�cient to
eliminateall pathsexceptthe attackpathfrom the router
map. FIT can traceback 10 or more hopson a path of
length 15 after receiving only 14.3 packets,on average.
The equivalent numberof packets for an edgemarking
schemewould be on the orderof thousandsof packets.

Interestingly, edgemarkingtracebackmechanismscan-
not use our one bit distance�eld technique.In edge
marking, a router needsto detect when the previous
tracebackrouter marked the packet, so that it can add
its own marking to the packet. Since legacy routers
decrementthe TTL, and thus incrementthe distance,a
router can not determinethat it is the �rst router after
the last marking router and thus, whether it needsto
add its own marking to the packet. Another bit would
be necessaryfor thatpurpose,resultingin a minimum of
a two bit distance�eld.

B. AdvancedReconstructionAlgorithms
In thispaper, wepresentabaseline pathreconstruction

algorithm.However, moresophisticatedpathreconstruc-
tion algorithmsarepossible.First, thepathreconstruction
algorithm could take advantageof the frequency of re-
ceivedfragmentsto rule out falsepositives.For example,
considertwo routersR1 and R2 on the attackpath at a
certaindistance,whereR1 forwardsattacktraf�c ata rate
of � andR2 forwardsattacktraf�c at a rateof 10� . If we
needtwo matchingfragmentsto determinethat a router
is on the attackpath,we could rule out a falsepositive
if fragmentf 1 from R1 matchesrouterR3 andfragment
f 2 from R2 also matchesR3. Since fragmentsf 2 will
appearwith 10 timeshigherfrequency thanfragmentf 1,
we could detectthat routerR3 is a falsepositive.

A victim could usefragmentfrequency informationto
rule out falsepositives even further. For example,if we



12

reconstructrouterR3 asa falsepositive asjust described,
we coulddetectthat it is a falsepositive if we do not see
any fragmentsfrom its downstreamrouterR4. Hence,a
sophisticatedpathanalysiscould further reduceour false
positive rate.

C. Traceroute

FIT preserves the most critical TTL functionality of
droppingpackets in a routing loop. However, tools such
as traceroute,which rely on deterministicdecrementing
of theTTL betweenrouterswill no longerwork correctly.
Legacy tracerouteimplementationsarelikely to terminate
early due to packet TTLs being increasedby automatic
marking (a packet with a TTL of 1 will be considered
to have a distanceof 53 unlessthe distance�eld, d, is
zero). A FIT-aware versionof traceroutecould provide
thesamefunctionalityat thecostof an increasednumber
of packets per trace.The detailsof the implementation
areomitteddueto spaceconstraints.

VI. CONCLUSION

With the recentrise of e-crime,law enforcementand
attack victims reiteratethe need for a viable IP trace-
back mechanism.Unfortunately, current proposalsfor
tracebackmechanismssuffer from various drawbacks,
includinghigh processandstoragecosts,little scalability
to high attacker populationsandpoor performancein the
presenceof legacy routers.

PPM schemesareparticularlypromisingandachieved
someof theseproperties,but they requireon the order
of thousandsof packetsfrom eachattacker for traceback.
We demonstratea new approach,FIT, to improve packet-
marking traceback.Our Fast Internet Traceback(FIT)
protocol preserves the advantagesof packet-marking
tracebackapproachesand can perform tracebackeven
aftera very smallnumberof attackpacketswith minimal
processingoverheadandwithout contactingany external
entities. In addition, FIT handleslegacy routers better
thanany previousmechanism,asa victim canevendetect
the presenceof legacy routerson the attackpath. In the
optimal case,FIT can reconstructa path even after a
singleattackpacket.

FIT achievesthesepropertiesthrougha new approach
for upstreamrouter map reconstruction,a one-bit �eld
to measureup to 32 hopsto the distanceto the marking
router, node-basedmarking insteadof edge-basedmark-
ing, anda fastmechanismto identify the markingrouter.
Thesetechniquesgive FIT a previously unachievedsetof
properties,making it one of the only viable approaches
for IP traceback.
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