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Abstract— Traceback mechanismsare a critical part of
the defenseagainst IP spoo ng and DoS attacks, as well
as being of forensic value to law enforcement. Curr ently
proposed IP traceback mechanisms are inadequate to
addressthe traceback problem for the following reasons:
they require DDoSvictims to gather thousandsof packetsto
reconstructa single attack path; they do not scaleto large
scale Distributed DoS attacks; and they do not support
incremental deployment.

We proposeFast Inter net Traceback (FIT), a new packet
marking approachthat signi cantly improvesIP traceback
in several dimensions: (1) victims can identify attack paths
with high probability after receving only tens of packets,a
reduction of 1-3orders of magnitude comparedto previous
packet marking schemes;(2) FIT performs well even in
the presenceof legacyrouters, allowing every FIT-enabled
router in path to be identi ed; and (3) FIT scalesto large
distrib uted attacks with thousandsof attackers. Compared
with previous packet marking schemes,FIT representsa
step forward in performance and deployability.

. INTRODUCTION

-CRIME is on the rise. Estimatesfor the cost of

worm and virus epidemics,and Distributed Denial
of Service (DDoS) attacks are often on the order of
several billions of dollars. Even if the true costis one
order of magnitudesmaller we would still needto ad-
dresstheseproblems,especiallysincethe frequeng and
severity of theseattacksare increasing.One of the most
severe DDoS attacks,againstthe Domain Name System
(DNS) in January 2003, proves that even the critical
infrastructureof the Internetis potentially vulnerable.
More recently attaclers tamet victims for political or
economicreasons—SCCRIAA, andanti-spamblacklist
senershave all beenthe subjectof suchattacks.Lastly,
attacksare sometimesusedto extort monegy from their
victims. Attackersrequest'protection” money to stopthe
attack or guaranteahat it will not be repeated Twenty
UK bettingsites,the e-commercerm “2Checlout”, and
e-bookdistributorswereall recentvictims of attacksthat
occurredin conjunctionwith extortion attempts.Many
attacks,including large scaleDDoS attacks,usespoofed
sourcelP addresseso protectthe perpetratorsor their
assets.
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Unfortunately the currentInternetinfrastructuredoes
not provide mechanismdor e-crime victims to defend
themseles againstattaclers who use IP spoo ng. Law
enforcementcould greatly benet from IP traceback
methods, particularly in the casesinvolving extortion.
Finally, tracebackmechanismarea rst stepin providing
automatedoaclket ltering at routersin orderto block an
attacks origin.

To effectively provide the above bene ts andbe appli-
cablein an Internetervironment,a tracebacknechanism
must have the following generalproperties:

IncDep: A tracebackmechanismshould function
evenwhenonly partially deployed acrossroutersin
the Internet.

RtrChg: A tracebackmechanismshould only re-
quire a small hardware changeon routers.

FewPkt: A tracebackmechanismshouldallow the
victim to identify the attack path after only a small
numberof paclets.

Scale A tracebackmechanismshould scaleto a
large number of attaclers while maintaining ac-
curay (as measuredby incorrect implication of
non-attackingendhostsandrouters(falsepositives),
and the failure to identify true attackendhostsand
routers(false negatives)).

Local: A tracebackmechanismshould allow an
attackvictim to perform tracebackocally, without
communicatingwith ary routeror ISP

Tablel shaws that noneof the major tracebacknech-
anismsprovidesall of the above properties besidedrast
InternetTraceback(FIT). A detaileddiscussionof prior
tracebackproposalds in Sectionll.

Contributions  In this paper we proposeFIT, a new
probabilistic packet-marking approachfor IP traceback
that achieses much stronger propertiesthan previous
schemesWe list a summaryof the contritutions of this
paper:
The FIT tracebackschemes very ef cient. In con-
trastto previous work, FIT simultaneoushachieses
all the following propertiestensof paclketsto trace
an attack path, scalesto thousandsof distributed
attaclers,incrementallydeployable,andno per o w
or perpaclet staterequiredat routers.
FIT provides the unique property that the victim
can detect the presenceof legag/ routerson the
attack path. Previous tracebackmechanismseither
fail completelywhenlarge number=f legagy routers
are present,or misrepresentreconstructedrouter
locationsalongthe path by countingonly traceback
enabledroutersin their distancemeasurement=IT



[ Mechanism | IncDep | RitrChg | FewPkt | Scale] Local |

Burch & Cheswick[3] 4 4

FMS [15] 4 4 4

AMS [17] 4 4 4

iTrace[2] 4 4 4 4

Goodrich[8] 4 4 4

Algebraic Traceback5] 4 4 4

SPIE[12], [16] 4 4

FIT (this paper) 4 4 4 4 4
TABLE |

COMPARISON OF PROPOSED TRACEBACK MECHANISMS. THE SYMBOL 4 MEANS THAT THE MECHANISM PROVIDES THE PROPERTY.

properlyidenti es the distancein router hopsfrom

the victim regardlessof whetherinterveningrouters
aretraceback-enabledr not.

FIT achievesthesestrongpropertiesdue to several

novel techniques.First, in FIT, the victim uses
an upstream-routemap to provide its fast (in the

number of paclets receved) attack path recon-
struction.Although previous mechanism$ave used
this approach[17], FIT doesnot obtain the router
map through out-of-bandtools, such as traceroute.
Rather FIT can usethe samerouter markingsfor

constructingthe upstreamrouter map as it does
for reconstructingtrafc paths during an attack.
Second,FIT usesa new mechanismfor conveying

the distancebetweena marking router and victim

which usesonly a single bit. Finally, becauseit

accurately detects the distance— including both

traceback-enable@nd legag/ router hops — of a

marking router from the victim, FIT can usenode
samplinginsteadof edgesamplingusedin previous
schemeswhich allows for a signi cant reductionin

thenumberof pacletsneededor pathreconstruction
during attacks.

Outline.  The remainderof the paperis organizedas
follows: In Sectionll we presentprevious and related
work in IP Tracebackand discussthe tradeofs of other
methods.In Sectionlll we describeFIT in detail and
evaluateit in SectionlV. We discusssomeof the rami-
cations and future directionsfor FIT in SectionV and
we concludein SectionVI.

1. PREVIOUS WORK ON |IP TRACEBACK

In this section,we rst presentan overvien of the
relatedwork in IP traceback,and then we analyzethe
speci ¢ tradeofs of theseapproaches.

A. Overview of previoustraceba& medianisms.

The importanceof IP tracebackhas promptedmary
researcherdo work on this topic [1], [2], [5], [8],
[11], [12], [15], [16], [17]. We review theseefforts in
chronologicalorder

Burch andCheswickintroducethe conceptof network
tracebackThey identify attackpathsby selectvely ood-
ing network links and monitoring the changescausedn
attacktrafc [3].

Savageet al. proposethe FragmentMarking Scheme
(FMS) for IP traceback{15]. They suggestthat routers
probabilistically mark the 16 bit IP identi cation eld,
and that the recever reconstructsthe IP addresseof
routerson the attackpath using thesemarkings.

Bellovin et al. develop iTrace[2]. In iTrace, routers
probabilistically senda messageo either the sourceor
destinationIP addressof a paclet, indicating the IP
addres®f therouter This approactdoesnot alterpaclets
in- ight and victims can also detectattaclers that use
re ectors to hide their presence13], however, it does
generateadditionaltraf c.

Goodrichpresents markingschemehat marksnodes
insteadof links into paclets[8]. Becausethis approach
doesnot use a distance eld, it hasissueswith attack
graphreconstructioranddoesnot scaleto alarge number
of attaclers.

Deanet al. suggestalgebraictracebackan algorithm
to encodea router's IP addressasa polynomialin the IP
identi cation eld [5]. We shaw in the next subsection
thatit doesnot scaleto large numberof attaclers.

Adler presentsa theoretical analysis of traceback,
presentinga one-bit marking scheme[1]. This work is
primarily of theoreticalinterest,and does not scale to
large numbersof attaclers.

Snoereretal. proposeSPIE,a mechanisnmusingrouter
state to track the path of a single paclet [16]. The
main advantageof SPIE is that it enablesa victim to
trace back a single paclet by querying the router state
of upstreamrouters, however, it does require routers
to keep a large amountof state.Li et al. have further
developedtheir approach,lowering the required router
state,at the expenseof a large communicatioroverhead
for tracebacK12].

B. Requiementdor IP Traceba& medianismsand Anal-
ysis of Previous Approades

We now discussthe propertiesof an ideal traceback

mechanismand argue why previously proposedmecha-
nismsdo not achieve them.



To be viable for forensicsand DDoS defensea trace-
backapproachmeedgo provide incrementabene tseven
when deployed on a small number of routers, should
requireonly a small hardware changeand minor compu-
tation overheadon the router shouldrequireonly a few
pacletsto tracebacko an attacler, shouldscaleto large
DDoS attackswith few falsepositive andfalsenegatives,
requiresa smalloverheacdbn thevictim for tracebackand
enablesthe victim to perform tracebackocally without
relying on the communicatiorinfrastructurethatis under
attack.

We now discusghesepropertiesn moredetailandde-
scribehow previous tracebackapproachesichieve them.
Tablel shovs a summaryof propertiesandlists whether
a schemeachievesit.

IncDep. Enabling incrementaldeployment is a very
importantrequiremenfor arny tracebackmechanismlf a
tracebackalgorithm doesnot provide bene ts for incre-
mental deployment, an ISP would have no incentive to
startdeployment. It is unrealisticto assumethat after a
“ag day”, 90% of all routersin the Internetwill deploy
tracebackit is morerealisticthatwe will initially seel0—
20% deploymentwhich later reaches50% deployment.

Unfortunately mostprevious|P tracebackmechanisms
do not provide strongpropertiesfor incrementaldeploy-
ment. For example,the hash-basedP tracebackmecha-
nisms[12], [16] do not work well if only a smallnumber
of routersimplementthem.Considerthe casewhere50%
of the routersimplementthe SPIEmechanisnj16]. Let's
consider(very consenatively), thata routerhas10 neigh-
boring routerson average With the SPIEmechanismwe

nd that a given router forwardedan attack paclet, and
we attemptto nd out from which neighboringrouter
it camefrom. Thus, we needto contactthe 9 neighbor

ing routerswhich potentially forwardedthe paclet (we
do not needto query the next-hop router towards the
victim). Let's assumethat 5 of the neighboringrouters
implementSPIE, but that4 do notimplementit. Besides
the 5 SPIE-enabledouters,we also needto contactall

neighborsof the 4 legag/ routers,about 40 additional
routers.However, 20 of thoseroutersare legagy routers
themseles, so we needto contactall of their neighbors
aswell. It is clearthat this approachscalespoorly if an
attack path traversesseveral legag/ routers.

The AMS approach[17] suffers from a similar prob-
lem. The upstreanmap of routersusedby AMS is gath-
eredusingthe tracerouteool, which doesnot distinguish
betweenAMS-enabledand legag/ routers.However, the
AMS distance eld only countshops of AMS-enabled
routers,which leadsto the following problem.Assuming
the victim hasidenti ed a router at distancex, when
receving anedgemarkingfrom distancex + 1, thevictim
will have to testthe IP addresse®f all the routersat
distancegreaterthanx (ratherthanjust thoseat distance
X + 1) becausethe edge betweentwo AMS-enabled
routersmay traverseseveral non-markinglegagy routers.

This effect will leadto an increasein the false-positie
rate of the scheme,particularly with high percentages
of legag/ routers present.FIT usesa node sampling
mechanisnthat correctsthis issue.

RtrChg. Deployment is linked with small router
changeand low router overhead.If a tracebackmech-
anism only requiresa minimal hardware changeand
has a negligible overheadfor paclet forwarding, it is
more likely to be acceptedoby router manufcturersand
eventuallyreachlISPs.

The SPIE tracebackapproachrequiresa multi-byte
hashover the headerand part of the payloadof eachin-
comingpaclet, aswell asa large amount(approximately
1 GB) of memoryto storeits Bloom- lters. Although
this canbe donewith the additionof dedicatechardware,
it may affect hardware costand will certainly requirea
non-ngligible architecturalchangein thoseroutersthat
implementit.

FewPkt. Completetracebackusingonly a small num-
ber of pacletsis especiallyuseful for forensics.So far,
only the SPIE mechanismenablessingle-packt trace-
back, and all othertracebackapproachesequireon the
orderof thousand$3], [5], [8], [12], [15], [17], or tensof
thousandg2] of paclets.FIT cantracea single attacler
usingonly tensof paclets.

Scale A viable tracebackapproachshouldbe able to
scaleto large attacks,and enabletracebackto tens of
thousandof attaclerswith only a small numberof false
positives and false negatives. Unfortunately mostmech-
anismsdo not scalewell to large numbersof attaclers
becausetheir false positive rate becomesprohibitively
large [3], [8], [15]. The algebraictracebackschemedoes
not scalewell either asthenumberof pacletsN required
from eachattacler for reconstructionis linearly depen-
dentonthe numberof attaclersn (wherep is themarking
probability): N > 5n=p? [5]. Sincewe have n attaclers,
the total number of paclets receved is 5n?=p?.! FIT
is presentecherewith a baselinereconstructiorscheme
which scalesto thousand®f attaclers.In SectionV we
presentpreliminary techniquego further improve FIT's
scalability

Low overhead for attack path reconstruction The
reconstructionof the attack path should be efcient
for the victim. The algebraictracebackschemerequires
O(m?%) computationsfor reconstruction(where m is
the number of fragmentscollected)[5]. The approach
by Burch and Cheswickwould require substantialnet-
work resourcedo sendthe additional paclkets for high-
bandwidthnetwork links [3], which doesnot satisfy our
requirementfor low overheadon the victim. Similarly,
the approachby Li et al. hasa high bandwidthoverhead
for the victim, as the victim needsto sendabout1-10

Theseare estimatedasedon formulasin their paper[5], however,
they do not provide experimentsor simulationresultsfor real attack
pathreconstruction.



Mbytes of informationto eachrouteron the attackpath
for tracebacK12].

Local. Enabling the victim to perform tracebacklo-
cally is a desirable property becausethe victim may
not be able to rely on the communicationinfrastructure
that is under attack to perform traceback.Burch and
Cheswick[3], and SPIE[12], [16] requirethe victim to
usethe network to performtracebaclkwhile the attackis
happening.

Other shortcomings In a pollution attak, the at-
tacker sendsmaliciousfragmentsthat interferewith path
reconstruction[10]. Since the tracebackapproachby
Goodrichdoesnot usea distanceeld, it is susceptibleo
a pollution attack,becausehe victim cannotdistinguish
betweenfragmentsgeneratedoy an attacler and those
generatedy markingrouters.For example,if our mark-
ing probability is g = 0:04, the probability that paclets
arrive unmarled by an attacler at distancel2 hopsis
(1 qg'2 = 0:96'2 = 0:61 Thus, almosttwo out of
threemarkingscreatedoy the attacler arrive atthevictim,
which can prevent successfuteconstruction.

With 100% deplogyment, other tracebackschemesare
lesssusceptibldo pollution attackshecauséeheir distance
elds allow marking injection only at distancesgreater
than the closest attacler. However, large numbers of
legag/ routersreducethis immunity becausealistanceis
only countedin terms of marking-enabledouters.FIT
has an amguably strongerresistanceo pollution attacks,
evenunderpartialdeployment,becausét countsdistance
in terms of legagy and marking-enabledrouters under
most circumstances.

[11. FIT: FAST INTERNET TRACEBACK

Figure 1 shaws the notationwe usein this paper In
this section,we rst presentanoverview of FIT, thenwe
describein detail how packet marking works, and how
we can calculatethe marking distancebasedon a single
additionaldistancebit, followed by a detaileddiscussion
on how FIT mapand pathreconstructionwork.

A. FIT Overviev

TheFIT tracebackmechanisnis in the family of PPM
(Probabilistic Packet Marking) tracebackschemeq15],
andconsistof two major parts:a packet markingscheme
to be deployed at routers,and map and path reconstruc-
tion algorithms used by endhostsreceiing the paclet
markings.

In FIT, anattackvictim is assumedo have constructed
a map of upstreamroutersand their IP addressesising
paclet markingsreceved beforethe attackitself occurs
(we explain how this is achiezed in Section IlI-D).
Routersmark the 16-bit IP ID eld of certainforwarded
paclets? FIT paclket markingscontainthreeelementsa

2Mary other paclet marking schemesalsousethe IP ID eld [5],
[8], [15], [17] to hold their markings.We discusshow paclet marking
and IP fragmentationcan coexist in an earlierwork [18].

B num Size of the fragmentnumber eld in bits
rag Size of eachfragmentin

bits, b rag = 15 b num

Bit replacementor the 5 LSB of the TTL
n Total numberof fragmentsn = 22 nm
Nmap Numberof uniquefragmentsneeded

for single IP addressnap reconstruction
Npath Numberof uniquefragmentsneeded

for single IP addresgpathreconstruction
Pdist bit The distancebit in paclet P
Pfrag_-num | The fragmentnumberin paclet P
Pfragment | The hashfragmentin paclet P
q Marking probability
TTLq Leastsigni cant bit (LSB) of the TTL
TTL5 Sixth bit of the TTL
TTLy.q | The ve leastsignicant bits of the TTL
H(IP) Computea cryptographichashfunction

on the IP addresse.g.,SHA 1(IP)
hic Concatenatiorof the valuesb andc

Fig. 1. Notationwe usein this paper

fragmentof the hashof the markingrouters IP address,
the numberof the hashfragmentmarked in the paclet,

anda distance eld. Basedon the distanceeld andthe

TTL of a given paclet, the attackvictim can determine
from how mary hopsaway the markingis generatedThe

victim usesthe hashfragmentsand distancecalculation
from themarkingsin the maliciouspacletsin conjunction
with its routermapto identify a candidatesetof marking

routers. After a number of different hash fragments
matching a particular router arrive at the victim, that

routeris addedto the reconstructedhttack path.

AlthoughFIT is super cially similarto the AMS trace-
back schemgboth useupstreanrouter mapsand paclet
markingswith the fragment/number/distandermat) FIT
emplgys novel marking and reconstructionalgorithms
which dramaticallyimprove its performanceand make
it a more viable tracebackmechanism.

First, FIT allows the attackvictim to generatehe up-
streamrouter map using packet markingsratherthanthe
traceroutetool usedin AMS. Traceroutegeneratednaps
have two seriousde ciencies:they areinaccuratein the
presencef asymmetricpaths® andthey causeincreased
false positives becausethey do not distinguishbetween
legagy and marking-enabledrouters (as we discussin
Sectionll-B).

Secondthe FIT marking mechanismusesnode sam-
pling insteadof the commonly usededgesampling[5],
[15], [17], greatlyreducingthe numberof falsepositives
and the number of paclets required for attack path
reconstruction.

*Traceroutereturnsthe path of pacletsfrom the victim to potential
attaclers, which may be different from the path of paclets from
potentialattaclersto the victim.



Third, FIT usesonly 1-bitin thelP ID eld to markthe
distancefrom the victim atwhich the paclketwasmarked.
This allows 4 extra bits (previous tracebackschemes
useda 5 bit eld) to be usedfor hashfragmentmarks,
which both greatly reducedalsepositives (allowing FIT
to scaleto greaternumbersof attaclers) and increases
the effective marking probability (we explain this in
Section 11I-C) allowing FIT to tracebackusing fewer
paclets. In the following sections,we describeFIT in
detail.

B. Packet Marking

In the FIT scheme,as in all other PPM schemes,
routersmark (overwrite) the 16 bit IP Identi cation (IP
ID) eld of the IPv4 headerof a small percentageof
the paclets that they forward. A FIT router marks a
forwardedpaclet with a certainprobability, g, whichis a
globalconstanamongall FIT enabledouters(setto 0.04
in our experiment$). A packet markis dividedinto three
elds, asshown in Figure 2. The rst eld, denotedas
b, is the 1-bit distance eld. The secondandthird elds
involve the router’s hash.

EachFIT routerpre-calculates hashof its IP address
and splits the hashinto n fragmentsof bx  5¢-bits each,
wheren is a global constant.The size of eachfragment,
D rag, is setas15 by nym 5 Whenmarking a paclet, a
routerrandomlyselectsa fragmentnumberto mark into
the frag# eld, and marksthe correspondingragments
bits into the hashfragment eld.

1 bit 2 bits 13 bits
b |frag# hashfragment
Fig. 2. FIT marking eld diagram.The distance eld b is one bit.

In this example,the fragmentnumber eld is two bits (x jum = 2
bits) allowing four distinct fragments,and the remaining13 bits are
usedfor the hashfragment(by .y = 13 bits).

Unlike other PPM schemesFIT has a deterministic
marking aspect.For each paclet that a particular FIT
router hasnot probabilisticallymarked, that samerouter
calculatesa markingpredicatebasedn the paclket's TTL
eld anddistancebit. The marking predicatecontainsa
calculationof the minimum bound on the distance,in
FIT-enabledandlegagy routerhops,sincethe paclet was
lastmarked.If the pacletwasnot marked for the past32

4The marking probability q is chosenas % for optimizing the
probability of receving markingsfrom routersd hopsaway from the
paclet recever [15]. g = 0:04 is optimal for markingsfrom routers
at a distanceof 25 hopsfrom the reconstructingendhost.

5The minimum requirediength of the hashis 2% wm (15 b num )
bits. Hashfunctionswith shorteroutputscanbe usedby concatenating
acountervalueto theinput, evaluatingthe hashfunctiononcefor each
countervalue,and concatenatinghe outputs(similar to the SSL/TLS
protocol[6].)

hopsthenthe markingpredicateevaluatego tr ue andthe
paclet is automaticallymarked by the forwardingrouter

The marking predicateis evaluatedas: (bjc  TTL 5.q)

mod 64 > 32, where bjc denotesthe concatenatiorof

the distancebit b in the paclket with the global constant
¢, and TTLs..q) denotesthe six leastsigni cant bits of

the TTL eld. We discussthe rationalefor this in more
detail in Sectionlll-C.

When marking a paclet a router randomly selects
a fragmentnumberto write into the frag# eld and
marks the hash fragment eld with the corresponding
hash fragments bits. The router also setsthe 5 least-
signi cant bits of the paclet's TTL to a global constant
¢, and storesthe 6th bit of the TTL in the distance
eld b. This laststepallows the next FIT-enabledroutet
or the paclet recever, to determinethe distancesince
the router's mark. We explain the details of calculating
the distanceas well asthe rami cations of modifying a
paclet's TTL in- ight in the following section.Finally, if
a routerdoesnot mark the paclket thenit will not change
ary partof thelP ID eld.

FIT padet marking algorithm:
FOR eachpaclet P
r ?o1)
IF(r 0
OR (Pdistbitjc
" 10;n)
Pfrag_num
Pfragment  H(IP){ +1) b 1=
Pdistbit TTL[5]
TTL[4;;o] C
ELSE
TTL TTL 1

Fig. 3. The FIT Marking Algorithm. r R [0; 1) meansthatwe select
a numberfrom the intenal [0; 1) uniformly at random.The notation
TTL5 selectsbit 5 of the TTL (theLSBis TTLg), andTTLs.q
selectsthe six leastsigni cant bits.

TTLis.op Mod 64)> 32 THEN

bfnum ]

C. Calculating DistanceUsing a SingleBit Field

In this section,we shov how FIT routersusea single
bit alongwith TTL modi cation to passmarkingdistance
information to the paclet recever. We also perform an
analysisto shav that our schemepreseresexisting TTL
semantics.

1) DistanceField in IP Traceba&: In mostIP trace-
back schemesthe distancefrom a marking router is
kept as a 5 bit incrementingcounter® set to zero by
the marking router and incrementedoy every traceback-
enabledrouterwhich forwards,but doesnot itself mark,
the paclet [5], [15], [17]. Although this zero/increment
schemeprevents pollution attacks, where the attacler

SAll mechanismgexcept FIT) use saturatingaddition on the dis-
tance eld, suchthatthe eld never over owsto shav azerodistance.



sendgalsemarkingsdesignedo misdirectthe traceback,
the zero/incremenimechanisnalsohassomedravbacks.
First, the mechanisnrequires5 bits of spaceto be able
to identify distancescommonly seenin Internet paths.
Second distanceis countedastraceba& enabledrouter
hops since only tracebackenabledrouters modify the
distance eld. This causesan increasein false positives
when large numbersof legag/ routersare present.The
FIT distance mechanismmaintains all the properties
of the zero/incrementistanceschemewhile addressing
thesetwo issues.

2) Calculating Distancein FIT : Recallthe distance-
relatedoperationsa marking router performsin FIT: it
setsthe 5 least-signi cantbits of the paclet's TTL eld
to a global constantc, and storesthe sixth bit of the
TTL in the distanceeld b. Whena paclet arrivesat its
destinationthe distanceat which the paclet was marked
is computedas:d = (bc  TTLs.q) mod 64, where
bjc denotesconcatenatiorof the one bit distanceeld b
with the ve bit TTL replacementonstantc. Because
legagy routers decrementthe TTL, the FIT distance
is representatie of the exact numberof hops from a
marking router ratherthan just the numberof hops of
tracebackenabledrouters.

3) DeterministicMarking Predicate: The readerwill
note that the distancecalculationpresentedn the previ-
ous sectionhas a range of 64 hops, roughly twice the
numberof hopsthat appearin Internetpaths.However,
thereis a subtle attack on the FIT which violates the
pollution attack prevention property which reducesthis
range Becauseheattaclercancontroltheinitial contents
of the IP ID eld, it can control the initial value of
the distance eld b. By selectingan initial TTL which
will decrement(mod 64) past the value bjc while on
the path to the destination,the attacler can causethe
distancecalculationto wrap from 63 to 0 and to start
counting up again. The countermeasuréo this attack
is to invalidate a portion of the distance space,and
have FIT routersautomaticallymark ary paclket whose
calculateddistancefalls within that space.For FIT, we
considerthe distancerange[33,63] to be invalid. The
marking predicatewe describein Sectionlll-B checks
whether the distanceis within the invalid range, and
causeghe routerto mark the paclet if the predicateis
true. Thus, a packet would have to travel at least 32
hops without encounteringa FIT-enabledrouter before
the distancecalculationcanwrapto zero! Automatically
marking paclets with invalid distancevalues has the
addedbene t of increasinghe numberof pacletsthatare
marked. Invalidating the distancerange[33,63] restricts
the maximum possibledistancetraceableto be 32 hops
away from the victim, equalto the capability of a 5-bit
distanceeld.

"This is only likely to happeron pathswith no FIT-enabledrouters
to begin with, in which caseFIT is asvulnerableto pollution attacks
asary othertracebackmechanism.

4) Preservationof TTL Semantics:The FIT distance
calculation relies on TTL modi cation of paclets in-
ight. It is critical, however, that FIT modi cation pre-
sene existing TTL semantics.We can minimize the
effect on TTL by choosingan appropriatevalue for the
TTL replacementonstantc in our markingschemeThe
primary function of TTL is to causepacletsin routing
loops to be dropped (when their TTL reacheszero).
However, we must also ensurethat paclets with default
TTL values(suchas 32,48, 64,128 and256[9]) arenot
droppedprematurelyon path lengthslikely to appeatrin
the Internet. Thereis a tradeof betweenlow valuesof
¢, which favor the former property and high valuesof c,
which favor the latter property

Using simulation,we nd that the TTL replacement
constantc = 22 preseres both of the desiredproperties
of TTL. By modeling routing loops as long paths,we
showv in Table Il that virtually all paclets are dropped
(their TTLs reachzero)after 512 hops,regardlesf their
initial TTL. Tablelll shaws thata very small percentage
of pacletswith commonTTLs aredropped,andonly in
the infrequentcasesof pathlengthsgreaterthan 248

d=128 | d=256| d= 384 | d= 512
TTL =32 | 95.12% | 99.97% | 100% 100%
TTL =64 | 70.85% | 99.57% | 100% 100%
TTL =128 | 1.60% | 83.99% | 99.61% | 100%
TTL =255 | 0.00% 0.56% | 62.58% | 97.39%
TABLE I

DECAY TO ZERO ANALYSIS: PERCENT OF PACKETS DROPPED BY
PATH DISTANCE AND INITIAL TTL

TTL =32 | TTL=48 | TTL =64
d=16 0.00% 0.00% 0.00%
d=24 0.82% 0.00% 0.00%
d=32 7.10% 0.00% 0.00%
d =48 — 4.41% 0.00%
d=64 — — 5.18%
TABLE Il

PACKET LOSS ANALYSIS: PERCENT OF PACKETS DROPPED BY
INITIAL TTL AND PATH DISTANCE

5) Marking Predicateand Percentaye of Marked Pack-
ets: As mentionedpreviously, invalidating the distance
space[33,63] and having FIT-enabledrouters automat-
ically mark paclets with distancesin the invalid range
will increasethe percentageof marked paclets relative
to other traceback schemesusing the same marking
probability g. In fact,therearecertaininitial TTL values
that will causea paclet to be marked 100% of the

8Note that becauseFIT marksprobabilistically a paclet drop due
to expired TTL can be solved by retransmissionFurthermore,the
sendemay receve an ICMP error paclet andincreaseits initialized
TTL.



time. This occurswhenthe TTL is in the invalid range
(bc TTLs..q)mod64 > 32 (thustriggeringthemarking

predicate),or will becomeinvalid at some point along

the path, regardlessof whetherb = 0 or 1. Figure 4

shows the probability that a paclet remainsunmarled

given the initial TTL, for our chosenTTL replacement
constant = 22 The gure depictstheintuitive resultthat

nearly half of the TTLs on a path of length 15 resultin

unconditionallymarked paclets;with longerpathshaving

more and shorterpathshaving fewer suchTTLs.
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D. Map Reconstruction

FIT needsthe map of upstreanroutersfor traceback.
In this section,we describehow the victim cangenerate
this upstreanrouter map.

From Sectionlll-B, every packet mark consistsof a IP
addressashfragmentafragmentnumbeyandadistance
bit. FIT map reconstructionleveragesthe fact that an
endhosttangrouptogethemacletsthattraversethe same
path during a TCP connection.When receving paclet
markingsfrom the samedistanceand TCP connection,
an endhostcan assumethat the markings come from
the samerouter Thus, the endhostcollectsnmap unique
fragmentsfrom a particular distance,scansthroughthe
spaceof all possiblelP addressesndaddsthe|P address
whosehashmatcheghe ny,p fragmentso the upstream
router map?

Map Reconstruction Accuracy  Two performance
metricsin Map Reconstructiorrequire analysis:the ex-
pected number of false positives, and the number of
paclets requiredto reconstructthe IP addresse®f all
routers.First, we considerthe numberof false positves
that the map reconstructionalgorithm will produce.A

®Map reconstructiorcan be performedofine andin parallelsuch
thatonly onepassover the IP addresspaces necessaryo reconstruct
all routersfor which theendhoshasstorednmap markings.A modern
workstationcan calculatethe SHA-1 hashof all 2°2 |P addressein
approximatelyhalf an hour

false positive will occur when two IP addresseshare
a commonsubsetof hashfragmentswhich are receved
by the reconstructingendhost.The endhostwill not be
able to differentiatebetweenthe two IPs and will thus
addboth of themto the reconstructednap.If we have n

distinctfragmentsandwe needat leastnmap fragmentgo
reconstructhe IP addressthe expectednumberof false
positive routersreconstructeds:

232
fp - Z(nmap D rag)
The expectednumberof false positive IP addresseper
router to be reconstructedf ,, is independentof the
numberof IPs in the reconstructednap. Table IV lists
fp for candidatevaluesof n andnmgap.

N / Nmap 4/3 | 8/3 8/4 16/4 | 16/5
fp 2 7 2 4 2 16 2 12 2 23
TABLE IV

EXPECTED NUMBER OF FALSE POSITIVES PER ROUTER IN FIT MAP
RECONSTRUCTION, FOR CANDIDATE VALUES OF N AND Nmap -

The secondpberformancametricfor mapreconstruction
is the number of paclets that must be sentto enable
an endhostto reconstructhe IP addressesf the routers
on a single path. This numberprovides an upperbound
on the numberof paclkets neededto reconstructa map
containingmultiple paths.To quantify this, we de ne two
probabilities: Ppam [K; X], the probability of an endhost
reconstructinghe IP addressesf k FIT-enabledrouters
on a path after receving x paclets; and Py [i; x], the
probability of anendhosteconstructinghe IP addres®f
the routeri hopsaway from it after receving x paclets.
Assuming that reconstructionsof IP addresseof FIT
Es)utersareindependen%f’ we canestimatePpatn [K; X] as

X Pili; x].

To reconstrucian IP addressan endhostmustreceie
Nmap distincthashfragmentsrom the routerwith thatIP
addresgasdiscusse@bove, nmgp is selectedo minimize
the numberof false positive routers).The probability of
receving j distinct hashfragmentsfrom a setof k total
fragmentsafter receving y randomlyselectedragments
is [7]:

Kk X Vi kK j+v |
. (1 1 —
K ] V=0 v

Pe[j; kiy] =

To receve a fragmentfrom a router at distancei, that
routermustmarka packetandall subsequenbutersmust
not mark that packet. Thus, the probability of receving

0sincepaclets cancarry only a single marking, the reconstruction
probabilitiesare clearly not independentbut assumingndependence
gives us a pessimisticestimateon the numberof paclets required.



a packet with a fragmentfrom a routerat distancel hops
from the victim, given marking probability q, is:

Pmliicdl=q (1 @' *
Thus, of x pacletssentalonga path,xP[i; q] of them
will have fragmentsfrom a router at distancei. We can
now expressthe probability of reconstructinga router at

distancei afterreceving x paclkets (P, [i; x]) in termsof
P; andPy:

X
Pip[i; X] =

V= Nmap

Pt [v;n; X Pli; q]]

n andnmap aredeterminedaccordingto the desiredfalse
positive rate,andq is setto the inverseof the distanceof
the furthestrouter we want to reconstruc{15]. TableV
shavs the numberof paclets requiredto set Ppan to
50% and 95% using candidatevaluesof n andnpap for
varying pathlengths.

d=5 d=15 d=25
Nn=4 nmyp = 3 | 163/265| 266/414| 400/623
n=8 nmyp =3 | 118/175| 181/266| 272/400
Nn=8 Nmyp =4 | 177/255| 275/392| 413/590
n= 16 Nmap = 4 | 145/190| 230/300 | 335/442
n= 16 Nmap = 5 | 190/250| 289/382 | 435/574
TABLE V

NUMBER OF PACKETS TO RECONSTRUCT CERTAIN PATH LENGTHS
FOR VARYING N AND Npmap VALUES. EACH PAIR IN THE TABLE
DENOTES THE NUMBER OF PACKETS NEEDED FOR 50% AND 95%
PROBABILITY OF RECONSTRUCTION.

E. Path Reconstruction

The purposeof an IP Tracebackmechanismis to
reconstructthe IP addresse®f the routerson the path
from the attacler to the victim. We assumethat the
victim hascompletedthe map reconstructiorphasethat
we outline in the previous section (i.e., generatedthe
map of upstreamrouters). Similar to all previous IP
Tracebackmechanismswe assumethat the victim has
a mechanisnto identify maliciouspaclets,sothatit can
performtraceback!

In the path reconstructionphase,the victim usesits
router map and marked attackpacletsto reconstructhe
attad path which is the setof all routersthat forwarded
attack paclets. In Section IlI-C we describethat the
victim candetecthow mary routersthe paclet traversed

Hsincemaliciouspaclets containa spoofedsourcelP addressthe
victim candetectmaliciouspacletsusinga variety of techniquese.g.,

TCP SYN ACK messagesentby the victim thatremainunanswered,

arefollowed by a TCP RST or ICMP DestinationUnreachablgaclet
whenansweredOtherindicatorsfor maliciouspaclets are IP source
addresseghat are in unallocatedaddressblocks, contain private
addresse$l4], or containa multicastsourceaddressfor a multicast
groupthat the victim did not sign up for.

sinceit wasmarked, usingthe onebit distanceeld b, the

lastsix bits of the TTL, andthe vebit TTL replacement
constantc: d = (jc  TTLs..q)) mod 64. The fragment
identi er is usedto identify which subsebf the hashwas

marked in a particularpaclet.

Basedon thesevalues, the victim can identify can-
didate attack path routers after receivingonly a single
marked padket asfollows. Thevictim compareghe hash
fragmentit receiveswith the hashfragmentsof all routers
at the distanced in its routermap,and marksary router
with a matching fragment. If we have ry routers at
distanced, the kx4 bit hashfragmentwill matchthe
markingrouter aswell asry=2" = falsepositive routers.
More concretely if we instantiateFIT with four distinct
fragments(bx .um = 2), we have 13 bits for the hash
fragment(bx g = 13); a markingfrom distance8 in our
map will matchapproximatelyr =212 = 10;000=2'° =
1:2 false positive routers (Figure 6 shons the number
of unique routersvs. distancefrom data gatheredby
the skitter project.). In the casethat the victim's map
containsa unique path from the reconstructedouter to
the victim, the victim canknows that the router and all
its downstreamrouters,are on the attackpath aswell.

FIT provides a signi cant benet over AMS due to
the fact that AMS performs link marking (i.e., each
marking composedf the XOR of the hashfragmentsof
two adjacentrouters)requiringincrementalby distance)
path reconstructionIn contrast,FIT pathreconstruction
can identify a router far away from the victim before
identifying all the routersdownstreamfrom it. In some
cases,FIT can even perform a rough single paclet
traceback Considerthe casewhere an attacler 15 hops
away from the victim sendsa single malicious paclet.
With probability g, the router at distancel4 (assuming
that it is a FIT-enabledrouter), will mark the paclet;
andthe victim will receive thatmarkingwith probability
(1 g)*3. In our Internetmap,we have approximately21®
routersat distancel4, and in casewe usea b nym = 2
bit eld, the hashfragmentsizeis bx sy = 13 bits, we
will certainlyreconstructhe correctrouterat distancel4,
alongwith 215=213 = 4 falsepositive routers.

We now analyzethe useof multiple fragmentgo lower
thefalsepositive ratein both singleandmultiple attacler
tracebackln the Internetmapwe usein our experiments,
we have about 40,000 routers at distancesll and 12.
Assumingthat our hashfragment eld is 13 bits long
(brrag = 13), we will still receve 40,000=21% = 4:9
false positive routersper marking, and for b 5y = 12,
we will receve 40,000=22 = 9:8 false positives. To
lower the false positive rate, we can require multiple
markings per router We denotethe numberof distinct
fragments neededto reconstructan IP addressof a
routerasnpah . Requiringmultiple fragmentsdrastically
reducesthe numberof false positives, in the caseof a
single attacler we have ryg=(2% = "en ) false positives.
For brrag = 13 and npan = 2, the numberof false



positive routersat distancell is 40;000=226 = 6 10 4.

However, the number of false positives increasesif
we have multiple attaclers. If we have rg, routerson
the attack path at distanced, the false positive markings
for eachrouter on the attack path will reinforce each
other We now computethe number of false positive
routersat distanced, assuminghatthevictim recevedall
fragmentsfrom all r 4, routersthat forward attacktrafc
at distanced.'? The probability that a speci ¢ fragment
of a router not on the attackmatcheghat fragmentof a
routeron the attackpathis:

l Ida
p - 1 1 zbf rag
Since we require at leastnp,n, markings per router to
addit to the attackpath,the probability that a routerwill
be a falsepositive is

X0 _ .
pr = "da pn

j =n path

The numberof falsepositive routersat distanced thenis
Pr(ra  Tda)-

IV. EXPERIMENTAL EVALUATION

In this section,we complementhe mathematicaanal-
ysis of FIT from Sectionlll with experimentalresults
using representatie Internet topologies,such as those
provided by CAIDA's Skitter map [4]. Our experiments
are divided into two sections:map reconstructionand
pathreconstruction.

A. Map Reconstruction

Themapreconstructiorexperiments asfollows: every
host in the entire Skitter map sendsx paclets to the
victim (the f-root Skitter mapwe usehas174409hosts).
Endhostgandomizeboth the initial TTL andIP ID eld
of eachof their paclets. As we discussin Sectionlll-
D, during map reconstructiorthe reconstructingendhost
is capableof groupingtogetherpaclets from the same
senderby groupignpacletsby TCP connection.

We areinterestedn the accuray (i.e., false positives
vs. false negatives) as well as the speed(in terms of
number of paclets required from each host) in which
reconstructiorof the IP addressesf the routersupstream
from the victim canoccur Becausewve are dealingwith
map- rather than attack path—reconstructiona router
is counted as a false positive if it is addedto the
reconstructedmap but is not actually on arny of the
paths leading to the victim. Likewise, all routers not

2Assumingthat all fragmentsof a router on the attack path are
receved is quite pessimisticin this analysis,in practicewe expect
thata victim would receve a smallernumberof fragmentsfrom each
router which would resultin a smallernumberof falsepositives.

reconstructedy the victim but presenton the pathsin
the topology are countedasfalse nggatives.

We assumethat the victim hasno knowledge of the
Internet topology This meansthat the victim will not
combinefragmentscollectedfrom differentpathsin order
to reconstructrouterscommonto both paths.However,
false negatives are computedperdistance,so a recon-
structedrouterin one pathwill countin all the pathsin
which it appearsat the samedistancefrom the victim.

0.0 ‘ ‘ ‘ ‘ ‘ ‘ ‘
210 110
[#60

510
0.001-

T
|

False Positives

0.0001— =

B S S s O S B
%% 0.15

False Negatives

Fig.5. Map reconstructiorperformanceAnnotationsarepacletsper
attacler.

Figure 5 shaws the Recever OperatingCurve (ROC)
for two promisingschemegrom Sectionlll-D, 3 the 4/3
schemeandthe 8/4 schemg(the 16/5 schemewas elimi-
nateddue to poor performancein path reconstruction).
The x-axis representshe rate of false negatives, and
the y-axis (in logarithmic scale) representghe rate of
false positives. The false positve and negative ratesare
computedas a ratio of the numberof occuranceof a
false positive or negative versusthe numberof routers
in the upstreampaths.The curves for the two schemes
are createdby varying the number of paclets sent by
eachendhostAccurag is measuredsdistancefrom the
origin and speedis measuredy the valuesof paclets
per endhostneareachcurve.

Theresultsin Figure5 arevery strong.After asfew as
200pacletsperpath,avictim canalreadyreconstructhe
IP addressesf over 95% of the routersin the topology
This resultis alreadyscaledto a large numberof paths
(174409)andit is likely thatlarger numbersof pathswill
increasethe performancedueto increasedouteroverlap
betweenpaths.Finally, as predictedin the mathematical
analysisof Sectionlll-D, the 8/4 schemeperformsan
order of magnitudebetterin false positvesthanthe 4/3
schemedueto the greaternumberof hashbits available
to it. However, both schemegerform very well in this
regard, with neither schemeproducingmore than 0.3%

13Schemesare expressedas n/nmgp ; the total numberof unique
fragments,n, out of which the victim mustcollect nma, fragments
to reconstructhe IP address.
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false positives, regardlessof the numberof paclets sent
per endhost.

B. Path Reconstruction

Path reconstructionis the most critical performance
aspectof a tracebackschemeAs in mapreconstruction,
performanceis measuredin terms of false negatives,
falsepositives,andthe numberof pacletsrequiredfrom
each sender However, in path reconstruction,a host
cannotcorrelateseparatdragmentssince an attacler is
assumedio be spoo ng the IP addressof each attack
paclet, thuspreventingthe victim from groupingpackets
together The result is an increasein the number of
false positives, as fragmentsfrom separaterouters are
incorrectlycombinedtogetherto implicatea third router
In examining the IP addressdistribution of the Skitter
mapin Figure6, we seethatevena 13-bit hashfragment
(the largest size for bhash that will still allow for map
reconstruction)from distancel0 will be sharedby an
averageof approximately5 routers. The solution is to
requirethat multiple fragmentsmatchbeforea routeris
addedto the attack path. However this allows for the
possibility that two unrelatedfragmentscausea false
positive becauseof the victim's inability to group them
correctly

The path reconstructiorexperimentis gearedto shav
the effect of varying the numberof fragmentsrequired
to add a routerto the attack path (changingnpam). We
alsoevaluatehow FIT scaleswith increasingnumbersof
attaclers.

The pathreconstructiorexperimentsaresimilar to map
reconstructionn thata givennumberof attaclersall send
X pacletsto the tracing endhost.False negatives, asin
map reconstructionare routersthat are presenton one
or more of the attackpaths,but are not reconstructean
ary of them. False positives are routersthat are present
in the map but are mistalenly addedto the attack path.
For eachpathreconstructiorexperiment,we assumehat
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the tracing endhosthasa completemap of the upstream
router tree, with no false positives. From SectionIV-A
we seethat this is reasonablesince the false positives
andfalsenegativesarevery low afterthe tracingendhost
receves mary paclets.

We choosethreesizesof attacler populationsto shav
how FIT scales.The attacler populationsare 100, 1000,
and 5000 respectiely.** In all of our experiments,we
showv the results for three candidatemarking schemes
(expressedsn/npatn ): 4/3,4/4 and8/5. 1t is importantto
notethatthe differencebetweenthe 4/3 and4/4 schemes
is only in the way the tracing endhostinterpretspacket
markings; however the differencebetweenthe 4/x and
8/5 schemess in the way routersmark the paclets.

Figure7 shaws the small attackscenarioln this graph
we only shav the false negative rate becauseno false
positives were generated.In this experiment, the 4/3
schemeoutperformsthe 4/4 and 8/5 scheme(i.e., it
providesalowerfalsenegative ratewith a smallernumber
of paclets)largely dueto the limited attacler population.
With few attaclers, there are few routerson the attack
paths,and hence fewer fragmentsto be receved by the
tracingendhostin total. Sinceeachfragmentwill collide
betweenmultiple router IP addressesfewer fragments
meansfewer false positives.

Figure 8 shavs the effect of an increasedattacler
populationon the false positive rate. Although the 4/3
schememaintainsits better false negative rate (at 305
paclets it has roughly half the false negatives of the
4/4 schemeand an eighth of the 8/5 scheme)jt suffers
greatly in false positives. The 8/5 schemealso suffers
due to the explosion of available fragments(making it
easierto combinedisparatdragmentdo falselyimplicate
a router),and smallerindividual fragmentsizes(causing
more routersto be implicated per fragment). Unfortu-
nately attaclers canusethis behaior to their advantage
by sendingmore paclets and driving the curve towards
higher false positves. However, the curves suggestthat
thereis a diminishing returnfrom sucha stratayy.

Finally, Figure9 illustratesboth previous pointsrelat-
ing the numberof marking fragmentsand their size to
increasedalse positives. However, we seethatin terms
of false negatives, the 4/3 schemestill outperformsthe
4/4 schemeat similar paclet levels, eventhoughits false
positive rate is much higher This resultindicatesthat a
tracing endhostcan make a tradeof betweenquick yet
lessaccuratdraceback4/x wherex is 1 or 2), or slower
yet more accuratetraceback(4/x wherex is 3 or 4).

1t is importantto notethat currentattackscaninvolve up to hun-
dredsof thousand®f attaclers. However, theseattackmeasurements
include hostsfrom the samesubnet;which is irrelevant to traceback.
Furthermore the reconstructionalgorithms can be improved, as we
discussin SectionV-B.
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V. DISCUSSION
A. FIT Advantayes

g. 7. Pathreconstruction100 attaclers.No falsepositvespresent.
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Most of the advantagesriginatefrom the one bit dis-
tance eld andour new approactfor mapreconstruction.
First of all, theonebit distanceeld freesfour additional
bitsin theIP ID eld, which we canusefor alargerhash
fragment,which in turn greatly decreasethe numberof
falsepositives.Moreover, the onebit distanceeld gives
FIT the ability to detectlegagy routers,which decrement
the TTL andcanthusbedetectedThis offersa signi cant
adwantageover AMS, which suffersfrom a combinatorial
explosionof routerchoicesin legagy ervironments(aswe
discussin Sectionll).

FIT alsousesnodemarking insteadof edgemarking.
In nodemarking,a packet marking containsinformation
aboutasinglerouter whereasn edgemarking,amarking
contains information about two consecutre traceback
routers.Most previous tracebackmechanismaise edge
marking [5], [15], [17]. To trace back, edge marking
schemeseedto progressiely reconstrucedgeafteredge
startingatthevictim, whereasnodemarkingschemegan
reconstrucroutersat ary distanceastheir pacletsarrive
atthetracinghost.In mary casesa singlemarkingfrom
a routercloseenoughto the attacler may be sufcient to
eliminateall pathsexceptthe attackpathfrom the router
map. FIT cantraceback 10 or more hopson a path of
length 15 after receviing only 14.3 paclkets, on average.
The equivalent numberof pacletsfor an edgemarking
schemewould be on the orderof thousandf paclets.

Interestingly edgemarkingtracebacknechanismsan-
not use our one bit distance eld technique.In edge
marking, a router needsto detect when the previous
tracebackrouter marked the paclet, so that it can add
its own marking to the packet. Since legag/ routers
decrementhe TTL, and thus incrementthe distance,a
router can not determinethat it is the rst router after
the last marking router and thus, whether it needsto
add its own marking to the packet. Another bit would
be necessaryor that purposeresultingin a minimum of
a two bit distance eld.

B. AdvancedReconstructiorAlgorithms

In this paperwe present basdine pathreconstruction
algorithm. However, more sophisticatecath reconstruc-
tion algorithmsarepossible First, the pathreconstruction
algorithm could take advantageof the frequeng of re-
ceived fragmentdo rule out falsepositives. For example,
considertwo routersR; and R, on the attackpath at a
certaindistancewhereR ; forwardsattacktrafc atarate
of andR; forwardsattacktrafc atarateof 10 . If we
needtwo matchingfragmentsto determinethat a router
is on the attack path, we could rule out a false positive
if fragmentf 1 from Ry matchesouterR3z andfragment
f, from R, also matchesRj3. Since fragmentsf, will
appeawith 10 timeshigherfrequeng thanfragmentf 1,

FIT offersnumerousidvantage®ver previous|P trace- we could detectthat router R3 is a falsepositive.

back proposals,and we believe that its propertiesmale
it oneof the rst viable tracebackmechanisms.

A victim could usefragmentfrequeng informationto
rule out false positives even further For example,if we



reconstructouterR 3 asa falsepositive asjust described,
we could detectthatit is a falsepositive if we do not see
ary fragmentsfrom its downstreamrouter R4. Hence,a
sophisticategbath analysiscould further reduceour false
positive rate.

C. Tracemoute

FIT preseres the most critical TTL functionality of
droppingpacletsin a routing loop. However, tools such
as traceroute which rely on deterministicdecrementing
of the TTL betweerrouterswill nolongerwork correctly
Legag traceroutemplementationsirelikely to terminate
early due to paclet TTLs beingincreasedby automatic
marking (a packet with a TTL of 1 will be considered
to have a distanceof 53 unlessthe distance eld, d, is
zero). A FIT-aware versionof traceroutecould provide
the samefunctionality at the costof anincreasechumber
of paclets per trace. The details of the implementation
are omitted dueto spaceconstraints.

V1. CONCLUSION

With the recentrise of e-crime,law enforcemeniand
attack victims reiteratethe needfor a viable IP trace-
back mechanism.Unfortunately current proposalsfor
tracebackmechanismssuffer from various dravbacks,
including high processandstoragecostslittle scalability
to high attacler populationsand poor performancen the
presenceof legag/ routers.

PPM schemesre particularly promisingand achieved
someof theseproperties,but they require on the order
of thousand®f pacletsfrom eachattacler for traceback.
We demonstrat@ new approachFIT, to improve paclet-
marking traceback.Our Fast Internet Traceback(FIT)
protocol preseres the adwantagesof packet-marking
tracebackapproachesand can perform tracebackeven
afteravery smallnumberof attackpacletswith minimal
processingoverheadandwithout contactingarny external
entities. In addition, FIT handleslegag/ routers better
thanany previousmechanismasa victim canevendetect
the presencenf legag/ routerson the attackpath. In the
optimal case,FIT can reconstructa path even after a
single attackpaclet.

FIT achievesthesepropertiesthrougha new approach
for upstreamrouter map reconstructiona one-bit eld
to measureup to 32 hopsto the distanceto the marking
router node-basednarking insteadof edge-baseanark-
ing, anda fastmechanisnto identify the markingrouter
Thesetechniquegive FIT a previously unachieedsetof

propertiesmaking it one of the only viable approaches

for IP traceback.
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